UNIVERSITYOF
BIRMINGHAM

iversit}/]ofBirmin am
esearch at Birmingham

Complex-system decision framework for managing
risks to rail stations at airports from terrorist threats

Alawad, Hamad Ali H; Codru, Silviu; Kaewunruen, Sakdirat

DOI:
10.5592/CO/CETRA.2018.665

License:
Creative Commons: Attribution (CC BY)

Document Version
Publisher's PDF, also known as Version of record

Citation for published version (Harvard):

Alawad, HAH, Codru, S & Kaewunruen, S 2018, Complex-system decision framework for managing risks to rail
stations at airports from terrorist threats. in The 5th International Conference on Road and Rail Infrastructure.
University of Zagreb, pp. 885-861, The 5th International Conference on Road and Rail Infrastructure , Zadar,
Croatia, 17/05/18. https://doi.org/10.5592/CO/CETRA.2018.665

Link to publication on Research at Birmingham portal

Publisher Rights Statement:

Checked for eligibility: 24/05/2018

"Authors retain copyright over their work, while allowing the conference to place this unpublished work under a Creative Commons
Attribution License, which allows others to freely access, use, and share the work, with an acknowledgement of the work's authorship and its
initial presentation at this conference."

General rights

Unless a licence is specified above, all rights (including copyright and moral rights) in this document are retained by the authors and/or the
copyright holders. The express permission of the copyright holder must be obtained for any use of this material other than for purposes
permitted by law.

*Users may freely distribute the URL that is used to identify this publication.

*Users may download and/or print one copy of the publication from the University of Birmingham research portal for the purpose of private
study or non-commercial research.

*User may use extracts from the document in line with the concept of ‘fair dealing’ under the Copyright, Designs and Patents Act 1988 (?)
*Users may not further distribute the material nor use it for the purposes of commercial gain.

Where a licence is displayed above, please note the terms and conditions of the licence govern your use of this document.

When citing, please reference the published version.

Take down policy
While the University of Birmingham exercises care and attention in making items available there are rare occasions when an item has been
uploaded in error or has been deemed to be commercially or otherwise sensitive.

If you believe that this is the case for this document, please contact UBIRA@Ilists.bham.ac.uk providing details and we will remove access to
the work immediately and investigate.

Download date: 18. Apr. 2024


https://doi.org/10.5592/CO/CETRA.2018.665
https://doi.org/10.5592/CO/CETRA.2018.665
https://birmingham.elsevierpure.com/en/publications/6eff8ee1-0b55-4b93-a6b6-23d63490e9d2

CETRA?°18 17-19 May 2018, Zadar, Croatia
5th International Conference on Road and Rail Infrastructure

COMPLEX-SYSTEM DECISION FRAMEWORK
FOR MANAGING RISKS TO RAIL STATIONS AT
AIRPORTS FROM TERRORIST THREATS

Hamad Alawad™?, Silviu Codru Second’, Sakdirat Kaewunruen™?

"The University of Birmingham, School of Engineering, Department of Civil Engineering,
TOFU Lab (Track Engineering and Operations for Future Uncertainties), United Kingdom

2The University of Birmingham, Birmingham Centre for Railway Research and Education,
United Kingdom

Abstract

This paperdescribes a risk-based decision-making framework aimed at helping stakeholders
of transport infrastructure to allocate (limited) resources effectively, in order to mitigate the
risk of a terrorist attack. The framework is used to model the security system, to consider a
multitude of threat scenarios and to assess the decisions taken by the aggressors during the
various stages of their attack. One of the key notions presented is the state of partial neu-
tralization, which reveals the losses that incur when the terrorist does not reach the primary
target. A rail station of an airport is used as an example to demonstrate this framework.

Keywords: decision analysis, infrastructure security, probabilistic risk assessment, terrorism
1 Introduction

Civil The terrorist attacks of September 11th, 2001 in the United States, inflicted heavy eco-
nomic losses and, numerous casualties, and the unprecedented effects that followed these
attacks have prompted policy makers and the public to make considerable efforts towards
the development of tools and approaches that estimate the risk of terrorism and aid with the
implementation of security policies to reduce this risk. Furthermore, many potential attack
scenarios have been proposed, and a large number of responses have been employed or
advised [1]. A better comprehension of the actions of terrorists and the way they select cer-
tain targets of attack can aid in making the decisions and helping the security designers to
allocate resources in the fight against terrorism [2]. To face the challenge of terrorism, new
analytical methods and new institutional arrangements must be elaborate, as per Making the
Nation Safer, a report by the National Research Council [3]. Infrastructure is not an indepen-
dent system but ratheris linked with other interdependent systems. A failure of the electrical
power grid, for example, may affect not only the energy sector but also in a cascading effect
may result in the collapse or severe disruption of transportation, telecommunications, public
health, and banking and financial systems of the country [4]. As the infrastructure is typically
complex, and many issues can arise during the decision-making process, a risk manage-
ment framework is required to acknowledge all the parameters and uncertainties involved.
Modelling risk and decision frameworks is appropriate for risk managers to derive the most
suitable risk management measures [5]. Decision analysis as a subset of decision notions
has been known of since 1963 (Howard and Matheson, 1989). Decision analysis recognises
the three main features associated with all decisions: risks, benefits, and costs. [4] showed
the cost-benefit analytical method has a wide range of applications (economics, finance,
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probability, reliability etc.) The effect of all these fields on decision boost is well defined in
the literature e.g., [6-8].Many methods have been devised in an attempt to model and assess
the efficiency of counter-terrorism procedures. Some of these methods involve game-theo-
retic approaches which are used to model how intelligent attackers and defenders interact.
Another set of methods is based on probabilistic risk assessment or PRA. PRA has been used
to evaluate the risks associated with complex engineered entities and it recently started being
used to assess terrorism risk. Moreover, PRA aids analysis and decision-maker to understand
and describe the risks which is predict the probable consequences [9]. We presented [10] the
framework for Managing Risk to deal with the risk analysis of situations where considering the
state of partial neutralization of an attacker means the likely loss incurred in two scenarios
can be estimated. In the first scenario the attacker would be successful in the attack on the
primary target while in the second one, in spite of failing to reach his primary target, they
would still cause significant damage to the infrastructure, threaten human life and affect the
financial market. By breaking down a security system into individual layers, each with their
own probabilities of an attacker being detected, engaged and neutralized an accurate model
can be obtained. In addition, it is also assumed that the terrorists are rational and would try
to maximize their chances of succeeding with the attack. In this paper, the security improve-
ment of an airport rail station will be used to illustrate the effectiveness of the proposed and
then deals with cost assessment for mitigating the total risk and cost-effectiveness of the
measures as a futur work.

2 Security risk analysis

The proposed framework breaks down the risk analysis into five main process components
as shown in Fig. 1 below, where a separation of these main components reveals the key risk
providers and the critical parameters that add to the uncertainty and form a framework for
critical asset and processes for risk analysis [11-15]

_I Scenario I

Identification

-I Consequence I
Security Risk Criticality

| Analysis I I assessment I

_IThreat likelihood
assessment

_ILife—cycIe beneﬁt—I
cost analysis

Figure1 Five main components of Security Risk Analysis
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2.1 Scenario identification

During this first step of the risk analysis the possible threat scenarios are determined.
Worldwide since the 1990s, transportations systems have been targeted by terrorist attacks
and this form of terrorist threats encompasses a wide range of potential attacks and more
likely scenarios Fig. 2 [16].

Suicide attackers
*The case in London, July 2005

Explosive devices
*The Madrid bombings, 2004

A release of chemical, biological, radiological or nuclear

*The Sarin gas attack in Tokyo in several subways stations, March
1995

Figure 2 The forms of terrorist threats in the public transportations

2.2 Consequence and criticality assessment

this assessment provides the estimated losses of a successful attack. In the area of counter-
terrorism the term loss has various meanings, such as damage to the environment, human
casualties, impact on society, as well as economic losses either direct or indirect due to
physical damage, interruptions of business and financial market insecurity. These different
types of losses can be estimated using game-theoretic methods and modeling means such
as event trees, fault trees and decision trees. In order to assess the efficiency of the various
countermeasures, all these losses are converted to a single value which reflects the financial
loss by pricing casualties with insurance data.

2.3 Security vulnerability assessment

to understand and measure the impact of threats such as terrorism, the risk analysis and
evaluation of threats and vulnerabilities are significant methods and thus the output is very
valuable information for decision makers to select the optimal countermeasures to manage
threats. The third step of this risk analysis reveals the probability that a terrorist is successful
in attacking their target with the condition that they initiated the attack. By combining this
probability with the estimates of possible losses of key assets conditioned on the success
of the attack, the main conditional expected loss associated with a scenario is revealed. The
successful attack is based on the terrorist’s ability to defeat the security system. The defensi-
ve system comprises of a number of sequential steps: detection of the attacker, engagement
upon detection and neutralization upon engagement (see Fig. 3). Each security zone is repre-
sented by specific components used for detection, engagement and neutralization. Therefore,
in security zone i the probability that the defenders engage the attacker upon detection would
be P, the probability that the defenders engage the attackerin security zone i upon detection

RAIL TRANSPORT MANAGEMENT
CETRA 2018 — 5™ International Conference on Road and Rail Infrastructure

857



858

in security zonej is represented by Peiop and the probability that the attackeris neutralized in

security zone i, after engagement in security zone j, is expressed by Puior

) Engagement Neutralization
Detection of 838
—> upon upon
the attacker )
detection engagement

Figure 3 The defensive system process

The losses from an unsuccessful attack can be estimated by defining two states of neutra-
lization. In the first state the attacker is completely neutralized and is not able to inflict any
damage to his surroundings. This state is labeled as neutralization of type 1 or full neutraliza-
tion and is denoted by N, for the security zone i with a probability of P, .. The second state of
partial neutralization is used for the situations in which the terrorist is denied access to the
following security zone but is not completely neutralized and therefore is still able to cause
damage to the surroundings. The state of partial neutralization is labeled as type 2, denoted
by N, ,, with a probability of P ,. However, the defenders fail to neutralize the attacker, then
the attacker can proceed to the next security zone. In this situation the probability is equal
to1- (PNL1 + PM).

Taking into account that all the means of detection are interconnected in all security zones,
the attacker would only need to be detected in one security zone for full detection across all
security zones. It is then safe to assume that either the engagement or the neutralization of
the attacker failed in zone i if they are able to pass to the next security zone i+1 where they
will be subsequently engaged. The probability associated with this situation would be Peirioi
and an illustration is provided in Fig. 4 & Table 1, for a hypothetical asset with two security
zones in series.

.....ZONE n

. Completely Neutralized

O Partially Neutralized |

. Not Neutralized I

Figure 4 Hypothetical asset with two security zones
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Table1 The Assumed defensive system process symbols.

The events Scenario Zonel Zone2

Detection Detected D11 D21

(01, D2) NOT D12

Engagement Engaged E1 E21

(E1, E2) NOT

Neutralization Completely N11 N21

(N1, N2) Partially N12 N22
NOT N3

Therefore, the probability that the attackeris completely neutralized, i.e., interdiction of type
1(m=1), or partially neutralized, i.e., interdiction of type 2 (m=2), is shown in Eq. (1).

n i—1
PES,m - Pm {PE1|D1PN1,mEl + Ei|DiPNi,m|Ei * H [(1 - PE]|D1 ) + PEj|D1 (1 - PN]',1|Ej - PN],2|Ej )}} + (1)
i=2 =1
n k—1 n i—1
Z:PDk {H (1 - PDl )} PEKlDKPNK,mlEk + ZPEilePNi,m\Ei H [(1 - PEile ) + PEile (1 - PNj,1|E] - PNj,ZlEj )]
k=2 =1 i=k+1 j=k
The probability of a successful attack is achieved by:
Ps =P<Psa 2

Where P = (1—PES,1 —PES’Z) is the probability that the defenders fail to stop the attackerand
P, is the probability conditioned by a successful attack providing that the defenders fail to
stop the attacker [10].

2.4 Treat likelihood assessment

one of the main steps in security risk analysis is creating a model of the decision making pro-
cess during which the attackers pick their best options and alternatives to execute the attack.
Utility theory can be used to factor risk aversion into the decision process, and this section
will infer utility functions that represent attacker profiles in threat Likelihood Assessment
[17-20]. Their preferences can be illustrated by utility functions that order the alternative cho-
ices of the attackers by preference in a certain stage of the attack. [1] Terrorists maximize
the expected utility by choosing the appropriate attack profile, threat scenario and asset to
attack. The attacker’s utility function focuses on the maximum loss brought to the defenders,
reducing their loss in the case of an unsuccessful attack and minimizing the cost of execution.

2.5 Life-cycle cost assessment

for the decision maker, it is essential to have analytical tools comparing and assessing risk
against the costs. If the loss feature is in units other than cost (such as fatalities) and for
assessing the costs and benefits of counter-terrorism (CT), which denote protective measures
forinfrastructure, itis concluded that to define cost-effectiveness the incremental cost-effec-
tiveness ratio (CER) is used, as explained [8]:

cost spent on CT measure
losses avoid by CT measure

€)
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3 Conclusion

Security risk assessment aims to identify the most efficient risk reduction options while ta-
king into account a limited budget. Generally, these options include the reduction of the
probability of attacks and the potential losses following an attack. The efficiency is obtained
by observing the reduction in total loss upon the application of the mitigation method while
taking into account the cost of implementation.lt is clear that a terrorist attack on one part of
the infrastructure such as railway stations in the airports could cause a serious loss of lives
and deterioration of the economy and infrastructure as a whole. Thus, management of risk to
vital infrastructure is crucial for prosperity in our modern society. Terrorist attacks have been
determined as a major source of risk and stakeholders and decision makers have made consi-
derable efforts to develop tools that aid with risk mitigation.The difference between a natural
risk and a terrorism risk is that the latter is planned by an intelligent aggressor and therefore
it cannot be modeled using a random approach.To manage this risk, one must consider the
human behaviourin identifying possible terrorist threats and their consequences. This paper
presents a risk assessment of the framework presented by Shafieezadeh, etc [10], which can
be used to alleviate the risk of terrorist attacks on transport infrastructure, and it highlights
the possibility of partial neutralization of the attacker.
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