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Abstract

We extend Abadi-Fournet’s applied pi calculus with state cells, which are used to rea-
son about protocols that store persistent information. Examples are protocols involv-
ing databases or hardware modules with internal state. We distinguish between private
state cells, which are not available to the attacker, and public state cells, which arise
when a private state cell is compromised by the attacker. For processes involving only
private state cells we define observational equivalence and labelled bisimilarity in the
same way as in the original applied pi calculus, and show that they coincide. Our result
implies Abadi-Fournet’s theorem — the coincidence of observational equivalence and
labelled bisimilarity — in a revised version of the applied pi calculus. For processes
involving public state cells, we can essentially keep the definition of observational
equivalence, but need to strengthen the definition of labelled bisimulation in order to
show that observational equivalence and labelled bisimilarity coincide in this case as
well.

1. Introduction

Security protocols are small distributed programs that use cryptography in order to
achieve multiple security goals like confidentiality, authentication. The complexity that
arises from their distributed nature motivates formal analysis in order to prove logical
properties of their behaviour; fortunately, they are often small enough to make this
kind of analysis feasible. Various logical methods have been used to model security
protocols; process calculi have been particularly successful 13, 5134]. For example, the
TLS protocol used by billions of users every day was analysed using ProVerif [[12].

More recently, protocol analysis methods have been applied to stateful protocols
— that is, protocols which involve persistent state information that can affect and be
changed by protocol runs. Hardware devices that have some internal memory can be
described by such protocols. For example, Yubikey is a USB device which gener-
ates one-time passwords based on encryptions of a secret ID, a running counter and
some random values using a unique AES-128 key contained in the device. The trusted
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platform module (TPM) is another hardware chip that has a variety of registers which
represent its state, and protocols for updating them. Radio-frequency identification
(RFID) is a wireless technology for automatic identification and is currently deployed
in electronic passports, tags for consumer goods, livestock and pets tracking, etc. An
RFID-tag has a small area for storing secrets, which may be modified.

A process calculus can be made to work with such stateful protocols either by
extension or by encoding. Extension means adding to the calculus explicit constructs
for working with the stateful aspects, while encoding means using combinations of the
primitives that already exist. Encodings have the advantage that they keep the calculus
simple and elegant, but (as argued in [3]]) there may not be encodings for all the aspects
we want, and in cases that encodings exist they may not be suitable for the analysis of
security properties.

In this paper we choose to extend the applied pi calculus rather than use the en-
coding for two reasons. Firstly, state and channels are conceptually different: states
store information whereas channels are used for communication. There is also a well-
established way of adding state to programming languages which will apply to add state
to the applied pi calculus. Secondly, automated protocol verification tools based on the
applied pi calculus like ProVerif often fail to prove security properties when using the
encoding via restricted channels. ProVerif also provides some built-in features, such
as tables and phases, which provide only limited ways for modelling states. In particu-
lar, tables are defined as predicates which allow processes to store data by extending a
predicate for the data. Hence there is no notion of the “current” state, and values cannot
be deleted from tables. Phases are used to model the protocols with several stages. But
there can be only finitely many phases, which can only be run in sequence, whereas
a state may have infinitely many arbitrary values. StatVerif [8]] extends ProVerif with
explicit states, thereby implementing the extension of the applied pi calculus presented
in this paper. It has been successfully used in cases where ProVerif fails.

Our Contributions. We present an extension of the applied pi calculus by adding state
cells, which are used to reason about protocols that store persistent information. We
distinguish between private state cells, which are not available to the attacker, and pub-
lic state cells, which arise when a private state cell is compromised by the attacker.
In our stateful language, a private state cell is guarded by the scope restriction; its
access is limited to some designated processes. When a private state cell gets compro-
mised, the cell becomes public and this scenario is modelled by removing the scope
restriction of that cell. We first define observational equivalence and labelled bisim-
ilarity for processes having only private state cells, and we prove that two notions
coincide as expected. By encoding the private state cells with restricted channels while
keeping observational equivalence, our coincidence result can be seen to imply Abadi-
Fournet’s theorem [3, Theorem 1], in a revised version of applied pi calculus. As far as
we can see, the only available proof for this theorem is [31]] which is an unpublished
manuscript. Despite having no published proof, this theorem has been widely used in
many publications, for example [21} (9, 4, |20} 22].

We also discuss an extension of our language with public state cells. The obvious
notion of labelled bisimilarity does not capture observational equivalence on public
state cells. Designing a labelled bisimilarity on public state cells turns out to be un-



expectedly difficult. Public state cells introduce many special language features which
are significantly different from private state cells. Moreover, the addition of public state
cells increases the capabilities of the attacker significantly. Hence we strengthen the
definition of labelled bisimilarity to show that observational equivalence and labelled
bisimulation coincide.

As an illustration, we analyse the OSK protocol [28]] for RFID tags. We model its
untraceability by private state cells and model its forward privacy by public state cells.

This paper is an extension of the conference version [[7] with the complete proofs.

Related Work. StatVerif [8] is an extension of ProVerif process language [[14] with pri-
vate state cells. The main contribution there is to extend the ProVerif compiler to a
compiler for StatVerif. So far, StatVerif can only handle secrecy properties, which are
modelled as reachability properties of traces. SAPIC [29] is a similar tool as StatVerif
except that SAPIC is based on Tamarin verifier [36] rather than ProVerif. Both StatVerif
and SAPIC are the compilers which translate a stateful language into a low-level lan-
guage that is directly supported by a tool, i.e., horn-clauses supported by ProVerif,
multiset rewriting rules (in which antecedents of applied rules are withdrawn from the
knowledge set in order to represent state changes) supported by Tamarin. However,
none of the existing works study the language feature of the stateful language and
the notions of process equivalences are never defined for a stateful language. Process
equivalences are important concepts which can be used to model the indistinguishabil-
ity properties in security protocols [15} 13]].

This paper describes the process calculus on which StatVerif is based. More pre-
cisely, the focus in this paper is to build a stateful language based on applied pi calcu-
lus, explore its language features and discuss indistinguishability, which is modelled by
observational equivalence and analysed by labelled bisimilarity. This paper provides
therefore the basis to extend StatVerif to handle bisimilarity.

There are other languages that have been used to model protocols involving per-
sistent state, but they are lower-level languages that are further away than our process
language from the protocol design. Strand spaces have been generalised to work with
the global state required by a trusted party charged with enforcing fair exchange [27].

Tamarin has been used to analyse stateful protocols directly without going through
the stateful language of SAPIC, e.g. for the analysis of hardware password tokens [30].
Multi-set rewriting is also used in [33]], where state changes are important to represent
revocation of cryptographic keys. Horn clauses rather than multiset rewriting are used
in [24], in order to represent state changes made to registers of the TPM hardware
module.

Reasoning about programming languages involving states has been extensively
studied (e.g. [37, [25]). There are very strong interactions between programming lan-
guage features and state, hence the reasoning principles are very specific to the precise
combination of features. In this work we build on the work on reasoning principles for
process calculi using bisimulation and show how to extend these principles to handle
global state.

Outline. The next section defines syntax and semantics for the stateful applied pi cal-
culus. Section [3] discusses the process equivalences and encoding for private state



cells, and derives Abadi-Fournet’s theorem. Section [§] extends our stateful language
with public state cells. The paper concludes in Section [7]

2. Stateful Applied Pi Calculus

In this section, we extend the applied pi calculus [3]] with constructs for states, and
define its operational semantics. In fact, we do not directly build the stateful language
on top of applied pi calculus, because we want to avoid working with the structural
equivalence relation. More precisely, reasoning about the equivalent classes induced
by structural equivalence turns out to be difficult and normally results in long tedious
proofs [23, 120, 132} [19]. Our language inherits constructs for scope restriction, com-
munication and active substitutions from applied pi calculus while having multisets of
processes and active substitutions makes it possible to specify an operational semantics
which does not involve any structural equivalence.

2.1. Syntax

We assume two disjoint, infinite sets A" and V of names and variables, respectively.
We rely on a sort system including a universal base sort, a cell sort and a channel sort.
The sort system splits A into channel names N, base names A, and cell names N;
similarly, V is split into channel variables V., and base variables V. Unless otherwise
stated, we use a, b, ¢ as channel names, s, t as cell names, and x, y, z as variables. Meta
variables u, v, w are used to range over both names and variables.

A signature X consists of a finite set of function symbols, each with an arity. A
function symbol with arity O is a constant. Function symbols are required to take
arguments and produce results of the base sort only. Terms, ranged over by M, N, are
built up from variables and names by function application:

M,N == terms
a,b,e,k,m,n,s names
T,Y, 2 variables
f(My, ..., My) function application

We write var(M) and name(M) for the variables and names in M, respectively. Tu-
ples such as u;g - - - ug and My - - - M, will be denoted by u and M, respectively. Terms
are equipped with an equational theory =y, that is an equivalence relation closed under
substitutions of terms for variables, one-to-one renamings and function applications.
The grammar for the plain process is given below. The operators for nil process 0,
parallel composition |, replication !, scope restriction vn, conditional if - then - else,
input u(x) and output (M) are the same as the ones in applied pi calculus [3]]. The
process [s — M] represents that the current value stored in a cell s is M. The process
lock s.P locks the cell s for the subsequent process P. When the cell s is locked,
another process that intends to access the cell has to wait until the cell is unlocked by a
primitive unlock s. The process read s as z.P reads the value in the cell and stores




it in z. The process s := M.P assigns the value M to the cell and continues as P.

P,Q,R::= plain process
0 nil process
P|Q parallel composition
P replication
vn.P name restriction
if M = N then P else ( conditional
u(x).P input
u(M).P output
[s — M] cell s, containing term M
s:=M.P writing a cell
read sas z.P reading a cell
lock s.P locking a cell
unlock s.P unlocking a cell

subject to the following requirements:

e x, M, N are not of cell sort; u € N, U Ve, and s € Ng; additionally, M is of base
sort in both [s — M] and s := M. P;

e forevery lock s. P, the part P of the process must not include parallel or replication
unless it is after an unlock s.

e for a given cell name s, the replication operator ! must not occur between vs and
[s — M].

These side conditions rule out some nonsense processes, such as lock s.!P, lock s.
(P | Q), vslls — M]and vs.([s — M] | [s — NJ), while keep some reasonable
processes, such as lock s.unlock s.!P, lock s.unlock s. (P | Q) and lvs.[s — M].
An extended process, ranged over by A, B, C, is an expression of the form

vn. (0,5, P)
where
e vm is a set of name restrictions;
e o isasubstitution { My /x1, ..., M, /x,} which replaces variables of base sort with
terms of base sort; we define dom(o) := {x1,...,2,} and dom(vn.(o,S,P)) :=

dom(o); we require that dom(c) N fu(My, ..., My, P,S) = 0;

e S = {s;— My,...,8m— My} is a set of state cells such that sq,...,s,, are
pairwise-distinct cell names and terms M, . . ., M, are of base sort; we write dom(S)
for {s1,...,8m}and S(s;) for M; (1 <1i < m);

e [s — M] can only occur at most once for a given cell name s, and if a cell name s is
not restricted by any vs, a state cell s — M can only occur in S}



e P={(P1,L1),...,(Pg, L)} is a multiset of pairs where P; is a plain process and
L;is asetof cell names; L; NL; = () forany 1 < 4,5 < kand i # j; foreach s € L;,
the part of the process P; must not include parallel or replication unless it is after a
unlock s; we write locks(P) for the set Ly U - - - U Ly, namely the locked cells in P.

In an extended process v7i.(c, S, P), the substitution ¢ is similar to the active sub-
stitutions in applied pi calculus [3] which denote the static knowledge that the process
exposes to the environment. A minor difference with [3] is that substitutions here are
only defined on terms of base sort which will be explained later. State cells are mutable
and the value of a cell may be changed during the running of processes. If a process
P locks a cell s, then this status information will be kept as (P, {s} U L) in P. At any
time, the cell s can be locked at most once in P.

The variable x in “u(x)” and “read s as z” are bound, as well as the name n in
vn. This leads to the usual notions of bound and free names and variables. We shall
use fn(A) for free names, use fs(A) for free cell names, use fv(A) for free variables,
use bn(A) for bound names, and use bv(A) for bound variables of A. Let fnv(A) =
fn(A) U fu(A) and bnv(A) = dn(A) U bv(A). Following the conventions in [35]],
we shall identify processes which are a-convertible. We write “=" for both syntactical
equality and equivalence under a-conversion. Captures of bound names and bound
variables are avoided by implicit a-conversion.

An extended process vni.(o, S, P) is called closed if the following conditions all
hold: 1) each variable is either defined by ¢ or bound; 2) each cell name s is defined
by exactly one “s — M (either in S or in P); 3) locks(P) C dom(S). Note that
a variable defined in o will not occur in S or P because of the condition dom(o) N
fu(My, ..., M,,P,S) =0 in the above definition of extended processes.

We may write (0,5, P) for v.(o,S,P), and write v, m.(c,S,P) for v(n U
m).(o, S, P).

When we write 0 = o1 U 05 for some substitution o or S = S; U S5 for some state
cells S, we assume that dom(o1) N dom(oa) = 0 as well as dom(S1) N dom(Ss2) = 0.
For variables ., we define o\ ; to be the substitution { zo'/z | z € dom(o) and 2z ¢ 7 }.
If A=vn.(o,8,P), we write A\ for vn.(o\5, 5, P).

An evaluation context vn.(o-,S-,P-) is an extended process with holes “-” for
substitution, state cells and plain processes. Let C = vn.(o-,S-,P-) be an evalua-
tion context and A = vm.(og4, Sq, P,) be a closed extended process with m N (7 U
fn(o,S,P)) = dom(c)Ndom(c,) = dom(S)Ndom(S,) = (. The result of applying
C to A is an extended process defined by:

ClA] =vn,m.(co, U0y, So,USy, Pog, UP,)

An evaluation context C closes A when C[A] is a closed extended process.

The main differences between our language and the language in StatVerif [8] are:
1) In our language, terms are divided into three types: base type, channel type and cell
type, while StatVerif only has one universal type of terms. The active substitutions in
our language are only defined on the terms of base type and terms can only be input
and output on the terms of channel type, which is to fix the flaw of the coincidence
result between labelled bisimilarity and observational equivalence [3] and will be fur-
ther discussed in Section[5} Moreover, we don’t allow input and output terms of cell



type which will be explained in the following Section [6.1} 2) Our language uses the
a-conversion to automatically change the bound names to avoid name collisions, while
StatVerif uses a fixed set to record the bound names.

2.2. Operational Semantics

The transition relation A =+ A’ is the smallest relation on extended processes de-
fined by the rules in Figure [I] The action « is either an internal action 7, an input
a(zx), an output of channel name @(c), an output of bound channel name vc.a(c), or an
output of terms of base sort vx.a(x). The transitions for conditional branch, commu-
nication, sending and receiving channel names and complex messages are typical and
essentially the same as the ones in applied pi calculus. In particular, the output vx.a{x)
for term M generates an “alias” x for M which is kept in the substitution part of the
extended process. As mentioned before, state cells are used to model the hardware
or the database to which the access is usually mutually-exclusive. When a state cell
is locked, the other process that intends to access the cell must wait until the cell is
released.

2.3. Case study

In this section, we demonstrate the intelligibility of our stateful applied pi calcu-
lus by comparing the formalisation of Trusted Platform Module (TPM) in applied pi
calculus and its formalisation in stateful applied pi. Intelligibility of the translation
from English specification of security protocols to formal model is important since the
design of security protocols are error-prone and usually complicated.

State cells can be encoded by private channels which will be studied in the fol-
lowing Section[d] The exclusive access to the cell is modelled by the unique features
of private channels. For example, in process vc. (€ | c.aj.aq¢ | ¢.b.©)|'} the actions aq
and ay cannot be interrupted by b. However, encoding state cells with private chan-
nels is pretty incomprehensible and not intuitive. For example. an input ¢(z) on a
private channel could be an input action, could also be an encoding for a lock or read
primitive, or encoding for something else. We cannot be sure unless we analyse the
semantics of the whole process. In comparison, when using stateful primitives (such
as lock, read), the meaning can be interpreted immediately from their syntax, and it
reminds the reader here is an operation on state cells rather than an ordinary sending or
receiving a message on a channel. We illustrate this point by a case study on modelling
the Trusted Platform Module (TPM).

Overview of Trusted Platform Module (TPM). TPM is a hardware chip designed to
enable commodity computers to achieve greater levels of security. TPMs are man-
ufactured by chip producers, including Atmel, Broadcom, Infineon, Sinosun, STMi-
croelectronics, and Winbond. It is specified by the Trusted Computing Group (TCG)
industry consortium. The TPM offers an application program interface (API) providing
operations related to:

'We omit the objects in input «(x) and output %(M) and write u and % instead when the objects do not
matter.



vi. (o,S,PU{(!P,0)})
vi.(o,S,PU{(P|Q,0)})
vn.(o,S,PU{(vm.P,L)})

vin.(a,8, P U{([s = M],0)})

v (0,5, PU{(a(z).P, L1)} U{(@(M).Q, L2)})
vn.(o,S,PU{(if M = N then P else Q,L)})

vii.(,5,PU{(if M = N then P else Q,L)})
vit.(0,5 U {s— M}, P U{(read s as 2.P, L)})
vi.(o,SU{s— M},PU{(s:=N.P,L)})
vit(o,S U {s+— M},PU{(lock s.P, L)})
vii.(o,5 U {s + M}, P U{(unlock 5.P, L)})
vi.(0,8, P U{(a(z).P,L)})

vi.(0, 8, P U{(alc).P, L)})

vin,c.(o,8, P U{(alc).P,L)})

vin(o,S, P U{(a(M).P,L)})

lﬂ lﬂ lﬂ lﬂ lﬂ lﬂ lﬂ lﬂ lﬂ lﬂ f

o
2

=
!

Q|

—~
o
~

~

N
N
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vn. (o,S,PU{(!P,0),(P,0)})

vi.(o, 8, P U{(P,0),(Q,0)})
vi,m.(o,S,PU{(P,L)})

ifm ¢ fn(n,0,S,P,L)

vn.(o,SU{s— M}, P)

if s € nand s ¢ dom(S)

vit.(o, 8, PU{(P{M/z},L1),(Q, L2)}))
vin.(o, S, PU{(P,L)})

ifM =y N

vn.(o,S,PU{(Q,L)})

if M #. N and var(M,N) =0
vi(o,SU{s —~ M}, PU{(P{M/z},L)})
ifsenULands ¢ locks(P)
vi(o,SU{s— N}, PU{(P,L)})
ifsenuULands ¢ locks(P)
vi.(o,SU{s— M}, PU{(P,LU{s})})
ifsemnands ¢ LU locks(P)
vi.(o,SU{s— M}, PU{(P,L\ {s}})
ifsennl
vi.(0,8,PU{(P{Mo/x},L)})

if name(a, M) N1 =10
vn.(o,8,PU{(P,L)})

ifa,cgn

— vn(o,S,PU{(P,L)})

ifa,c¢gnanda #c

vii.(o U {M/z}, 8, P U{(P,L)})
if « € n and M is of base sort and z is fresh

Figure 1: Operational Semantics



e Platform configuration registers (PCRs): the TPM contains at least 16 PCRs in its
shielded memory which store platform configuration measurements. The only oper-
ation for changing the value u of a PCR is to extend it by a value v, resulting in the
PCR value hash(u,v). A PCR can be either static or dynamic. For simplicity, in
our formal model, we assume TPM only has two PCRs: a static PCR and a dynamic
PCR. A system reboot will reset the value in the static PCRs and dynamic PCRs to
—1. Only an SKINIT instruction (described below) can reset a dynamic PCR to O.
This enables a remote verifier to distinguish between a reboot and a dynamic reset.

e Secure key management and storage: the TPM can generate new keys, and impose
restrictions on their use. TPMs provide sealed storage, whereby data can be encrypted
using a 2048-bit RSA key whose private component never leaves the TPM in unen-
crypted form. For simplicity, in our formalisation, we assume the data is encrypted
directly under the storage root key (SRK). The SRK is a pair of RSA keys that is used
to encrypt other keys stored outside the TPM. SRK is embedded in the TPM. The
sealed data can be bound to a particular software state, as defined by the contents of
various PCRs. The TPM will only unseal (decrypt) the data when the PCRs contain
the values specified by the seal command.

Seal function encrypts a secret m with a public key pk(k), a specific PCR value v
and a secret tpmpf as aenc (pk(k), tpmpf,v, m). The decryption is modelled as an
equation adec (z, aenc (pk(z),y, z,u)) = (y, z, u).

e The SKINIT instruction creates an isolated execution environment in which security-
sensitive code can be protected from all other software and devices. The code to be
executed within this protected environment is called Secure Loader Block (SLB). The
SKINIT instruction takes the physical memory address of SLB as its only argument.
The SKINIT instruction resets the value of a dynamic PCR to 0, transmits a copy of
the SLB to the system’s TPM and extends the value of PCR with the measurement of
the SLB, and then begins to execute the SLB.

Each command (e.g., reboot, extend) on TPM is executed atomically without in-
terruption. To formalise TPM, we introduce three state cells: state cell tpm for access
control, state cell sper for static PCR, and state cell dpcr for dynamic PCR. The oper-
ations on TPM include reboot, extend, skinit and we assume these commands are sent
on the corresponding public channels reboot, extend, skinit. These operations are mod-
elled as processes REBOOT, EXTEND, SKINIT correspondingly. The formalisation
of TPM in applied pi calculus is given in Figure [2] and the formalisation of TPM in
stateful applied pi calculus is given in Figure 3]

Syntax Sugar. We write “let (z,y) = M in P” for “P {fst (M) /z,snd (M) /y}”,
and similarly “let (x,y, z) = M in P” for “P {fst (M) /x,snd (M) /y,trd (M) /2}".
3. Process Equivalences for Private State Cells

In this section, we discuss the language features of stateful applied pi with only
private state cells, that is, each cell name s occurring in the processes is within the scope



TPM := v tpm, spcr, dpcr, sk, tpmpf , secret.

¢(pk(srk)) | c{aenc (pk (srk) , tpmpf, hash(0, slb), secret)) |
Tpm(init) | 5per(—1) | dper(—1) | SKINIT | REBOOT | EXTEND

SKINIT := ! tpm (2). skinit (zArgs) . dpcr (x) . (dpcr(0) |
let (@Slb, xCom, £SBlob) = xArgs in
dper (y) .(dper(hash(0, zSIb)) |
if xCom = unseal then
let (yProof, yPcr, ySecret) = adec(srk, zSBlob) in
dper (zPcr) .(dper{xPer) |
if (tpmpf,zPecr) = (yProof, yPcr)
then ¢&(ySecret). dpcr (zPer) . (dper(hash(zPcr, end)) | Tpm(z))
else dpcr (zPcr) . (dper(hash(zPcr,end)) | tpm(z))

)

else tpm(z)
)
)

REBOOT := ! tpm (z). reboot (xArgs) . spcr (x) . sper{—1). dpcr (y) . dper{—1). tpm(z)

EXTEND := ! tpm (z).
extend (zArgs) .
let (xzCom, xHash) = zArgs in
if zCom = static
then sper (zPer) . (Sper(hash(zPer, xHash)) | tpm(z))
else if zCom = dynamic
then dper (yPcr) . (dper(hash(yPcr, zHash)) | tpm(z))
else tpm(z)

Figure 2: Modelling TPM in applied pi calculus
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TPM

SKINIT

REBOOT

EXTEND

= v tpm, sper, dper, srk, tpmpf , secret.
tpm > init (¢(pk(srk)), D)
0,q sper— —1 3 < (c¢{aenc (pk (srk), tpmpf, hash(0, slb), secret)), )
dper — —1 (SKINIT | REBOOT | EXTEND, ()
:= | lock tpm
skinit (zArgs)
dper .= 0

let (xSlb, xCom, £SBlob) = tArgs in
dpcr = hash(0, zSIb)
if xCom = unseal then
let (yProof ,yPcr, ySecret) = adec(srk, zSBlob) in
read dpcr as zPcr
if (tpmpf, zPcr) = (yProof, yPcr)
then ¢(ySecret). dpcr := hash(zPcr, end). unlock tpm
else dpcr := hash(zPcr,end). unlock tpm

else unlock tpm
:= | lock tpm. reboot (xArgs) . spcr := —1. dpcr := —1. unlock tpm

:= | lock tpm
extend (zArgs)
let (xCom,zHash) = zArgs in
if zCom = static
then read sper as zPcr. sper := hash(zPcr, xHash). unlock tpm
else if zCom = dynamic
then read dpcr as yPcr. dpcr := hash(yPcr, xHash). unlock tpm

else unlock tpm

Figure 3: Modelling TPM in stateful applied pi calculus
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of a restriction vs. We first present the coincidence between observational equivalence
and labelled bisimilarity on the extended processes with only private state cells. Then
we propose an encoding of private cells by using restricted channel names.

3.1. Observational Equivalence

For private state cells, we define observational equivalence in a similar way as in
[3]. Observational equivalence [3]] has been widely used to model properties of security
protocols. It captures the intuition of indistinguishability from the attacker’s point of
view. Security properties such as anonymity [4], privacy [22, |6] and strong secrecy
[[L3]] are usually formalised by observational equivalence.

We write = for the reflexive and transitive closure of —; we define = to be

=% —: we define :a> to be = if v is not 7 and = if @ = 7. We write A Ja
when A = vn.(0,S,PU{(@(M).P,L)}) with a ¢ 7.

Definition 1. Observational equivalence (=) is the largest symmetric relation R on
pairs of closed extended processes with only private state cells, such that A R B
implies

(i) dom(A) = dom(B);
(ii) if A |, then B |,;
(iii) if A= A’ then B=> B’ and A’ R B’ for some B’;
(iv) for all closing evaluation contexts C with only private cells, C[A] R C|B].

Observational equivalence is a contextual equivalence where the contexts model
the active attackers who can intercept and forge messages. In the following examples,
we illustrate the use of observational equivalence in the stateful language by analysing
the untraceability of the RFID tags.

Example 2. We start by analysing a naive protocol for RFID tag identification. The
tag simply reads its id and sends it to the reader. We assume the attacker can eavesdrop
on the radio frequency signals between the tag and the reader. In other words, all
the communications between the tag and the reader are visible to the attacker. The
operations on the tag can be modelled by: P(s) = read s as x.a(x). One security
concern for RFID tags is to avoid third-party attacker tracking. The attacker is not
supposed to trace the tag according to its outputs. Using the definition in [|6]], the
untraceability can be modelled by observational equivalence:

(0,0,{('vs,id.([s — id] | P(s)),0)}) ~ (0,0,{(!vs,id.([s — id] |! P(s)),0)})

In the left process, each tag s can be used at most once. In the right process, each tag
s can be used an unbounded number of times. The above equivalence does not hold,
which means this protocol is traceable. By eavesdropping on channel a of the right
process, the attacker can get a data sequence: “id,id,id ---”, while a particular id
can occur at most once in the first process.

12



Example 3. The OSK protocol [28|] is a simple identification protocol for RFID tags
which aims to satisfy third-party untraceability. The tag can perform two independent
one-way functions g and h. An initial secret is stored in the tag and is known to the
back-end database. On each run of the protocol, the tag computes the hash g of its
current value and sends the result to the reader. The reader forwards the message to
the back-end database for identification. The tag then updates its value with the hash
h of its current value. The operations related to a tag s can be modelled by:

T(s) = lock s.read s as z.a(g(z)). s := h(z).unlock s

Let RD be process modelling the reader and back-end database. Similar to Example
the untraceability can be represented by

0,0,{('vs,k.([s— k] | T(s) | RD),0)})
~(0,0,{('vs,k.([s— k] |'T(s) | RD),0)})

In the second process, for a particular tag s which contains value k, the data sequence
observed by the attacker on channel a is “g(k), g(h(k)), g(h(h(k)))---". Without
knowing the secret k, these appear just random data to the attacker and so the attacker
cannot link these data to the same tag. The observational equivalence between these
two processes means the attacker cannot identify the multiple runnings of a particular
tag. The “lock s---unlock s” ensures exclusive access to the tag. After the reader
reads the tag, the tag must be renewed before the next access to the tag; otherwise the
tag would be traceable.

3.2. Labelled Bisimilarity

The universal quantifier over the contexts makes it difficult to prove observational
equivalence. Hence labelled bisimilarity is introduced in [3]] to capture observational
equivalence. Labelled bisimilarity consists of static equivalence and behavioural equiv-
alence.

Definition 4. Two processes A and B are statically equivalent, written as A ~; B,
if dom(A) = dom(B), and for any terms M and N with var(M,N) C dom(A),
Moy =5 Noy iff Moy =5 Nogwhere A = vny.(01,51,P1) and B = viy.(02, So, P2)
for some Ty, g such that (11 Uniz) N name(M, N) = 0.

Our definition of static equivalence is essentially the same as the one in [3]], as
the definition in [3]] is invariant under structural equivalence already. Although static
equivalence is in general undecidable, there are well established ways, including tools,
for verifying static equivalence [2} 17,18}, [10,[16]. Static equivalence defines the indis-
tinguishability between the environmental knowledge exposed by two processes. The
environmental knowledge is modelled by the substitutions in the extended processes.
For example, let A = vk, m.({k/x,m/y},0,0) and B = vk.({k/x, h(k)/y},0,0).
The test h(z) = y fails under the application of A’s substitution {k/x,m/y}, while
succeeds under the application of B’s substitution {k/x, h(k)/y}. Hence A % B.

Definition 5. Labelled bisimilarity (=) is the largest symmetric relation 'R between
pairs of closed extended processes with only private state cells such that A R B implies
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1. A~ B;

2. if A% A and fu(a) C dom(A) and bn(a) N fn(B) = 0, then B =% B’ such
that A’ R B’ for some B'.

Instead of using arbitrary contexts, labelled bisimilarity relies on the direct com-
parison of the transitions.

3.3. Soundness and Completeness

In this section, we show that when there is only private state cells in the language,
labelled bisimilarity can fully capture observational equivalence. For an evaluation
context C, we write C[A]\5 for the process (C[A])\z. We write [ [, P; for the parallel
composition Py | Py | -+ | Pjy.

The following Lemma [§] states that the labelled bisimilarity is closed under the
application of contexts:

iel

Lemma 6. Let A be a closed extended process with only private state cells and C =
vn.(o-,S-,P-) be a closing evaluation context with only private state cells and T C
dom(A).

c(Mo)

1. If A ——= B with name(c, M) N1 = § and var(M) C dom(C[A]\3), then

c(M)
ClA\s — C[Bl\z

2. If A= B with name(a) N1 = 0 and var(a) N T = 0, then C[A]\z — C[B)\z
when o is not an input.

Proof. Proof can be found in

Using Lemma [f] several times, we can obtain the following corollary:

Corollary 7. Let A be a closed extended process with only private state cells and
C = vn.(o-,S-,P-) be a closing evaluation context with only private state cells and
T C dom(A).

1. IfA QYD B ywith name(c, M) "1 = 0 and var(M) C dom(C[A]\z), then

c(M)
ClAl\z = C[B)\&

2. If A== Bwith name(a) N7 = 0 and var(a) N T = 0, then C[A]\z == C[B]\z
when « is not an input.

We first prove that labelled bisimilarity is sound w.r.t. observational equivalence.
That is to say the labelled bisimilarity is closed under the application of arbitrary con-
text:

Proposition 8 (Soundness). On closed extended processes with only private state cells,
the labelled bisimilarity = is a congruence.
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Proof. We prove that =~; is a congruence by constructing the following set

R = {(C[A1],C[A3]) | A1 = Ag, Cis aclosing evaluation
context with only private state cells }
and prove that R C ~;.
Assume (C[A1],C[A3]) € R because of Ay ~y; Ay where A; = vn;.(0;, Si, Ps)
withi = 1,2and C = vn.(o-, S-, P-). Then C[4;] = v, n;.(c0;Ucg;, So;US;, Po; U
P;). To prove R C 7, we need to show C[A;] =~ C[As], and if C[A;] =+ B for some

By then there exists By such that C[As] =% By and (B1,Bs2) € R.

First we check the static equivalence C[A;] =5 C[As]. Let p; = oo; U o; with
i = 1,2. From dom(c1) = dom(o2), we have dom(p1) = dom(p2). Note that for
any term M with var(M) C dom(p;), we have My; = (Mo)o; and var(Mo) C
dom(o;) since dom(c) N dom(c;) = @ and C is a closing evaluation context to A;.
Assume terms M, N with var (M, N) C dom(p;) and M1 =5 N;. We shall prove
that M po =5 N¢o. From the above analysis, we have (Mo)o1 = M1, (No)oy =
N1, (Mo)o, =x (No)oy and var(Mo,No) C dom(o;). Since A1 ~; Aa, we
have (Mo)oy =5 (No)oa. From (Mo)os = My and (No)oa = Na, we have
Mo =5 Ngs. Hence we have C[A;] ~, C[As].

For the behavioural equivalence, we discuss the different cases of . For each

transition C[A;] < By, we need to find some matched transitions C[A5] =% B, such
that (Bh Bg) € R.

1. Assume a transition is about reading a cell s and
C[Al] =n, ﬁl.(cral Uoy,So1 USy,Poi U Pl) N B1
The “read s as z” comes either from the context C or from the process A;.

(a) Assume read s as z is from the context C. Since A;, A2 only contain private
state cells, the context C cannot access any private state cells in Ay, As. Thus s can
only be a cell defined in S in context C. Assume C = vn.(0-, 5’ U{s+— M}-,P' U
{(read s as z.Poy, L)} -), then

ClA4] =

v, ny. (ooyUoy, 801 U{s— Moy} USL, P'oyU{(read s as z.Poy, L)} UPy)
-5 B, =

vn,ny. (coyUoy, S'o1 U{s— Mo} US,,P'oy U{((Po1){Mo1/z},L)} UP;)
=vn,ny. (coyUoy, S0 U{s— Moy} US;,P'oy U{((P{M/z})o1,L)} UP;)
From the structure of C, we can have the following transitions from C[A3]:

C[As] = vn,Ma.(002 U g, S'oa U {s — Moy} U Sy, Pog UPs)

= Vi, Ny. (002 U 03,500 U {s+— Moy} USs, P'og U {(read s as z.Po3, L)} UPs)
s By =

v, Na. (0o U oy, S'oa U {s+ Maog} USs, P'og U{((Poz2){Maoz/z},L)}UPs)
=vn,Na. (coa Uas, S'oa U{s+— Moy} USy, P'oa U{((P{M/z})o2, L)} UP,)
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LetC' = vn.(0-,S-, Py U{(P{M/z},L)}-). Then we can verify that C'[4;] = B;
fori = 1,2. Since Ay ~; As, we have (By, B2) € R.

(b) Assume read s as z is from the process and
Ay =vig.(o1,STU{s+— M}, {(read sas z.P, L)} UP;)
Then
ClA1) =vn,n1. (001 Uoq,So1 US] U{s+ M}, Poy U{(read sas z.P,L)} UP;)

- By =vi,m. ((coy Uy, Soy US U s+ M}, Poy U{(P{M/z},L)}UP;))
Then A; can perform the read action and

Ay =vny.(o1,$1U S U{s— M} ,P{U{(read s as z.P,L)})

T AL =vn(0,S1US U s+ M}, PiU{(P{M/z}z,L)})

and C[A]] = B;y. From A; =~ Ao, there exists A) such that Ay — A, ~; Al.
Using Corollary [7] we obtain C[A;] = C[A}]. Let By = C[A}]. Hence (By, Bs) €
R.

2. Assume a transition is about locking a cell s and
C[Al] = l/ﬁ, ﬁ1.(0’0’1 U 0'1,50’1 U 51,7)0'1 U P1) L) Bl

and s € nUNy and s ¢ locks(P1, P). The lock s comes either from P in the context
part or from P; in the process part.

(a) Assume lock s is from the context part and P = P’ U {(lock s.P, L)}.

ClA1] = vn,my.(0o1 Uy, Sop USy, P'oy U{(lock s.Poq,L)} UPy)
AN By = Vﬁ, ﬁl.(ocrl Uoy,Sop U 51,77’01 U {(Po’l,L U {S})} U Pl)
Since A;, A5 only contain private state cells, the context C cannot access any private

state cells in Ay, As. Thus s is a state cell from context C. We can have the following
transitions from C[As]:

C[Ag] = I/ﬁ,ﬁg.(adg U oo, Soa U Sy, Poa U 7)2)
= vn,Na.(009 U ag, Soa U Sy, P'oy U {(lock s.Pog, L)} UPs)
N By = I/ﬁ,ﬁg.(adg Uos, Sog U SQ,P/UQ @] {(PO’z,L ] {S})} @] PQ)

LetC' = vn.(o-,S-,P" U{(P,LU{s})}-). Then we can verify that C'[A;] = B; for
i =1,2. Since A; =~ Ao, we have (B1, By) € R.

(b) Assume P; = P; U {(lock s.P, L)} and

C[A1] = vn,n1.(001 Uy, Soq U Sy, Poy U{(lock s.P, L)} UP))
L) B1 = Vﬁ,ﬁy(O’O’l U 0'1,50'1 U 51,730'1 U {(P,L U {S})} U,P{)
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Then A; can perform the lock action and
Ay Zl/ﬁl.((fl, S, ,P{ U {(lock s.P, L)})
L Al = vny.(01, 5, P U{(P,LU{s}H})

and C[A]] = By. From A; = A, there exists A) such that Ay — A, ~; A].
Using Corollary [7| we obtain C[As] = C[A}]. Let By = C[A}]. We know that
(Bl, Bg) e R.

3. The analysis for cases when the transition is caused by writing or unlocking is sim-
ilar as above.

4. Assume
C[A4] =vn,ny1.(001 Uoy,So; USy, Poy UPy) ﬂ B
The output comes either from P in the context part or from P; in the process part.
(a) Assume the output is from the context part and P = P’ U {(a(c).P, L)}.
ClA1] = vn,my.(0o1 Uoy, Soy USy, Ploy U{(a(c).Po1,L)} UPy)
M By =vn,ny.(c0y Uoy, Soy U Sy, Ploy U{(Po1, L)} UPy)

Since the output comes from context, we can have the following transitions from

C[AQ]:

C[Ag] = l/ﬁ, ﬁg.(O’Ug U 0'2,802 U SQ,PO’z UPQ)
= vn,na.(0oy Uog, Soa U Sy, P'os U {(a(c).Poz, L)} UPs)

X, By = i, Tin. (009 U 09, Soo U S, Ploa U {(Para, L)} UPs)

Let ' = vn.(o-,5-,P5 U {(P,L)}-). Then we can verify that C'[4;] = B; for
i =1,2. Since A; = As, we have (By, B2) € R.

(b) Assume P; = P; U{(a(c).P,L)} and
C[A1] = vn,ny.(001 Uy, Soy U Sy, Poy U {(alc).P, L)} UP;)
ﬂ) Bl = I/ﬁ,ﬁl.(O'Oj @] 0'1,50'1 U 51,7901 U {(P,L)} U P{)
Then A; can perform the output action and
Ay = vin(o1, 51, P, U {(@(e).P,L)}) 2 A = viiy.(o1, S, P, U{(P,L)})

and C[A]] = By. From A; =2 A, there exists A/ such that A, a:<cg Ay =~ Al

Using Corollary [7| we obtain C[A,] X9 e [A5]. Let Bo = C[A}]. We know that
(Bl, Bg) cR.
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5. Assume

C[A1] = vn,ny.(001 Uoy,Sop USy, Poy UPy) a(M) B,

where name(a, M) N (nUny) = 0 and fu(M) C dom(o,01).
The input action is defined either in P in the context part or in P; in the process part.

(a) Assume the input action is defined in the context part, i.e., P = P'U{(a(z).P,L)}
for some P’, P, L and z ¢ fu(A1, A, C).

C[Al} = Vﬁ,ﬁl.(adl Uoy,Sop U 51,7)/01 @] {(a(z).Pal,L)} UP1)

a(M) B,

=uvn,ny. (coyUoy, Soy USy, Ploy U{(Poy{M(co1Uoc1)/z},L)} UPy))
=uvn,ny. (coyUay,SoyUS1, PloyU{((P{Mao/z})o1,L)} UP;)

We construct a new evaluation context C' = vn.(0, S, P’ U {(P{Moc/z},L)}). We
can easily verify that C'[4;] = By and C[As] D, C'[A3]. Since (A1, A2) € R, we
have (C'[A44],C'[A2]) € R.

(b) Assume the input action is defined in the process part, i.e., P; = P;U{(a(2).P, L)}
for some Pj, P, L

ClA1] = vn,my.(001 Uoy, Sop USy, Por U{(a(z).P,L)} UP;)
w0,

vn,ny. (001 Uoy,Sop U Sy, Poy U{(P{M(oco1Uao1)/2},L)} UPY))
Then let A; input Mo on channel a and we get
Ay = viy.(o1, 81, P1 U{(a(z).P,L)})
A9, A4 = v (o1, S, P UL(P{(Ma)oy/2} , L)})

Since fu(M) C dom(c,01) and dom(c) N dom(o1) = (), we have (Mco)o; =
Mooy Uoy). We can further verify that C[A’i = B;. From A, =~; Aj, we know

that A o) Al = A}. Using Corollary [7| we obtain C[As] o0 C[AL]. Let

By = C[A})]. We know that (By, B2) € R.
6. Assume

vz.a(z)

ClA1]) = vn,ny.(001 Uoy,Soq USy, Pop UPy) B,
The output comes either from P in the context part or from P; in the process part.
(a) Assume the output is from the context part and P = P’ U {(a(M).P, L)}.
ClA1) =vn,n1. (001 Uaq,So1 U Sy, PloyU{(@a(Mo1).Poy, L)} UPy)

vz.a(z)

By =vn,ny. (0'0'1 Uoi U {MO‘l/Z},S()'l US1,7DIO'1 U {(Pa‘l,L)} UP1)
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Since the output comes from context, we can have the following transitions from
C[AQ]:

C[A3] = vn,ny.(609 Uog, Soa U Se, Poa U Ps)
= vn,ns. (O’Ug Uoo, Soa U 52,7)/02 @] {(6<M0'2>.P0'27L)} @] PQ))
vz.a(z)

BQ = Vﬁ,ﬁg. (0'0'2 U 09 @] {MO’g/Z},SO’Q U 52,79/0'2 U {(PO’z,L)} U Pz))

LetC’' = vn.(cU{M/z}-,S-,PyU{(P,L)}-). Then we can verify that C'[A;] = B;
fori = 1,2. Since A; =~ Ay, we have (Bq, Ba) € R.

(b) Assume P; = P; U {(a(M).P,L)} and
C[Ai1] = vn,ny.(601 Uy, Soy U Sy, Poy U{(a{(M).P,L)} UP;)
YA B — i, iy (00w Uoy U {M/2} ,So1 U Sy, Por U {(P,L)} UP))
Then A; can perform the output action and
Ay =vny.(01,51,PrU{(@(M).P,L)})

vz.a

YRS AL = iy (o0 U{M/ 2}, 81, P, U {(P,L)})

and C[A]] = B;. From A; =~ Ao, there exists A% such that Ay vea) Al =~y AL

Using Corollarywe obtain C[As] vza) C[A}]. Let By = C[A}]. Hence (By, Bs) €
R.

7. The other cases are similar.
Next, we shall prove the completeness of labelled bisimilarity:

Proposition 9 (Completeness). On closed extended processes with only private state
cells, observational equivalence = implies labelled bisimilarity =~;.

Proof. To show ~ C =~;, we construct the following set R and prove that R C ~;.
R ={(A1,42) | 33,b,& 7 st ClAi]\; = ClA2]\5}

where C = ve.(-, -, {(@;(yi), 0) }ic; U { (B5(c;), @)}jeJ -) with

e a, b, c are pairwise-distinct channel names;
o (GUD)N fn(Ayr, Ay, 0) = 0;
o a={ai};c;and b= {b;}, ;andc={c;},_;:

e y C dom(Ar) and y = {yi},c;-
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We will prove R C ~;. Note that this ii sufficient for proving ~C =2, since if A; ~ A,
then (A;, As) € R (by lettinga = b = ¢ = y = 0) and from R C=; we know
Ay =; As. The reason we need to introduce the context C and remove variables 3

is that the labelled transition M makes the bound name ¢ become free and the

transition M generates a new substitution for term M. These cannot happen
in internal transitions — when considering observational equivalence. To simulate
outputting a bound name and a term, we store their values by output actions @; (y;) and
b;{c;) and remove the corresponding variables y; from the substitution. The attacker
can refer to these values by using a corresponding input action a;(z) and b;(z).

To show R C =, assume (A;, A2) € R because of C[A;]\5 ~ C[Az]\y where

C,y are stated as above. We shall prove the static equivalence A; ~, A, and if
Ay 2% A for some A then there exists A such that Ay == A/ and (A4}, A}) € R.

1. First we prove that A; and A are statically equivalent, i.e., A; ~, As. Accord-
ing to the definition of static equivalence, consider two terms N1, No with var(N7, Na)
C dom(A;) and let Ay, = vng.(og, Sk, Pr) with k = 1,2 for some 711, o which do
not occur in Ny, No. Assume Nyo1 =5 Naoyq, we shall prove that Nyoy =5 Noos.
The idea of the proof is to construct a context C’ for testing whether N1 = N5 and then
applying this context to C[A;]\5 and C[As]\j to see if they behave in the same way.
Although 3 are removed in C[A;]\ 5 and C[As]\ 3, the values of 3 are actually stored in
a;(y;) for ¢ € I in the context C. Hence we can get these values by performing input
actions on channel a; with ¢ € I. Selecting a fresh channel name d, we first construct
the following plain process P.:

PC = al(l'l).ag(.’ﬁz). cee au‘(l"”)lf N1 {wl/yl}lel = N2 {xl/yl}761 then E

Then we construct an evaluation context C' = (-, -, {(P., )} -) and apply it to C [A1]\5
and have

C'[ClA1] 5] =

v, (o115 51, Py U (@i (1), 0)hies U{ Bl 0}, U{(Perang, 0)})
PruU {(Bj<cj>7®)}j€J
= ve, . | ong, S, ! { (if (N1on\g) {Yio1/Yiticr . @) }
= (N201\5) {yi01/yi};c; thend

It is clear that (NlO'l\g) {yial/yi}iel = N10'1 =5 N201 = (NQO-:[\@') {yigl/yi}iel’
thus the conditional branch jumps to then and we can see that C'[C[A1]\5] {4. Since
C[A1]\y =~ C[A2]\y and the equivalence should be closed under any closing evaluation
context, it should hold that C'[C[A2]\5] |}4 and that means

C'[ClAz]\g] =

Z/E, ﬁg.(O’g\g, 52, Py U {(ai<yi0'2>, w)}iel U {(BJ <Cj>, @)}jEJ U {(Pcdz\g, @)})
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Py U{(bsc;),0)} e,

Va ﬁz7ﬁll. 0'2\?7, Sé, 0 if (Nlo'z\g) {yiaz/yi}iel (Z)
= (N202\5) {yi02/y:i};cr thend’

= ng ﬁ27777/”'(0-2\gja Sg,/Pé/ U {(6j<cj>v (Z))}jGJ U {(37 @)})

This requires (N1oa\y) {vi02/yitic; == (Naoa\y) {vi02/yi}t;c;- From Nypop =
(Nkoa\y) {¥i02/yi}ier for k = 1,2, we have Nyoy =y Naoo. Hence Ay =~ As.

2. Now we proceed to show the behavioural equivalence between A; and As.

Assume A; = A} for some A then there exists A such that A, RN A} and
(A}, AL) e R.

(a) Assume A; = vny.(01,S1,P1) — A} = vn}.(01, S}, P;) for some 7y, S5, Py.
Using Corollary [7] we have

C[Al]\g = Vg,ﬁl.(gl\’g, 51,731 U {(ai<y1'0'1>, w)}iel U {(5] <Cj>, @)}jGJ)
— ClAY\g = v&,7).(o1\5, ST, PLU{(@i(yio1), 0)} ey U{(Bs(c;), 0} )

Since C[A1]\y =~ C[A2]\5. there exists B such that C[As]\; = B =~ C[A]]\5. Since
ClA \y Va, p,-ithastobe B |4, 5. Since a;, b; do not occur in Ay, Ay, these outputs

@;(yi),b;{c;) are not involved in the transitions C[A3]\; == B. Thus the only possi-
bility for B is that B = v¢, 5. (02\ 5, Sy, Py U{ (@i (yi02),0) };c ;U {(5]- (), @)}jGJ)
for some n5, Sy, Py. Let Ay = vng, nf.(02,55, Py), then Ay = A} and C[A5]\5 =
B. From C[A}]\5 =~ C[A5]\5. we have (A}, 45) € R.

(b) Assume A, = vity.(01, 1, P, U {(@(e).P,L)}) L5 A1 = vity.(o1, Sy, P, U
{(P,L)}) when a,e ¢ n. The proof is divided into four cases, according to whether
a, e occur in ¢. If a, e are free names, they can be used directly. But if a, e are bounded
by ¢, we cannot directly refer to them. But the names in ¢ are stored in the output
actions Bj (c;) for j € J. Hence we can get these bound names by using an additional
input action on b; in the context.

i. We start by analysing the simplest case when a,e ¢ ¢. In this case, we can di-
rectly use a, e in the context. LetC’ = (-, -, {(d, 0) }U{(a(z).if = = e then d,0)}-),
where d is fresh. Applying C’ to C[A]\y, we can see that

c'lclaig]

o (0 o PLUL@Eo).0)ie VLB (). 0) e, )
, 1. 1501, U{(a<e).P,L)}7(8,®),(a(w)-if x = e then d,@)

H

. ( P1U{(@i(yio1), 0)} e, >
ve,ny. UlaSh

U{(bj(c;).0)} e, U{(P.L),(d,0),(if e = e then d,0)}

— By = v, 1. (01, 81, Py U{(@itwion), D)} U {(Bi4e), 0)} ., U {(P,L)})
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Since C[A1]\; ~ C[As]\; and ~ is closed under evaluation contexts, we know
that C'[C[A1], ;] &~ C'[C[A2],;]- Then there exists By such that

CI[C[AQ]\g] — Bg ~ Bl

Fori € I,j € J, we know that By |, », and By {f 4. Thus it should be B, Yaib;
and By /4. Since a is different from a;, b; and a;, b; do not occur in Ay, A, the
only possibility for the transitions C'[C[A3]\5] = Bo is that

C'[ClA2)\g] = v, Tio. <02 5y, 2 Eitniea) ki U {(bj<cﬂ'>’@)}jeJ>
! 7 T u{(d,0), a(x).ifx:ethend,(l))}
, P U{(@(yio2), 0)}iep U{(bsc;). 0}, -€J>
{(d7 0), (a(x).if * = e then d, (Z))}

P;IU{(51< i02),0)} ieIU{ i (¢ 7®)}jeJ>
U{(d,0), (if e = e thend, ()}

gy P¥ @0y 0G0}
U{(d,0), (if e = e thend,)} >

g7 Py U{(@ <yi02> 0)} iGIU{ i (i ’(Z))}jej>

u{(d,0),(d,0)}

— VC,Ng, M. <O’2, 2

- VE, g, M

5 Ve, Na, M

(s
—
(&

= v¢, ng, m”. (Uz,sg/’PM) U {(oii<ym>,®)}ie, U {(bj{c;), 0) }jg)
U {(d.0),(d,0)}

T v, Ty, (Uz,Sé'C'Pgl) U{(@i(yio2),0)}ier U {(bile;), 0},

— By = v&, iz, " (02, 882, P U {(@i (2, ) bies U { By (e, 0)} o)

Let AL, = vng, m" (02, S. (4) 77(5)) We can easily verify that C[45] ; = Bs.
Since the outputs @; (y;), b, ( ¢;) are not involved in the transitions, we have
Ay :>Vﬁ27 (0’2752,7)2) L>V?”Lg, (0'2752,7)2) 21/712, (0’2,5 ’P(S))

~ " 3) / " (4
= UTg, M .(02,5’5 ,732 )=>A2:1/n2,m .(02,52),772 )

Hence A1 =% A, Ay 29 Al and C[A]]\; ~ C[AL)\5. Then (4}, A}) € R
ii. If a = ¢y, forsome k € J and e ¢ ¢, let

C' = (- {(d,0), (bp(u).u(z).if x = e then d.by (u),0)} -)

where d is fresh. Note that each time we consume a b; (u), we need to generate a
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new one since we require each name in ¢ has an output action.

C'lC[A]\g] =
e (0 PrU{(@i(yio1), 0)};c; U { (B¢ } U {(a( ,(d, (Z))})
ST U (b () ). 1fw—ethendbk(u) (2))}
N
s ( PLU{(@i(yio1),0)}ier U {(Bie)s 0) } e i )
B N U{(a(e).P,L),(d,0)} U{(a(x).if * = e then d.bx(a),0)}

= B1 =vc,n. (0’1,51,731 U {(az<y101>,® ier Y { bJ<CJ>,®)J6J} U{ P, L)})
We can easily verify that By = C[A]]\5. Since C'[C[A1]\5] =~ C'[C[A2]\z], there
exists By such that

C/[C[AQ]\@”] — Bg =~ Bl

From By |4, 5, and By {4, we should also have By {4, », and Ba /4. Thus the
only possibility for the transitions C'[C[A3]\5] = B» are:

C'[C[A2]\g]

. Py U{(@i(yio2), 0)}ier U{(bile;) D)}, U{(d,0)}
=Vrc,ng 02,02, _
U {(bk(u).u(z).if © = e then d.by(u),0)}
IS , PoU{(@i(yio2), 0)}ier U {(bie;),0) } i, U{(d,0)}
= vc,ng, m. | 02, S,
U {(br(u).u(x).if = e then d.bi(u),0)}

. PoU{(@i(yio2), 0)},c; U {(bj{c;),0

i o,y B2 D U403 (00, O ke
U{(d,0),(a(x).if * = e then d. bk (a),0)}

= v¢,ng, M. | 02, 8% P2 UL@(yi02), O}ier UL (5 JGJ\k
T T U {(d,0),(a )1fx—ethendbk 0)}

L Ve g, m'. | 09, 8% Py’ U{(@{yio2), 0)}icr U {(b; yeJ\k
T T U {(d,0), 1fe—ethen(dbk(a)@

= ve, ng,m’. (027 Sé"”Pgl) N {(?@WQ%V)) ier ! { 3 i ’@)}jeJ\’“>
U{(d,0), (if e = e then d.by(a),0)}
P U {(@(yio2), 0) i, U {(Bs(c))s w)}jeJ\k>
U{(d, 0), (d.Bx(a), 0)}
) PEU{(@i{yioa), 0)}ic, U {(bj<cj>,®>}jej\k>
u{(d,0),(d.bk(a),0)}
L 02,7, " (72,882, PE) U {(@ilyioa), )} U { (Biles)s 0} e )

— By = l/E, 5277%(4). (0'27 555)7”3;6) U {(E¢<y2'0'2>, (/))}z‘el U {(Bj<6j>, Q))}jEJ)

T ~ ~ ~ /! "’
— ve,ng,m’. <02,52 ,

— U, Ty, . ( LS5,
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Let A, = vy, m®. (0275 7) ) We can easily verify that C[A5]\5 = Bo.
And we have the following transitions from Az to Aj:
Ay = Vg, M.(02, Sy, Py) = vitg, (09, S, PY)
L} Viig, (027 S PHI) — UTly, T (027 S///7P2(4))

= vng, m"” (o2, 5'54),732 )) — A = vy, mY (0, 555),772(6))

Hence A; =% A, Ay 29 Al and C[A]]\; ~ C[AL)\5. Then (4}, A}) € R
iii. Ife=c¢y withk € Jand a ¢ ¢, let

C' = (- {(d,0), (bi(v).a(z).if = v then d.by(v),0)} -)

where d is fresh. The rest of analysis is similar as above.
iv. If a = e = ¢ with k € J, let

C' = (-, {(8, 0), (bg(u).u(x).if x = u then d.by(u), @)} -)

where d is fresh. The rest of analysis is similar as above.
v. Ifa=cjande =cp withj # kand j, k € J, let

C' = (- {(d,0), (bj(u).bg(v).u(x).if & = v then (d.b;{u) | bx(v)),0)}-)

where d is fresh. The rest of analysis is similar as above.

(¢) aisabaseinput a(M). Assume Ay = vny.(o1,S1, P U{(a(z).P,L)}) ﬂ
Al =vny.(01,51, P U{(P{Moi/x},L)}) and fu(M) C dom(o1).

i. Ifa ¢ ¢ let 7 := ai(x1).a2(x2).--- .aj(z)7) and consider the evaluation
context

= (A (Te) (ot ([ o)

where {d;}, are fresh. Note that the use of d; is to make sure ([ ], ; d;.@;(x;), 0)
will be split into {(@;(x),?)},c;. Applying C’ to C[A1]\ 5, we can see that

C’[C[Al]\g] =

By = I/E,?LL (01’ Sl,Pi U {(6i<yi0—1>7@)}1’€[ U {(bj<cj>7®)}j6]>

U{(P{Mor/x}, L)}

We can verify that C[A}]\5 = Bi. Similarly we have C'[C[A1], 5] ~ C'[C[A2]\ 5.
Then there exists By such that (

CI[C[AQ]\g] — BQ ~ Bl
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Since C'[C[A1]\5] Va;.b;,a; and By {q, », but By Yf4,, it should be that By |}, 5,
but By {f4,. Hence the only possibility of C'[C[As]\5] = B is that

C'[C[Az]\g]
Pa U {(@i(yio2),0)};c; U {(Bj<0j>7 (Z))}jej

= VE,%Q. UQ,SQ, —
U {(H i, 0), (wa{M {z:/yi}iep)- Hdi'ai<xi>v®)}

el iel
— By 1= v,y (72,8, Ph U {@i{yi02), Oy U {(Bse), 00}, )

Let Ay = vny.(09,55, Py). We can easily verify that C[A5]\7 = B. Then we
have
Ap = V.02, 82, Pa) = Ay = vity.(02, 83, P)
Since C[A}]\5 =~ C[A5]\y, we have (A, A)) € R.
ii. If a = ¢; for some j € J, let 7 := ay(1).a2(x2). - a7 (@) and

' = (" ) {(Hdi7 (Z))v (W'bj(u)'ﬂ<M {xl/yl}zel>(gj <u> ‘ Hdi'ai<xi>)7 [Z))} ')

i€l i€l
where {d; },.; are fresh channel names. The analysis is similar as above.

(d) aisaninputa(e) of channel name e. We require that a;, b; ¢ fn(n1, 12, ¢, A1, A2).
The arbitrary input value e may be one of a;, b; and thus may violate this condition
in the subsequent processes. In that case, we can choose a fresh name d to replace
e in C and obtain a new equivalence C {d/e} [A1]\5 ~ C{d/e}[As2]\5. Hence, for
simplicity, we can safely assume that no conflict is introduced by e. Note that we
treat the input of the channel name in a separate case because the channel names are
different from base terms. When the input is a base term M, M can contain variables
defined in o, thus we need to use variables from o when constructing context C'. But
when the input is a channel name, we don’t need anything from o. Assume A; =

vity.(01, 51, P, U {(a(x).P,L)}) L% AL = vy (01,81, P, U {(P{e/z}, L)}
Similarly,

i. If a,e ¢ ¢, consider the evaluation context C' = (-,-,{(d,0), (a(e).d, )} -)
where d is fresh. Applying C’ to C[A1]\y, we can see that
CI[C[Al]\g] =4
P{ U {(ai <yi01>a 0)}1'6[ U {(BJ <C.7>a (Z))}jej>
u{(P{e/z}, L)}

We can verify that C[A}]\5 = Bi. Similarly we have C'[C[A4], 5] ~ C'[C[A2]\5].
Then there exists By such that

Bl =vrvec,ny. (Ul,sh

C/[C[AQ]\qj] — By =~ B;
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Since C'[C[A1]\g] Va;b;,a and By U, 5, but By g, it should be that By |4, 5,
but By {f4. Hence the only possibility of C'[C[A2]\5] = B is that

P2 U {(El <yi02>a 0)}161 U {(B] <Cj>7 0)}jej>
U {(8, 0), (E(e).d,@)}
— By 1= VG, lh. (02, S5, Py U{(@i(yio2), 0)}iep U {(0j(c5), 0)}3'61)

Let Ay = vny.(02,55, Py). We can easily verify that C[A5]\y = B. Then we
have

C,[C[AQ]\y] = l/E, :rvlg. (O’Q, 52,

Ap = viiz.(02, 52, Pa) => A} = viy.(02, 53, P3)
Since C[A1]\5 ~ C[Ap]\z, we have (A7, A5) € R.
ii. If a = ¢; for some j € J and e ¢ ¢, consider the evaluation context

C' = (- {(d,0), (bj(u).ule).d.b;(u),0)} -)

where d is fresh. The analysis is similar as above.

iii. Ifa =e = ¢y forsome k € J,letC’ = (-,-, {(d,0), (b (u).u(u).d.by(u),0)} -)
where d is fresh. The analysis is similar as above.

iv. If a = ¢; and e = ¢;, for some j, k € J with j # k, let

C" = (- {(d. 0), (b (w)-bi(v) T(v).(d.bj{u) | bx(v)), B)} -)

where d is fresh. The analysis is similar as above.

ve.a(e

() Assume A; = vit}, e.(o1, Sy, PLU{(ale).P, L)}) “<X% At = vl (o4, S1, PjU
{(P,L)}) with e ¢ 7). In observational equivalence, internal transitions can never
make the channel name e free. Thus, we need to construct an evaluation context that
is able to provide the information for the names that was output previously. For nota-
tional convenience, we write if € V then 0 else P, where V' = {uy,ug, -+ ,ur},
for

if © =wuqy then 0

else if x = ug then 0

else if x = uy then 0 else P
i. If a ¢ ¢, consider the evaluation context
C' = (-,-,{(d,0), (a(x).if x € fn(A;, A) then 0 else d.by(x),0)} -)

with by, d are fresh, then

C'[ClA]\g] =

PLU{(@i(yior), 0)}ic, U{(bse;). 0},
ve e [ ong S, U{(@e)-P,L)} U {(@0)
U {(a(z).if = € fn(A;, A2) then 0 else d.b;(z),0)}
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ii.

®

= B =
P1U{(@i{yior), )}, U { (bi{es), (0)}jej>
U{(P, L), (bi{e), 0)}
The output b;(e) enables e to be accessed by environment through b; in future.
Similar to the above analysis, we have C'[C[Az]\ 5] == B2 = v¢,nh, e, m.(02\y,
S5, Py U {(@i(yio2),0)},c; U {(54<c->,(/))}j€‘] U {(Bl(e>,®)}) and By =~ Bs.

And also Ay = e2fe) Al = vnb,m.(02,5%,Py). We construct a new context
"= ve, 6.(—, ™ {(az<y1> Q])}zeI

U {(bile),0)} U {(5j<cj>,®)}jeJ—). Then we can verify that B, = C"[A}]\5
with k = 1, 2. Hence we know that (A}, A}) € R.

ifa=cj,jeJ letC =(--{(d,0),(b;(u)ul@).(dbz) | b;{u)),0)}-) with

by, d are fresh. The analysis is similar as above.

Assume Ay = vny.(o1,S1, Py U {(a(My).P,L)})

~ ~/
Ve, ny, e. (Ul\g, S1,

ve o) A/l = l/ﬁl.(Ul @]

{My/z},S1, Py U{(P,L)}) with 2 ¢ fv(A;). In observational equivalence, internal
transitions can never make term M free or generate an substitution for M. Thus, we
need to construct an evaluation context that is able to provide the information for the
terms that have already been output previously.

i.

ii.

if a ¢ ¢, consider the evaluation context C' = (-, -, {(d,0), (a(z).d.a(z),0)} -)
with a;, d are fresh, then

clelthal = <01\§» Sl,Pl U{(@i{yio1),0)}ier U { (bi{c;) @)}jeJ )

u{@@n).p,L),(d,0), (a() ay(z),0)}
Py U{(@i(yior), 0) e, U { (B @}jg>
U{(P, L), (@(M,),0)}

The output @; (M) makes M to be accessed by environment through a; in future.
Similar to the above analysis, we have C'[C[A2]\5] == Ba = v¢, 2, m.(02\3, 55,

Py UA{@i{yio2), 0)}ier U {(bje;). 0)} ., U{(@(Mz),0)}) and By ~ Bs.
We can see that A, vza) Al = z/ﬁg, m (02 U {Mg/x},Sé,Pé). Let " =
ve. (= - {(@i(yi),0)}ie U{(@(z), 0)} U {(b; }.EJ—). Then we can verify
that By, = C"[A}]\5,» With k = 1, 2. Hence we know that (4], A}) € R.

ifa=cjj€JletC = (--,{(d,0), (b;(u).u(z).(daz) | bj{u)),0)}-) with

ay, d are fresh. The analysis is similar as above.

= By = VE, ﬁl. (O’l\g,

Theorem 10 (Coincidence). On closed extended processes with only private state cells,
it holds that ~ ==

Proof.

e For any A =; B, we can easily check dom(A) = dom(B) and A |, then B |,.
Using Proposition|[8] we know C[A] ~; C[B] for any context C. According to Defini-
tion[T} we know =2 C~.
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[0]g=0 1P 1Qls=1[Pls| Qs lvn.Plg =vn.|Plg ifn ¢ N

Plg="1Plg |u(@).Plg=u(x).[Plg [u{M).Plg=ulM). [P]g

|if M = N then P else Q|g = if M = N then |P]g else [Q]q

s M] g =2¢(M) lvs.Plg =ves. | Plg if s € N

L ¢s(@). [Plgussay  if s ¢ dom(S) and z is fresh
otherwise

r—/HO

lunlock s.P]g (M) | |[Ply ifS=TU{s— M}
0 otherwise
P{M/m}J it S=TU{s— M}
[readsaszPls { 55) | [P]g) otherwise
LPJTu{sHM} it S=TU{s N}
Lo = M-Pls = { s(x).(cs(M) | |[P]g) otherwise select fresh variable

Figure 4: Encoding private state cells with restricted channels

e The other direction ~C = is shown in Proposition@}

4. Encoding Private State Cells with Restricted Channels

Private state cells can be encoded by restricted channels. This is an important obser-
vation; moreover, we will use this to prove Abadi-Fournet’s theorem in the following
Section [5] However, when modelling security protocols, the drawback of represent-
ing private state cells by restricted channels is that it may introduce false attacks when
using the automatic tool ProVerif as argued in [8]. The reason is that some features of
restricted channels are abstracted away when ProVerif translates process calculus into
Horn clauses [15]. To solve this problem, we introduce the primitives for lock, read,
write and unlock which will help us design better translations for stateful protocols in
ProVerif. This has been demonstrated by the verification of reachability [8], and will
be useful in future for verifying observational equivalence.

4.1. Encoding Private State Cells

We encode the extended processes with only private state cells into a subset of
the extended processes which do not contain any cell name. Since the target lan-
guage of the encoding does not have any cell name, we abbreviate extended processes
vi.(o,0,{(P;,0)},c,) with no cell name to vn.(o, {P; }, ).

First we define encoding | P] ¢ in Figurefor the plain process P under a given set
of state cells S = {s; — Mj,...,s, — M,}. For each cell s, we select a fresh chan-
nel name ¢,. The encoding in Figure @ only affects the part related to cell names, leav-
ing other parts like input and output unchanged. The state cell s — M and unlock s
are both encoded by an output ¢;(M) on the restricted channel ¢s. The lock s is
represented by an input ¢s(x) on the same channel c¢s. To read the cell read s as x,
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we use the input ¢s(z) to get the value from the cell and then put the value back ¢;(z),
which enables the other operations on cell s in future. To write a new value into the cell
s := N, we need to first consume the existing ¢z (M) by an input ¢, () and then gen-
erate a new output ¢;(/N). Our encoding ensures that there is only one output ¢; (M)
available on a specified restricted channel cs at each moment. When the cell is locked,
namely ¢; (M) is consumed by some c¢s(z), the other processes that intend to access
the cell have to wait until an output ¢, (V) is available.

Let A = vs, n. (a, {si = M}, {(P;, LJ)}jeJ) be an extendedprocesswhere
5 C N, and n NN = (). We define the encoding | A] as:

|A] = v, 7. (a, (e (M)} e U {LPJ'JS]'})EJ

where U = {ii | s; ¢ Ujc;Ljandi € I }and Sj = {s; — M; [ s; € Lyandi € I}
Intuitively, U is the set of indices of the unlocked state cells in {s; — M;} ser» and S;
is the set of state cells locked by L;.

Example 11. Let A = vs.(0,{s + 0}, {(T'(s),0)}) where T(s) is defined in Exam-

ple| Then | A] = ve,.(0, {25(0), [T(s)]o }) with [ T(5)] = cs(2).alg(2))-5(h(2))
obtained by:

|T'(s)]y = |lock s.read s as x.a(g(x)).s := h(z).unlock s,
= cs(2). [read s as z.a(g(x)).s := h(z).unlock s|, , .,
.[@{g(2)).s := h(z).unlock s|
9(z)). |s := h(z).unlock s|

{s—z}

{s—z}

4.2. Soundness and Completeness of the Encoding

We call the process vn.(o, {P; } ;. ;) described in Section@fwhich does not contain
any cell name a pure extended process. The operational semantics for pure extended
process is still defined by Figure [T} On closed pure extended processes, the labelled
bisimilarity are defined exactly the same as in Definition [5] while the observational
equivalence ~° is defined exactly the same as in Definition [I|except that the evaluation
context does not contain any cell name.

We first define another equivalence ~ on the pure extended process.

Definition 12. Let >~ be the smallest equivalence relation on pure extended processes
closed under o-conversion such that

I vi,m.(o,P) =~ wvn.(o,P) if m¢ fn(n,o,P)

II. vin.(o,PU{vm.P}) ~ vn,m.(c,PU{P}) if m & fn(n,o,P)
II1. vn.(c,PU{P|Q}) =~ wvn.(o,PU{P}U{Q})

IV. vn(oc{M/z} ,P{M/x}) =~ wvn.(c{N/z},P{N/z}) if M =5 N

2We abbreviate the set { s; — M; | i € I} as {s; — M;};c;.
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We write A ~! B when the rewriting is just one step, i.e., by using one of the
above four rules. In the following discussion, when we consider the derivation se-
quence A ~' A} ~! A,... ~' A, ~! B for the closed pure extended processes
A and B, we can safely assume that Ay, A, --- | A, are all closed pure extended
processes. The above rule IV may introduce some redundant variables, for example
(0, {a(m)}) ~ (0, {a(dec(enc(m, x),xz))}) introduces a redundant variable x using a
symmetric decryption rule dec(enc(z, z), ) =y z. This kind of variables are meaning-
less and we can use an injective renaming o to substitute these redundant variables with
fresh names and get a new closed derivation sequence A ~! p(A;) ~! o(A43)--- ~!
o(A,) ~' B. These redundant variables introduced by ~ are all dummy varialbes
which are actually useless.

Lemma 13. Let A, B be two closed pure extended processes. If B ~' A 2+ A’ with
fv(@) C dom(A) then there exists a closed pure extended process B’ such that either

B=2% AorB % B ' A,
Proof. See[Appendix B|

Corollary 14. Let A, B be two closed pure extended processes. If B ~ A —— A’ with
fo(a) C dom(A) then B == B’ ~ A’ for some closed pure extended process B'.

Proof. Using Lemma [I3]several times.

Corollary 15. Assume two closed pure extended processes A, B and fv(a) C dom(A).
If B~ A== A’ then B == B’ ~ A’ for some closed pure extended process B'.

Proof. By repeated applications of Corollary

Now we start to prove that encoding preserves observational equivalence. Given
aset of cells S = {s; — My, - ,8, — M,} and a set of locks L, we define the
projection S|, of S under L tobe theset {t — N | {t— N} C Sandt e L}.

Lemma 16. Let A be a closed extended process and fv(a) C dom(A). If A % B
then |A| == | B].

Proof. See

Corollary 17. Let A be a closed extended process and fv(o)) C dom(A). If A == B
then |A| == | B].

Proof. If A = A’ and A is closed, we can verify that A’ is also closed. This enables
us to use Lemma|[I6]several times and get the conclusion.
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Lemma 18. Let A be a closed extended process and fu(c)) C dom(A). If |A] % B
then A == A’ and | A'| ~ B for some A'.

Proof. We only detail the proof for the communication on channel ¢ which is obtained
by encoding the cell name s. The other cases are trivial. Assume |A| = vn.(o, P U
{es(M),cs(x).P}) - B = vin.(o,P U {P{M/x}}). The input cs(x) may be
encoded from lock s, read s as x or s := N where s is not locked, and the output
may come from {s — M} in plain process or in set of cells. We only detail the proof
for the case when {s — M} is already in cells part. The other case is similar.

1. Assume A = vk.(0,5 U {s — M}, QU {(lock s.Q, L)}) with s ¢ L. We have

that the encoding of & is 7 while the encoding of Q and S under locks locks(Q) U L
is P. And the encoding [lock s.Q|g|, = ¢s(@). [Q]g|, Ussay = ¢s(@).P. Thus we
have |Q g, (ssey = P- Substitute z with M, we get | Q| g, (sny = P {M/x}
since 2 ¢ fv(Q). Consider the transition A = A’ := vk.(6,S U {s — M}, QU
{(Q,LU{s})}), then we have | A’'| = vn.(0, PU { [QJS‘LU{SHM}}) =vn.(o,PU
{P{M/x}}) = B.

2. Assume A = vk.(0,S U {s+— M},QU {(read s as 2.Q, L)}) with s ¢ L U
locks(Q). We have that the encoding of k is  while the encoding of Q and .S under

locks locks(Q) U L is P. And the encoding |read s as z.Q|g, = cs(z).(cs(z) |
[Qs),) = cs(@).P. Thus we get &;(z) | |Q]g, = P. Consider the transition
AL A =vk.(0,SU{s— M},QU{(Q{M/z},L)}). Substituting = with M, we
get (c(M) | [Q{M/x}]g,) = P{M/x} since x ¢ fv(S|,). Thus we have [A'] =

vi. (0. P U {@(M). |Q {M/2} |, }) = vii.(o. P U{@(M) | [Q (M2} ] g, }) =
B,

3. Assume A = vk.(0, SU{s — M}, QU{(s := N.Q, L)}) with s ¢ LU locks(Q).
We have that the encoding of k is n while the encoding of Q and .S under locked cells
locks(Q) U L is P. And the encoding [s := N.QJ g, = cs(2).(C:(N) | [Qlg),) =

cs(x).P. Thus we get ¢(N) | [Q]g, = P. Consider the transition A LA =
vk.(o, SU{s — M}, QU{(Q, L)}).Thus we have | 4’| = v7i.(o, PU{Q(N), @], })

~ vit.(0, P U {E(N) | LQJS‘L}) - B.

Corollary 19. Let A be a closed extended process and fu(c)) C dom(A). If |A] ==
Bthen A== A’ and | A'| ~ B for some A’

Proof. Using Lemma T8 and Corollary [I5]several times.
The following theorem states that encoding preserves the observational equiva-
lence:
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Theorem 20. For two closed extended processes A, B with only private state cells, we
have A ~ B iff | A] =¢ | B| where =¢ is an equivalence defined exactly the same as
Definition[I) except the context C does not contain any cell names.

Proof.
1. We construct the following set R on pairs of closed extended processes:
R={(AB)||A] ~ Dy~ Dy~ |B]}

and prove that R C ~.

If A |}, by Corollary [17] we have | A] |}.. Using Corollary [[5] we have D; .. Since
Dy ~° Dy, we have Dy |}. Using Corollary[13] we have | B] {.. By Corollary[I9)we
know that B ..

If A = A’, by Corollary we have |A] = |A’]. From Corollary there
exists D} such that Dy = D} ~ | A’|. Since Dy =¢ Da, there exists D), such that
Dy = D} ~° Dj. By Corollary 15} there exists D4 such that | B| = D} ~ D}.
By Corollary [T9] there exists B’ such that B = B’ and |B’| ~ D ~ D). From
A= A’and |A’| ~ D] ~° D}, we know that (A’, B') € R.

For any evaluation context C = vn.(o-, S-, P-), we need to prove that (C[A],C[B]) €
R. We can use the same encoding to encode away all the cell names in the context C
and get a new evaluation context |C| = vl.(o-, Q-). Assume A = viiy.(o1, 51, P1)
and |A| = vmq.(01,Q1). Then we can see that C[A] = vn, m.(co1 U 01, S0y U
S1,Poy UPy) and |C] [|A]] = vl,71.(001 U oy, Qoy U Qy). Note that C and A do
not share any cell name. Applying encoding to C[A] we get |C[A]| = v, 7%1.(001 u
01,Q01U Q1) = |C] [|A]]. Similarly we have |C[B]] = |C|[|B]]. From |A]| ~

and Dy ~ |B], we can see that |C] [|A]] =~ [C]|[D1] and [C] [Ds] ~ |C| [LBJ]
From D; =~¢ D, applying context |C|, we can see that |C| [D;] ~°¢ |C] [D2]. I
brief, we have [C[A]] = [C|[[A]] = [C] [D:] =° [C][Do] ~ [C[[B]] = [C[B ]J~
Thus we know (C[A],C[B]) € R.

2. We construct the following set S on pairs of closed extended processes:
S = {(Dl,Dg) | Dy~ |_AJ ,A%B, |_BJ ’ZDQ}

and prove that § C ~°.

If Dy ., by Corollary 15| we have | A] |}.. Using Corollary 19| we have A |}.. Since
A ~ B, we have B |}.. By Corollary 17| we know that | B| |}.. Using Corollary
we have D ..

If D; = Dj, by Corollary we have |A] = A;. From Corollary there
exists A" such that A = A’ and | A’| ~ A;. Since A = B, there exists B’ such that
B = B’ ~ A’. By Corollary [[7] we have | B] = |B']. By Corollary [13] there
exists D) such that Dy = D), and |B’| ~ D). From D; = D} and D] ~ |A'|,
we know that (D, D}) € R.

For any pure evaluation context C, we can easily see that C[D;] ~ C[| A]] = |C[A]]
and C[Ds] ~ C[|B]] = |C|B]] and C[A] = C[B], thus (C[D4],C[D2]) € S.

32



5. Proof of Abadi-Fournet’s Theorem

We shall use our Theorem[I0]and Theorem [20]to derive Abadi-Fournet’s theorem,
namely Theorem 1 in [3]]. We revise the original applied pi calculus [3] slightly: ac-
tive substitutions are only defined on terms of base sort; otherwise Theorem 1 in [3]]
does not hold [11 l]EI Since the active substitutions in applied pi calculus float every-
where in the extended processes, in order to prove Abadi-Fournet’s theorem, we need
to normalise the extended processes first. We can transform the extended processes
in the applied pi calculus — denoted by A,, B,, C, to avoid confusion — into the ex-
tended processes in stateful applied pi calculus by function 7 (assume bound names
are pairwise-distinct and different from free names): [/

T7(0) = (0,0) T{M/x}) = ({M/x},0) T(vn.A) = vn.T(A,)
T(vz.A) =vn.(o,P) f T(A,) =vn.(c U{M/z},P)

T(Ap [ A7) = v, iz (91 U 02)", (PL UP2) (01 U 02)")
if T(AL) =vn;.(o;,P;) fori=1,2

T(A,) = (0,{A,}) in all other cases of A,

Intuitively, 7 pulls out name restrictions, applies active substitutions and sepa-
rates them from the plain processes, and eliminates variable restrictions. For instance,
T (a{x).vnaln) | vk.{k/x}) = vk.({k/x} ,{a(k).vn.a(n)}). This normalisation 7~
preserves both observational equivalence and labelled bisimilarity:

Theorem 21 (Soundness and Completeness of Stateful Applied Pi). Fortwo closed
extended processes A, and B, in applied pi calculus,

1. A, and B, are labelled bisimilar in applied pi iff T (A,) =; T (B);

2. A, and B, are observationally equivalent in applied pi iff T (A,.) =¢ T (B,);
Proof. See
With all the theorems ready, now we can prove Abadi-Fournet’s theorem:

Corollary 22 (Coincidence in Applied Pi). Observational equivalence coincides with
labelled bisimilarity in applied pi calculus.

3Here is a counter example: let A, = ve.(€.a@ | {c/x}) and B, = ve.(0 | {c/z}). Obviously A, and
B, are labelled bisimilar since their frames are the same and both have no transitions. However, they are not
observationally equivalent. Consider the context z(y), then A, | z(y) {q but By | (y) ¥a.

4We write o* for the result of composing the substitution o with itself repeatedly until an idempotent
substitution is reached.
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Proof. This is a direct corollary of Theorem [0} Theorem 20| and Theorem 21}

A, and B, are observationally equivalent
iff T(A,) ~° T(B;) by Theorem[](2)
iff T(A,) =~ T(B;) by TheoremP0jand | T(A,)] = T(A,)and | T(B,)] = T(B)
iff T(A,) ~; T(B;) by Theorem(I0]
iff A, and B, are labelled bisimilar by Theorem[ZT](1)

6. Extending the Language with Public State Cells

Hardware modules like TPMs and smart cards are intended to be secure, but an
attacker might succeed in finding ways of compromising their tamper-resistant features.
Similarly, attackers can potentially hack into databases [1]. We model these attacks by
considering that the attacker compromises the private state cells, after which they are
public. Protocols may provide some security properties that hold even under such
compromises of the hardware or database. A typical example is forward privacy [26]
which requires the past events remain secure even if the attacker compromises the
device. This will be further discussed in the following Example[28|and Example[29] A
cell s not in the scope of vs is public, which enables the attacker to lock the cell, read
its contents or overwrite it.

We now give the details of the syntactic additions for public cells and the definition
of observational equivalence. To let a private state cell become public, we extend the
plain processes in Section [2] with a new primitive open s.P Extended processes are
defined as before. We extend the transitions in Fig. [I] by a new transition relation

ﬂ) defined in Fig. |5|for reasoning about public state cells. These internal transitions
specify on which public state cell the operations are performed. The label 7(s) is
necessary when we later define labelled bisimilarity. It is worth pointing out that 7(s)
is defined for the read, write and lock operations on a public cell s (the first three rules
in Fig.[5) only when the cell is unlocked. When a public cell is locked, the operations on
this cell become invisible to the other processes, thus the operations on a locked public
cell are defined by internal transitions 7 in Fig.[I] When a public cell s is unlocked, the
operations on it are visible, thus are defined by 7(s) to indicate there is an operation on
the cell s.

Let A = vn.(o,S5,P) and we write locks(A) for the set locks(P) \ n. We write
unlocks(A) for the set fs(A) \ locks(A), namely the unlocked public state cells. We

write == for the reflexive and transitive closure of — and ﬂ for any cell s. We
write A |}, when A == vn.(0, S,P U {(@(M).P,L)}) with a ¢ 7.

6.1. Observational Equivalence

We first define observational equivalence for our stateful language in the presence
of public state cells. In principle, we stick to the original definition of observational
equivalence [3]] as much as possible in order to capture the intuition of indistinguisha-
bility from the attacker’s point of view.
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Vit.(o,S U {s s M}, PU{(read sas z.P,L)}) —5 vii(o,SU{s+s M}, PU{(P{M/z},L)})
if s €nULUlocks(P)
vi(o,SU{s— M},PU{(s:=N.P,L)}) =2 wvi.(o,SU{s— N},PU{(P,L)})
if s € nU LU locks(P)
vn.(o,SU{s— M}, PU{(locks.P,L)}) —> vn.(o,SU{s— M}, PU{(P,LU{s}H})
if s €nULUlocks(P)
vin.(o,SU{s— M}, PU{(unlock s.P,L)}) —> wvn.(o,SU{s— M}, PU{(P,L\{s}H})
if s ¢nUlocks(P)and s € L
vn.(o,SU{s— M}, PU{(P,L)})
ifs¢n

vn, s.(o,SU{s+— M}, PU{(open s.P,L)})

Figure 5: Internal transitions for public state cells.

Definition 23. Observational equivalence (=) is the largest symmetric relation R on
pairs of closed extended processes (which may contain public state cells) such that

AR B implies
(i) locks(A) = locks(B), fs(A) = fs(B) and dom(A) = dom(B);
(ii) if A |, then B |

(iii) if A== A’ then B == B’ and A' R B’ for some B';

(iv) for all closing evaluation contexts C, C[A] R C[B].

The definition of observational equivalence on public state cells is similar to the one
for private state cells, but the language features of public state cells are significantly
different from private state cells. The addition of public state cells increases the power
of the attacker significantly, as without the name restriction vs for a state cell s, when s

is unlocked, the attacker can lock the cell, read its content and overwrite it. To illustrate
this point, we start by analysing several examples.

Example 24. The attacker can lock the unlocked public state cells. Assume
A=(0,{s— 0}, {(cb).0)}) B=(0,{s+— 0},{(read s as z.¢(h),0)})

A and B are not observationally equivalent. Let C = (-, -,{(0,{s})} -). The context C
does nothing but holds the lock on cell s and it will never release the lock. So we have
C[A] J but C[B] | because reading cell s in B is blocked forever by context C.

In comparison, the following extended processes A, B are observationally equiva-
lent:

A= (0,{s+— 0},{(read s as z. ¢(b),0)})
B = (0,{s— 0},{(read s as x. read s as y. ¢(b),0)})

When A performs the reading, B can match it by performing its two reading together.
When B performs one reading, A can match it by doing nothing.
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Example 25. The attacker can read an unlocked public state cell. Assume

A= (0, {s 0} {(1s:=0,0), (15 ==
B=(0{s—1},{(!s:=0,0),(!s:=1,0)})
Cell s is unlocked in both A and B. Both A and B can write 0 or 1 to the cell s

arbitrary number of times. The only difference between A and B is the initial values in
cell s. A and B are not observationally equivalent because the context

C=(--,{(read sas x. if x = 0 then ¢(b),{s})}-)

can distinguish them. The context C holds the lock of cell s, thus no one can change
the value in s when C reads the value. We have C[A] |} but C[B] ..

In comparison, the following processes are observationally equivalent:

A =(0,{s—0},{('s:=0,0),(!s:=1,0), (unlock s, {s})})
B = (0,{s—1},{(!s:=0,0),(! 1,0), (unlock s, {s})})

S
S

Cell s is locked in both A’ and B'. When a cell is locked, the attacker cannot see its
value until it is unlocked. Both A" and B’ can adjust the value of cell s after unlock s.
Assume

A/ﬂ)(@7{8H0}7{(!SZZO,@)7(!S:: 1,0),(0,0)})

Then B’ can match this transition by first unlocking the cell s and then doing a writing
s := 0 and evolving to exactly the same process:

B T (0, {s > 1}, {(1s 1= 0,0), (15 := 1,0),(0,0)})
20, {5 0}, {(1s:=0,0), (s := 1,0),(0,0)})

Intuitively, the locked or unlocked status of a public state cell is observable by
the environment. Therefore, we require locks(A) = locks(B) and fs(A) = fs(B)
in the definition of observational equivalence. Furthermore, without this condition,
this definition would not yield an equivalence relation, as transitivity does not hold in
general. For example, consider the following extended processes,

A= (0,{s—0},{('s:=0,0),(!s:=1,0),(!Lock s.unlock s,()})
B=(0,{s—1},{(!s:=0,0),(!'s:=1,0), (! lock s.unlock s,0), (unlock s, {s})})
C=0,{s—1},{('s:=0,0),(!s:=1,0),(!Llock s.unlock s,0)})

Without the condition, then A and B would be equivalent, as well as B and C, because
the value in s can always be adjusted to be exactly the same after unlock s. But A and
C are not equivalent as analysed in Example 23]

Example 26. The value in an unlocked public state cell is a part of the attacker’s
knowledge. Assume

A=vk.(0,{s— k},{(s:=0.a(x).if z = k then ¢(b),0)})
B =vk.(0,{s+— k},{(s :=0.a(x),0)})
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A and B are not observationally equivalent. Let C = (-, -, {(read s as y. a(y), )} -).
Then C[A] . but C[B] Y. because

ClA] T vk, (0, {s — k), {(@lk),0), (s := 0.a(z).if = = k then &(b),0)})

0
RN (@,{s — 0}, {(a(k), D), (a(x).if z = k then ¢(b),D)})
= vk.(0,{s— 0},{(c),N})

But there is no output on channel c in C[B]. Hence A # B.

Example 27. The attacker can write an arbitrary value into an unlocked public cell.
Assume two extended processes

A=(0,{s—0},{(s:=0.5:=0,0)}) B=(0,{s—0},{(s:=0,0)})

A and B are not observationally equivalent. ApplyingC = (-,-,{(s :=1.s := 1,0)}-)
to both A and B, the interleaving of s := 0 and s := 1 can generate a sequence of
values 0,1,0,1,0in cell s in C[A], while the closest sequence generated by C[B] should
be 0,1,0,1, 1. So when the attacker keeps on reading the value in cell s, he would be
able to notice the difference.

Instead of using the primitive open s, an alternative way for making a private
state cell become public is to send cell name s on a free channel ¢(s).P. The reason
we choose the primitive open s.P here is because sending and receiving cell names
through channels is too powerful, and will lead to soundness problems when we define
labelled bisimilarity later. For example, let

= (0,0,{(c(x) read x as z.a(z),0)}) B =(0,0,{(c(=),0)})

In the presence of input and output for cell names, A and B are not observationally
equivalent. Let C = (-, {t — 0} -, {(¢(t),0)}-). The context C brings his own state
cell ¢ — 0 and we have C[A] |}, but C[B] J},. That is to say, in order to define a sound
labelled bisimilarity, we have to allow a process like (), ), {(read t as z. a(z),0)}) to
perform the reading even without a state cell £ — 0. This requires a rather complex
definition of labelled bisimilarity, while what we want is to simply free a cell which
can be achieved by open s.P.

Now we give examples of the use of public state cells for modelling protocols and
security properties. Another security concern for RFID tags is forward privacy [28]. In
the following Example 28] and Example [29] we shall illustrate how to model forward
privacy by public state cells. Forward privacy requires that even the attacker breaks the
tag, the past events should still be untraceable. Public state cells enable us to model the
compromised tags.

Example 28. We consider an improved version of the naive protocol in Example 2]
Instead of simply outputting the tag’s id, the tag generates a random number r, hashes
its id concatenated with r and then sends both r and h(id, ) to the reader for identifi-
cation. This can be modelled by:

Q(s) = read s as z.vr.a{(r, h(z,1)))
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Upon receiving the value, the reader identifies the tag by performing a brute-force
search of its known ids. By observing on channel a, the attacker can get the data pairs
from a particular tag s: (r1,h(id,r1)), (re, h(id,r2)), (rs, h(id,r3)) - --. Since the
hash function is not invertible, without knowing the value of id, these data appear as
Jjust random data to the attacker. Hence this improved version satisfies the untrace-
ability defined in Example 2] But it does not have the forward privacy. Let RD be
process modelling the reader and back-end database. The forward privacy can be
characterised by the observational equivalence

(0,0,{('vs,id.([s — id] | Q(s) | open s.!Q(s) | RD),0)})
~ (0,0,{(!'vs,id.([s— id] |'Q(s) | open s | RD),0)})

The primitive open s makes the private state cell s become public. Before the cell s
is broken, the attacker cannot decide how the system runs. In other words, whether
the tag s is used for only once, namely Q(s), or is used for arbitrary number of times,
namely ' Q(s), it is out of the control of the attacker. But after the tag is broken, the
attacker fully controls the tag, so he knows when and where the tag is used. Despite
knowing the events that happen after the tag is broken, the attacker should still not be
able to trace the past events. Therefore, in the first process, we add ! QQ(s) after open s
to model this scenario. Intuitively, only the events before the tag is broken may be
different while the events after the tag is broken are exactly the same. Hence the above
observational equivalence can capture forward privacy.

However the above equivalence does not hold which means there is no forward
privacy in this protocol. The attacker can obtain the id from the broken tag and then
verify whether the previously gathered data (r1,h(id,r1)) and (ro, h(id,r2)) refer
to the same tag id by hashing id with r1 (or r2) and then comparing the result with
h(id,ry) (or h(id,r2)).

Example 29. Continuing with the OSK protocol in Example 3| we model the forward
privacy by the observational equivalence:

0,0,{('vs,k.([s— k] | T(s) | open s.!T(s) | RD),0)})
~ (0,0,{('vs,k.([s+— k] |!T(s) | open s | RD),0)})

Before the tag is broken, the attacker can get a sequence g(k), g(h(k)), g(h(h(k))),- -
by eavesdropping on channel a. Right after each reading, the value in the tag will be
updated to the hash of previous value: h(k), h(h(k)), h(h(h(k))) - --. When the tag is
broken, the attacker will get from the tag a value h'(k) for some integer i. This value
is not helpful for the attacker to infer whether the data g(k), g(h(k)),--- ,g(h*=1(k))
are from the same tag. Hence the OSK protocol can ensure the forward privacy.

6.2. Labelled Bisimilarity

In order to ease the verification of observational equivalence which is defined us-
ing the universal quantifier over contexts, we shall define labelled bisimilarity which
replaces quantification over contexts by suitably labelled transitions. The traditional
definition for labelled bisimilarity is neither sound nor complete w.r.t. observational
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equivalence in the presence of public state cells. We propose a novel definition for
labelled bisimilarity and show how it solves all the problems caused by public state

cells.
For a given cell s, we define T_ﬁg to be the reflexive and transitive closure of —s
and ~%. We still use o to range over 7, a(M),a(c),vc.a(c) and va.a(zx), and use

= for the reflexive and transitive closure of —s, and use = for == if « is not 7
and for = if & = 7. Note that o cannot be 7(s).

To define labelled bisimilarity, we need an auxiliary transition relation =N for
setting the values of public state cells:

vit.(o,SU {s > M}, P) ==X v (0,5U {s+s No},P)
if s ¢ n U locks(P) and name(N) N7 =)
vn.(o,S,P) == Uh(o, S, P)ifs € nUlocks(P)

=N 5 - . .
The first rule of ~=— represents the attacker’s ability to overwrite the public state

cells. The second rule does not change the value of the cell s and is just for compati-
bility with unlock s and open s in Definition 31} We write A <=2 A’ for the

. . .. =N
combination of transitions A ~—— B and B T—ﬁg A’ for some B.

Definition 30. Given two extended processes A; = vn;.(04, 5, Pi)(i = 1,2) such
that dom(o1) = dom(o2) and fs(A1) = fs(Az) and locks(Ay) = locks(As). We
define extensible state cells esc(Ay, As) of A1 and As as

esc(A1, Ay) :=
{s]s¢€ fs(A1)\ locks(Ay), Bz € dom(oy) s.t. S1(s) = xoy and Sz(s) = xoo }

Intuitively, esc(A1, As) is a chosen subset of unlocked public state cells of Ay, Ay such
that the values of those cells haven’t been extended into the substitutions of Ay, As.

Definition 31. Labelled bisimilarity (=) is the largest symmetric relation R between
pairs of closed extended processes A; = vn;.(0;,S;,P;) with i = 1,2 such that
A1 R As implies

1. locks(Ay) = locks(As), fs(A1) = fs(A2) and dom(A;1) = dom(As);
2. Select a fresh base variable x for each s € esc(Ay, As). Let

A = v (00 U {8i(5)/%5} seese(ar, an) » Sis Pi) fori = 1,2
Then
(a) AT =5 A

(b) if AS =N, 76, By with var(N) C dom(AY), then there exists By such that

Ag =N T B and By R By
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(c) if A = By and fv(a) C dom(AS) and bnv() N frv(AS) = 0, then there
exists Bo such that A§ == By and B; R Bs.

The static equivalence A ~, A in Definition [31]is exactly the same as the one
defined in Definition[d] Before we compare the static equivalence and the transitions in
labelled bisimilarity, we extend A; to A$ with values from unlocked public state cells.
This is to reflect the fact that attacker’s ability to read values from these cells.

Example 32. Consider the extended processes A and B in Example As we have
already shown, A and B are not observationally equivalent. Hence they are not sup-
posed to be labelled bisimilar. We first extend A and B to A¢ and B¢ respectively:

= ({0/2},{s = 0}, {(!5:=0,0),(!s := 1,0)})
= ({1/z} {s = 1}, {(!5:=0,0), (s :=1,0)})

Clearly the static equivalence between A° and B¢ does not hold, namely A° % B¢,
because the test z = 0 can distinguish them. Thus we have A #; B

The extension is not only for comparing the static equivalence, but also for com-
paring the transitions. In labelled bisimilarity, we compare the transitions starting from
the extensions A° and B¢, rather than the original processes A and B. The reason is
that we need to keep a copy of the cell values, otherwise we would lose the values when
someone overwrites the cells.

Example 33. Consider the extended processes A and B in Example26] The extension
A€ of A can perform the following transition:

vk.({k/z},{s— k},{(s := 0.a(z).if * = k then ¢(b),0)})
RAONN ({k/z},{s— 0},{(a(x).if = = k then ¢(b),D)})
S vk ({k/2} . (s v 0}, {(e(5).0)})
s vk ({k/2} s = 0}, {(0,0)})

But it is impossible for B’s extension B¢ = vk.({k/z},{s — k},{(s := 0. a(x),0)})
to perform an output on channel c¢. Hence A #; B

We use ﬂﬂ rather than ﬂ in labelled bisimilarity because the attacker

can set any unlocked public state cell to an arbitrary value. We shall illustrate this point
by the following two examples.

Example 34. Assume

=({0/y,1/z},{s+ 0},{(read sas z. if x = 1 then ¢(0),0)})
B =({0/y,1/2},{s = 0},0)

A and B are not observationally equivalent. Applying contextC = (0,0, {(s :=1,0)})
to A and B, we can see that C[A] |} but C[B] Y.
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Now we shall distinguish them in labelled bisimilarity. Since the current value in
cell s is O which has already been stored in variable y, we don’t need to extend A and
B. Then A can perform the following transition

A ﬂ ) ({O/y, 1/2}, {s+ 1} ,{(if 1 = 1 then &(a),0)})
But there is no way for B to perform an output action. Hence A #; B

Example 35. As illustrated in Example[27) A and B are not observationally equiva-
lent. In labelled bisimilarity, we first extend A and B to A§ and B§:

AS = ({0/z},{s— 0},{(s:=0.5:=0,0)})
By = ({0/z},{s = 0},{(s:=0,0)})

7(s)

Then let A§ perform actions ;>—>

Ae 221 s:i=1 7(9) AS = ({0/z},{s+— 0}, {(s:=0,0)})

. =1
Note that action =—> sets the value of cell sto 1. Hence, B can only match the above
transition by resetting the value of cell s to 0:

By ==L Be — ({0/a}, {s = 0},{(0,0)})

Since the values of cell s in A5 and BS are still 0 which have already been stored

in variable x, we don’t need to extend them again. Then let A§ perform the actions
s:i=1 T7(s)
——

A5 =510 A5 = ({0/a} {s - 0}, {0.0)})
But now what BS can do is just
Bs == BS = ({0/z},{s = 1} ,{(0,0)})

Extending AS and BS to the following A’ and B':

= ({0/2,0/2} ,{s = 0},{(0,0)})
B' = ({0/z,1/2} ,{s = 1} ,{(0,0)})

We can see that A’ %, B’ because the test z = 0 can distinguish them. Thus A and B
are not labelled bisimilar, i.e. A #%; B

0
0

Note that the transition =5 is not included in <. We only need to use S=N,
to change the value of the unlocked public state cell s when the processes perform

some actions related to s. Comparing the combination of two transitions together

(ﬂg) in Definition [31{optimises the definition to be better suited as an assisted
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tool for analysing observational equivalence. Otherwise, if we follow the traditional

way to define labelled bisimilarity, i.e. comparing A$§ =N, B¢ and A ﬂ BY sep-

arately, the action S=N, would generate infinitely many unnecessary branches. For ex-
ample, let A = (0, {s — 0}, ). Even there is no action, A could keep on performing

§:=2

=N, and would never stop: A Z=5% (0, {s — 1},0) == (0, {s — 2},0) =2

0,{s —3},0)--

We require A§ =N, 7, Bj to be matched by A$ s=N, 1) Bs with the same s
in the action in labelled bisimilarity. In other words, A§ can only match the transition
of A§ by at most operating on the same cell s. This is equal to say the attacker holds
the locks of all the unlocked public cell except cell s in A§. If Af does not do act on
cell s, then A§ are not allowed to match A by operating on s.

Example 36. Extend A and B in Example[24|to A® = ({0/z},{s — 0},{(c(b),0)})

and B¢ = ({0/z},{s — 0},{(read s as x. ¢(b),0)}). We can see thar A° =0,

(@,{s+— 0},{(0,0)}), but there is no way for B€ to do the same output action ¢(b)
without going through the reading on cell s. Hence A %; B.

6.3. Soundness and Completeness

In this section, we will show our labelled bisimilarity given in Definition [31] can
fully capture the observational equivalence given in Definition 23]

The following lemma states that labelled bisimilarity is closed when adding substi-
tutions for terms stored in extensible state cells:

Lemma 37. Assume Ay =5 Ag where A; = vn;.(04,S;,P;) for i = 1,2. Assume
esc(A1, Az) = {5k}, and {sk — M} C S; for some terms M;. Select fresh
variables {zy} ;. ;. then

}kGI
Vﬁl.(a'l @] {Mg/zk}kGPShPl) ~ l/ﬁQ.(O'Q U {M,?/zk}kel,527732)

Proof. We construct the following set R:

R =
{ (i1 (o1 U{My /21 }, 2 S0, Pr), vin.(0a U {Mi/2k}, 552, P2)) |
Ay~ Ay where A; = vn;. (04, 84, P;) fori = 1,2, {s},c; = esc(A1, A2),

{si— M,ﬁ,}kel C Sifori=1,2,{2x},; are fresh variables } U ~
We shall prove R C=;. Let B; = vn,;.(0; U {M,i/zk}keI ,Si, P;) fori = 1,2. Ac-
cording to the definition of extensible state cells, we can easily see that esc(B1, By) =
(). Hence we do not need to extend B1, B when comparing them for labelled bisimilar-
ity. In other words, B1, B are both extensions of A1, As and By, Bs. Since A; ~; Aa,
we have By ~, B, by Definition[31]

Now we proceed to check the behaviour equivalence between By and Bs.
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1. Assume By =N, 7, Bj with var(N) C dom(B;) and s public and unlocked.

Since A; =2 A, and their extensions are By, Ba, we know there exists Bj such that

By =N, 7 B!, =; Bj. By the construction of R, we know (B, B}) € R.

2. Assume B; % B} with fo(a) € dom(A;) and bnv(a) N fnv(By) = 0. Since

Aj = As and their extensions are By, By, we know there exists Bj such that By =
B!, =~ Bj. According to the construction of R, we know (B, By) € R.

Now we proceed to prove the soundness of our labelled bisimilarity for public state
cells:

Proposition 38 (Soundness). If A ~; B then A =~ B.

Proof. It is sufficient to prove that ~; is a congruence. We construct the following set:
R = {(C[A1]\5,C[A2]\z) | A1 ~ A2, aclosing evaluation context C, & C dom(A;) }

and prove that R C ;. Note that this is sufficient for proving ~;C~. For any AR B,
because R C =, we have A ~; B. Then we can easily check the conditions (i), (ii),
(iii) in Definition 23] hold. For the condition (iv), since A ~; B, by the construction of
R, we can see (C[A],C[B]) € R by letting = (). Therefore R C~.

Assume (C[A1]\z,C[A2]\5) € R because of A; ~; Ay where C = vn.(o-, S-, P-)
and A; = vn;.(04,5;,P;) with i = 1,2. By Definition we will first extend
C[A1]\s,C[A2]\z with substitutions for their extensible state cells, and then show the
static equivalence and behavior equivalence between the extensions.

Assume the extensible state cells

esc(Cl[Ai|\z,C[A2\z) = {7k }rer, U sk rer, U {0k} en
esc(A1, 4Ay) = {sk}k’els U {tk}kelt

where {ry},c; € dom(S), {ok}pen C© dom(S;) and {sy},c; € dom(S;) for
i = 1, 2. Intuitively, {tx} ker, are the extensible state cells for A, A5 but become inex-
tensible because of the application of context C (for example, the context C may have a
restriction vs which makes an extensible public cell s private, or C may introduce a sub-
stitution which has the value of the cell s). {0y}, A are the public cells from dom(S;),
and are not extensible in A; because of the substitutions on Z, but they become exten-
sible in C[A;]\ 5 because the substitutions on 7 are removed. By Deﬁnitionof exten-
sible cells, there exists {z, }, .o Withz;, € ¥ and S;(x) = z;,0; fork € Aandi =
1, 2. Select pairwise-distinct fresh variables {2, }pc; s {25 frer. s {20 brer, s 1260 Fren
andlet o, = {S(rr)/2r, byey and oy = {Si(sk)/2sy brer, and oy = {Si(tk) /24, b rer,
and & = {7, /25, },.ca- Let

@izaiU(Tani cpfzamUarincAraani\gUUi
Then we extend process A; by adding substitutions for extensible state cells, i.e., o’

and of, with i = 1,2:
B'i = Vﬁz(gpusupl)
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Since A; ~; As, using Lemma. we get By =% Bs. Also we extend process C[A ]
by adding substitutions for extensible state cells, i.e., o.0; UGo; Uat, fori =1,2:

Di = l/ﬁ, ﬁl(gof, SO’i U Si,'Pdi U ’Pz)

We first prove the static equivalence D ~; Dy. Assume terms Nj, No with
var(Ny, N3) C dom(¢$) and N1p§ =5 Now$, we will show that N1¢§ =5 Nag$.
We can see that Ni§ = Ny (00;Uo,05Uc0;Uci\zUot) = (N (0Uo,U7))(0;Uo?)
fork =1,2and i = 1,2. Since C closes 4;, we can see that var(Ng(c Uo, U7T)) C
dom(p;) for k = 1,2. Thus we have Nyp§ = (Ni(o U o, U7a))p;. From the hy-
pothesis N1¢§ =5 Naw§, we know (Ni(o U o, U7T))p1 =5 (Na(o Uo, U7T))ps.
From B; =5 Bs, we know that (N1(0 U 0, U7))ps =5 (Nao(o U o, UT))ps. From
Nipp¢ = (Nig(o Ua, Ua))p;, we know that N1p§ =5 Naw$§. Hence Dy ~; Ds.

Now we proceed to prove the behavioural equivalence between D; and Do.

1. Assume D, =N, T, D7 with var(N) C dom(D;). We only detail the proof
for the case that s is an unlocked public cell in D;. The analysis for the case when s is
locked or bound is similar. Cell name s comes either from context, i.e. s € dom(S5),
or from process Ay, i.e. s € dom(Sy).

(a) Assume s comes from the context, i.e., S = S" U {s — M}.Then
D, = Uﬁ,ﬁl.(ﬁpisl(fl @] {S — M(71} U.Sy, Poy UP1)
=N, v, . (95,801 U{s— NS} US;, Poy UPy) —> 7(s) —= D]

We shall discuss the different cases of 7(s). Because s is a unlocked public cell, 7(s)
can be locking the cell s, or reading the cell s, or writing a term to the cell s. Since s
is from the context, these actions should also come from the processes in the context,
i.e., from P.

i. if P = P’ U{(lock s.P,L)}, then D] = vn,n1.(¢$, 501 U{s+— NS}t U
S1,P'or U{(Po1, LU {s})} UP1). We construct a new evaluation context C’ =
vi(o Uo, Uo-,8 U{s— N(oUo,Ua)}-, P U{(P,LU{s})}-). Since
var(N) C dom(pf), we have var(N(oc U o, Ud)) C dom(o;,0"). We can
see that Np¢ = (N(o U o, Ud))(0; Ucl) fori = 1,2. We can verify that

= C/[Bl]\g7gt and

Dg =un ﬁg.((pg, S/O'Q U {S — MO’Q} U SQ,PUQ UPQ)
s=N, v, na.(¢5, S o2 U {s — Np5} U Sy, Poy U Py) — 7(s) — Dy = C’[Bg]\g,gt

From B; = Bs and the construction of R, we have (D}, D}) € R.

ii. if P =P'U{(read sasy.P,L)}, then D] = vn,n;.(¢5, S 01U{s — Np{}U
S1,Plor U{((Po1) {N¢$/y},L)} UP1). We construct a context C' = vii.(o U
o,Uo-,8'U{s— N(cUo,Ua)}-,PPU{(P{N(c Uoc,UT)/y},L)}-). The
rest of analysis is similar to case i.
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iii. if P = P'U{(s:=N'.P,L)}, then D} = vn,n;.(¢$, 501 U{s— N'oy} U
S1,P'oy U{(Po1,L)} UPy). LetC' =vn.(ocUo,Uo-,S"U{s— N'}-,P'U
{(P, L)} -). The rest of analysis is similar to case i.

(b) Assume s comes from A; and S; = S, U {s — M;} with i = 1,2. Then

Dy = VTNL, ﬁl.(QOT,SO'l U Si U {S —> Ml} ,PO’l Upl)
=N D} =vn,ny.(¢f,Sor US U {s— N¢i},Po; UPr)

T D — i T (S, Sor U S, U {s — N1}, Poy UP,)

The transition D ), DY operates on the cell s which has nothing to do with the

context part. So we can have that
B, = Vﬁ1.(g01,51 @] {3 — Ml} ,Pl)
SN0, O = v (1, 51 U{s > N} Pa)
since (N(oc Uo,.UT))p1 = Nof
Cl =vny.(p1, 57U {s — M}, P})
Let C' = vn.(o U o, U3d-,5-,P-). We can verify that D = C'[C{]\53,. Since
Ay = As, there exists CY such that
By = V’ﬁg.(gﬂg, Sé @] {S — Mz} ,Pz)
s:=N(ocUo,Uc ~ e
SENENTD, Oy = viia (02, S U (s > N}, Pa)
since (N(o U0, Ua))pa = Ng§

:g CY =vn/ (p2, 85, P5)

and CY = CY. Applying the context C’ and removing variables Z, Z;,

C/[BQ]\%"gt = I/ﬁ, ﬁg.(g&%, Sooy U Sé U {S — Mz},PUQ U PQ)

C'[Co\z,z = v, Mz.(¢5, Soa U S5 U {s — N5}, Poy UPs)

Dy =

ut) Dy =C'[Cy\z3 = vi,vn/.(¢5, Sog U Sy, Poy UPY)

Since CY' = Cy, DY = C'[C{]\5,z, and Dy = C'[C5]\5 z,. by the construction of R,
we have (DY, DY) € R.

2. Assume D, o), D} with var(N) C dom(D;). The input action comes either
from context part or from the process part.

(a) Assume the input action is from the context part, i.e., P = P’ U {(a(z).P,L)}.

Dy =vn,ny.(¢5,So1 US1, P'oyU{(a(x).Poy, L)} UPy)
M) D Ui (95, So U St Ploy U{(Poy {N@S 2}, L)} UPy)
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We construct a new evaluation context
C' =vn.(ocUo,Us-,S-, P'U{(P{N(cUo,UT)/z},L)}-)
We can verify that C'[B1]\z,z, = D} and Do o, Dy = C'[Ba]\,z,. Thus we have
(D1,D}) € R.
(b) Assume the input action is from the process part, i.e., P; = P; U {(a(z).P1,L)}
D1 = I/ﬁ, ﬁl.(gﬁi, SCTl @] Sl,Pdl U 77{ @] {(a(.’l)).Pl, L)})
a(N ~ ~
o), D} =vn,ny.(¢f,So1 US1, Poy UPLU{(P1 {Ne$/x},L)})
And we have the input from B;:
Bl = l/ﬁl.(gol, Sl,'P{ U {(a(m).Pl, Ll)})
a(N(ocUo,UT - e
AT, €y = v (o1, $1,PLU{(Py AN WS /2}, L))
since (N (o Uo, UG)p1 = Nyf

Let ' = vn.(o Uo, Uo-,S-,P-). We can verify that D; = C'[B1]\zz, and D} =
C'[Ci]\#z,- Since A; = Ay, we should have the following transitions from Aj’s
extension By
By = Vﬁ2~(s02,5277)2)
—— 03 = I/ﬁé.(gﬁg, Sé,Plz U {a(m).Pz, LQ)})
a(N(cUo,U7g)) ~) ~
AR, Oy = v, (02, 85, Py U {(P§ {N @5/}, Lo)})
since (N (o Ua, Ud)ps = Nps
= Co = vny (2,87, P3)
and C7 = Cs. Applying C’ to the transitions By = C3 and Cy => C5 and remove
the variables T, z;, we will get
D2 = C/[BQ]\gwgt = Vﬁ, ’ﬁz.((pg, SO’Q @] 527 PUQ U Pz)
— C/[Cg]\jf,gt = Vﬁ,ﬁé.((p;, SO’Q @] Sé,PO’Q @] Plz U {((I((Iﬁ)..l:)z7 LQ)})
U, CCul\az, = Vi, i (5, Soa U S, Pay U P, U {(Py {Ng$/x}, Ls)})
=54 Dé = CI[CQ]\gvgt = Vﬁ, ’;’VL,ZI, ?ﬁ.(g@%, SO’Q U Sé,, PO’Q U Plz,)
Since D} = C'[C1]\z,z, and Dy = C'[Ca]\z,z, and Cy ~; Cyo, we have (D1, D) € R.

3. Assume D; M D1. The output action comes either from context part or from

the process part.
(a) When the output comes from the context, assume P = P’ U {(a(N).P, L)}.
Dy =vn, T~L1.(<p(f, Soq U S, Ploy U {(a(NO'1>.PO'1, L)} U 731)

W Dl — i (0 U {N a1 Jy}, So1 U S1, Ploy U {(Po, L)} UP))
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We construct a new evaluation context C' = vn.(c Uo, Uo U {N/y}-,S-, P’ U

{(P,L)}-). We can verify that C'[By]\z.5, = D} and Dy 222 Dt — ¢'[By]\ 25,
Thus we have (D}, D)) € R.
(b) When the output comes from the process, assume P; = P; U {(a(N1).P1,L1)}

D, = yﬁ,ﬁl.(gpf,Sal U S, Poq UP{ @] {(E<N1>.P1,L)}>
MWL Dl — i T (0 U {NL Jy}, Sou U Sy, Poy UPL U {(Py, L))

And we have the output from B;:

B1 = I/ﬁl.((pl, Sl,,Pi U {(E(Nl).Pl, Ll)})

DR Oy = v (91 U{N1 [y}, S1.PL U {(Pr L))

Let ' = vn.(o Uo, Uo-,S-,P-). We can verify that D; = C'[B1]\zz, and D} =
C'[C1]\#,z,- Since A; = Ay, for the extension By, we should have

By = vnsy.(p2, S2,P2)

— 03 = I/’,I’VLIZ.(QOQ, S;, PI2 U {(6<N2>P2, Lg)})

D, 04 = v (02 U {Na/y} . S, Py U{(Pa. L2)})

= Cy =vnf.(p2 U{N2/y}, S5, PY)

Applying context C’ to the transitions Bo =—> C3 and Cy = C5 and remove the
variables , z;, we will get

Dy = CI[BQ]\‘I*_’Z,L = Vﬁ, ﬁ2~(90§7 Soo U SQ,PUQ U P2)
= C'[C3)\z,3, = v, 5.(¢5, Soa U Sy, Poy UPS U {(a(Nz2).Py, L2)})

W, 0Oz, = v, . (95 U {N2/y} , Soa U S, Poy UPYy U{(P, La)})
—_— D; = 61[02]\5?,2 = l/ﬁ, ';'VLIZ,(QOS U {Ng/y} y SUQ U Sé,7P02 @] ,P,2,)

Thus we have (D}, D}) € R.

(c) The analysis for the other cases when « is @{c) or ve.a{c) is similar.

Now we proceed to show the completeness of our labelled bisimilarity. Although
A |, is only defined for output action, we can easily test the existence of an input
action b(x) by using evaluation context C = (-,-, {(€,0), (b.e) } -) where e is fresh. It
is clear that:

Claim A can perform an input on channel b if and only if there exists B such that
C|A] = B and B Y..
Hence in the following proof, for notational convenience, we use the traditional nota-
tion A l}; when A == vn.(0,5,P U (b(M).P, L)) with b ¢ 7, and use A |}, when
A== vn.(0,S,PU(b(z).P,L)) with b ¢ 7.

We write A Yo, iy iEA Yy - VA Y, - A Y, where «; is either a; or
a; for some channel name a;.
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Lemma 39. Assume A 2= A/ with t € unlocks(A), then A =N T A

Proof. Since ¢ is an unlocked public state cell in A, we can see that Iy defined in
Figure [1|is irrelevant to t. — is only related to locked or restricted cells in A. So the
conclusion holds obviously.

Corollary 40. Assume A — L= A witht € unlocks(A), then A =N A

Proof. Recall that = is a reflexive and transitive closure of —. We can get this
corollary by using Lemma [39|several times.

Proposition 41 (Completeness). If A ~ B, then A ~; B.

Proof. We define a relation R as follows:
R = { (Al,Ag) | Az = l/ﬁi.(O'i, SZ,'Pi) fOI'i = 1, 2,
there exist pairwise-distinct channel names

5,5, c, rfe:z/d, M, tag such that A, ~ A, }

where
P U{(@w(wos), w)}weWU{ ’0)}j€J
A; = ve, i | oows Sy U{(read( A(s)),0), (Tag,, 0), }
(writes(x). s := x. tag,.unlock s, {s}) v

(1)
withi = 1,2 and

o W C dom(Ay)and U C fs(Ay) \ locks(Ay);

e a,b, read, write, @ are pairwise-distinct channel names and are different from
fn(Ah A27 57 ﬁh ﬁg),

e N (51 Uﬁz) =0
® a={ay},cp and b= {bj}jeJ and ¢ = {Cj}jeJ;

e read = {reads} ., and write = {writes} .y and tag = {tag },cu-

The channel name tag, is used to mark the moment when the attacker has already
changed the value of cell s and before cell s is unlocked. As before, since the object
of input tag,(z) is not important, we omit it and write ¢tag, for simplicity. Note that
(writes(x). s := x. tag,.unlock s, {s}) locks the unlocked public state cells from U.
Although the cells in U are locked, the attacker can still read and write these cells via
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reads(S;(s)) and writes(x) without unlocking the cells. As a result, all the operations
on these cells become visible when comparing transitions in observational equivalence.

We show that R satisfies all the conditions of Definition 31} i.e., R C ~;. Note that
this is sufficient for proving ~C =;. Suppose A1 & As, thenwelet W =U = J = ()
and we have (A;, A3) € R. Therefore A; ~; As.

Assume A; R A because of //1\1 = //1\2 where Ay, As, ;1\1, 22 are defined in above
Equation (I)). According to Definition [31] first of all, we should extend the extended
processes A; and As. Let

esc(Al,Ag) = U1 U U2

with U; C U and U N U = §. Selecting fresh variables v, for each s € Uy U Uy, then
we shall do the following extensions:

B = v (9i, 8i,Pi) i = 0i U{Si(s)/vs} ey, fori=1,2

We shall prove that B; a2 Ba, and if B, % B (or By =74 BI) then there
exists B such that By == B} (resp. B =N, 70 Bj)and (B], B}) € R.
1. First we need to prove the static equivalence B;~2;Ba. Assume two terms M, N
with var(M, N) C dom(B1) and M1 =5 N;. We shall prove that M oo =5 N¢o.
We can safely assume that name(M, N) N (f1,m2) = (), otherwise we can use a-
equivalence to change 721, 722. Since some part of ¢; (i = 1, 2) are stored in the output
actions @, (wo;), reads(S;(s)) in A;, we need to use corresponding input actions to
get these terms. We construct the following evaluation context C:

C= ('7_’ {(67 @), (P7 V)}_)

P = au, (Tw,) -+ Gy, (T, )- Teads, (25, ) - - - read s, (2s,,)-

read s,41 as 25, ., - -read s,y as 2,,,,-1f Mp= Npthene

where {wy,--- ,wx} = W, and {s1, -+ ,s,} = Uy, and {sp41,- -, Spnt1} = Ua,
and V' := unlocks(Ay) \ U and p = {zy /w} e U{2s/Vs}ocp, oy, and e is a fresh
channel name.

Apply C to A, and then we can do the following transitions:

Pr U{(@w(wa1)s 0) e U {(Bi(c;),0)} .,
(read,(S1(s)),0), (fag,.0), }
seU

C[A] = ve,ny. | o .81, U
4] ' B {(writes(x). $:=x.tag,.unlock s, {s})

U{(&0), Poww, V)}

I

PLU {0}, U (e 0)}
ve,mi. | onw, S1, U {(Tag,, ), (writes(z). s := x. tag,.unlock s, {s})}seU

U{@if (Mp)or\w)p' = (Np)oi\w)p’ thene, V)}
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:>D1 =

PIU{(Bj<cj>7®)}jeju{(ﬂvv)} )
seU

ve,ny. | o , 51, .
! ( nweEh {(tag,,0), (writes(x). s := x. tag,.unlock s, {s}) }

where p’ = {wo1/Tw } e U{91(5)/2s} s, Ly, - The last step is deduced from the
fact that (Mp)on\w)p’ = My and ((Np)or\w)p' = Nei and Moy =5 Ng;.
It is easy to see that C[A,] Yo, 5, read. write, e With w € W,j € J,s € U, while
Dy l}b write, with j EJseUbutDly for any w € W,s € U. Since

Ay ~ A, and ~ is closed by application of evaluatlon context, we have C[A;] ~ C[A,].
Hence there should exist Dy such that C [22] = D5 ~ D; and we should have
Dy l}gj’wmes withj € J,s € Uand Dy {f; = - forany w € W, s € U. The only
possibility for D5 is that

w,read €

C[AQ] —
PLU{(By(e).0)} o, U { (Tag,.0). (2.0))

veity. | o2 Sy U{(writey(z). s == 2. tag, unlock s, {s})},cp

U{(it (Mp)oa\w)p"” = ((Np)oa\w)p” thene,V)}
=— Dy =

17 Pé’U{(@(cj%(Z))}jeJU{(@3,0),(0,‘/)} >
seU

ve,ny. | oovw, S5,
2 ) ? U {(writes(x). s := z. tag,.unlock s, {s})}

where p" = {woa/Tw} e U{52(5)/ 25 } s, Ly, - We musthave (Mp)oa\w)p” =x
((Np)oz\w )p", otherwise we wouldn’t be able to consume €. Similarly we know that

(Mp)oaw)p" = Mo and ((Np)oa\w)p"” = Npo. Hence My =5 No.

. Now we proceed to prove the behavioural equivalence of B; and By. Without loss

of generality, we assume 31 2 Bj (resp. By ﬂ>L> BY) and prove that there

exists Bj such that By RN B, (resp. B =N, 7 Bj) and (Bi, Bj) € R.

Before we start to analyse the transitions, we need to preprocess 21 and ﬁg. Recall that
Bj and Bs are the extensions of A; and A;. When B; performs some operations on a
public cell s, then Bj is required to mimic these operations by transitions on the same
cell s in the definition of labelled bisimilarity. In other words, B> is not allowed to
perform any operations on the other public cells which are different from s. Therefore,
when using observational equivalence between A; and As, we need to make sure the
transitions on the cell s from A; are matched with transitions on the same cell s. To do
this, we need to lock and mark these unlocked cells to prevent operations on them. We
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construct the following context C.,; and apply it to El and ;{21
Ceat i=
{(es,0), (reads(2). (read,(z) | es.av, () ,(Z))}seU1
U{<es,w>7<d o (2). (eads(2) | €530, (2)) ,0) , (Fag,. 0) }
s€Us

read s as y. d,(y). write(x). s := x. tag,.unlock s, {s})

U

read s as y. d, < writes(x). s := x. tag,.unlock s, {s})

{ (ds(2).read(z),0) , (tag,,0) , }

( > seUs
where Us := unlocks(A1) \ (U UU,), and {avs}seUluUz and {d;, tags}seUZUU3 and
{es}scunto chs(A,) are fresh pairwise-distinct channel names. Since the cells in s € Uy

are already locked and marked in El and Eg, the context C.,; reads their values and
store them in the output @, (z). The cells in s € Us are not yet locked and their values
are not in the substitutions, so the context C..; locks these cells and store their values
in the output @, (z). The values of cells s € Us are already stored in the substitutions,
so the context C,,y only locks and marks these cells. The use of (€5, @) for s € U; UUy
is to make sure the parallel composition {(read,(z) | €5.@y, (z),0)} will be split into
{(read(z),0), (@,,(z),0)} as aresult of the communication between €, and ¢,.

Since = is closed under the application of evaluation contexts, we have C.; [A\l] ~
Cezt[A2]. Then we can have the following transitions:

Cea:t[fzil] =
P1U{(@w(wor), 0)}pew U {(bic;) D)},
U {(r’emis<51(5)>v®)7(m937@)7 }
ceUu

(writes(x). s := x. tag,.unlock s, {s})
U {(s,0), (reads(2). (read(2) | es.av, (2)) ,@)}SGUI
Ul\Wa 517 _ _ -
U { (s,0), (ds(z) (reads<z> | es.ay, (z)) ,Q)) , (tags, Q)) , }

read s as y.d, (y). writes(x).s := z. tag,.unlock s, {s})

read s as y. d < ). wm’tes(x). s := x. tag,.unlock s, {s})
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PO (@ (w1), 0)byew U {(Bs(es), 0} 5
, {(ms<sl<s>>7®>,<mgs,@>, }
EU\UL

(writes(x). s := x. tag,.unlock s, {s})

(read(S1(s)),0) , (fag,,0)
U< (writes(z). s := z. tag,.unlock s, {s}),
o1n\w; 51, (€5, 0), (read(2). (reads(z) | es.ay,(z)) ,0) scUs
L @0, (000 (reado(e) | €00, 2) )., (Fag, )
(read sasy. .writes(x). s := x. tag,.unlock s, {s}) “cUs
L (1) reads(2),0) , (Fag,, )
(read s as y. .writes(z). s := z. tag,.unlock s, {s}) scUs
= D =
P1rUA{(@w(wo1),0)}, e U {(i(e;), 0)}
o U {(avs <Sl (S»v (D)}seUlLJUz
ve,ny. | onvw, S1, - .
{ (Teads<51(3)>a (Z)) ) (tags7 (Z)) 9 }
(writes(x).s := x. tag,unlock s, {s}) scuniocks(Ay)

We can see that D, Ua G, by ready writer,Tag, forw e W,j € J,s € U UUs,t €

unlocks(Ay), while Dy Yz, 4, for s € Uy UUs,t € Us. Since Cm[A | = Cemt[Ag]
there exists Dy such that C.; [Ag} = Dy =~ D;. The only possibility for D is that:

Cext[A\Q] —— D2 =
Py U{(@w(wo2), 0)}ew U {(bi(c;). 0},
U {(@v, (S2(5)), 0)}sev,uv,

~ ~/ !/
Ve, Ny. | o2y, o, -
\ { (read;(Sa(s)),0) , (Tag,,0) , }

(writes(x).s := x. tag,unlock s, {s}) scuniocks(A1)
for some S}, 772 Since reads, writes, es, tag, in C.y are fresh names, they will not
interact with Ag Moreover all the unlocked public state cells in AQ are locked by C.,,
hence the values of these cells won’t be changed during the transitions. Thus, we can
deduce that

By, — E = Vﬁé.(o’g\w, S5, P5)

From By = vny.(¢1,51,P1) and E = vih.(¢2, S5, PS) and Dy & D, we can verify
that (B, E) € R.
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Now we are ready to analyse each possible transition from Bj.
(a) Assume
By = vny. (01,81, P1) = By == vn}. (¢1,57,Pr)

This internal transition can only involve 71,51, Py, thus we can get the following
transition from Dy

D; =
P1U{(@w(wor),0)},ew U{(Bi{e;), 00},
e {(@o,(51(5)), 0)}sev,uus
s 101 - \W,» 1, g (ms<51(8)>7®)7(@57®)’
(writes(x).s := x. tag,.unlock s, {s}) scuniocks(Ay)
D

P4 U (@ wor). Oy U {Biles), 0},
(@ (51 9 e,
! { (read ($1()).0) , (7a9...0) . }
s€unlocks (A1)

(writes(x).s := x. tag,.unlock s, {s})

~ ~/ ’
ve,ny. | onvw, S1,

We can see that D “aw,aw,ﬁj,ms,ﬂs,wmes forw e Wit e Uy UU,,j € J,s €
unlocks(Ay). From Dy & D, there should exist D)} such that Do — D), ~ Dj.
The only possibility for D} is that

Dy =
P U{@u(wos), O} yew U{(s(ei) 0},
U{(@0.(52(5)), O} e,
| { (reads(S:(s)).0) , (Tag,..0) ,

~ ~/ ’
Ve, ny. 02\W7S27

(writes(x).s := x. tag,.unlock s, {S})}sEunlocks(Al)

= D} :=

P U{(@uw(wos),0)},en U{(b;(c;),0)}
U {(@v. (S2()), 0)}sev,uv,
| { (read(Sa(s)).0) . (fag,.0),

(writes(x).s := x. tag,.unlock s, {s})

~ ~// 14
ve,ny. | oa\w, Sy,

}SEunlocks(Al)
The transitions Dy = D), can only involve 71, S}, P}. Thus we can see that

E = vnl.(pa, S5, Py) = B = vnl.(pa, S5, PY)
Since B, = F and E = B}, we have By — B}. Comparing the construction of
D] (resp. Dj) with B] (resp. Bj), we can see that (B}, B) € R.
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(b) Assume
By = vy (o1, Ty U{t = My}, P1) 25 viiy. (01, Ty U {t = Ny}, Py)
O, B = vy (1, Ty U {t > M}, P})
where ¢t ¢ my U locks(Py) and S; = Ty U {t — M;} and var(N) C dom(By).
We need to show that there exists Bj such that By =N, 1@ B} and (Bi,B}) € R.

The idea is to find a B, from E such that £ =N, T B, and then use Corollary

=N t
and By = FE to get By t—>:>g B,
We construct an evaluation context Cy:

" Ay (T1)- 7+ Qap,, (Tn).
Ci=1|-,-, €;, 0 s - n , 1} -
! ([Il > read(x).write; (N p). (H e; ., <xl>>
i=1
where e; - - - e, are pairwise distinct fresh channel names, {wq, - ,w,} = W U

{vstsev,ow, and p = {z1/w1, -, 2, /wn}. Applying C; to Dy, we can get the
following transitions:

C:[Dy] =

Pr 0 {(@wfwor) ) hyew U {Br{e): 0} e,
U {(@u, (S1(5)), w)}seUluUz

! { (read($1()),0), (109..,0)

Si=. .unlock s, {s})

(
O'1\W,T1U{t'—>M1}, {( n )}
U éi,(b
i=1

} s€unlocks(Ay)

Py {(aw<w01>v (Z))}wEW U {(Ej<cj>7®)}jej
U{(@v, (51(5)), D)} sevurs
onw,Ti U{t = N1}, ! { (read(S1(s)),0) , (Tag,, 0), }s;et

(writes(x).s := x. tag,.unlock s, {s}) sCunlocks(As)

U {(unlock ¢, {t})}
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-0,
P1U{(@w(wor), 0)}yen U {(Bi (), 0)} ¢,
U (@ (1 ()00} setors,
! { (read.(1(s)).0) . (Tag, . 0), }‘“’“

(writes(z).s := x. tag,unlock s, {s})

Ul\WaTl U{t = NQDl},

s€unlocks(Ay)
ﬂ DY :=
P U{(@w(wor), 0)}ew U{(Bilc) 0},

U {(@u, (S1(5)), [Z))}seUlng

] { (Fead o (51(5)).0) . (g 0). }S#

(writes(x).s := z. tag,.unlock s, {s})

UI\W7T1 U {LL — M{},

s€unlocks(Ay)

In the above transitions, all the public state cells in D; are locked. We can see that
Dj Yoo ... &n.7ag,- We apply Ci to Dy. From Ci[Dq] = C;[D5)], there should exist

D), such that C;[Dy] == Dy == DY and D) ~ D} and D ~ Dy. Let Sj) =
T> U {t — Ms}. The only possibility for D} and DY is that:

Ci[Ds] =
P U (@ (w02). )} yew U {(Biles). 0}
U{(@, (S2(5)). D)} e,
5 { (read, (S2(5)), 0) , (719..,0),

( s:=wx. .unlock s, {8})}seunlocks(A1)
UQ\W,TzU{ti—)Mz}, n
u e, 0
i=1
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= Dé =
Py U{(@w(wo),0)} e U {(0i4e;),0)} e,
U{(@v, (92(5)), 0)}sevr v,
nw TEU o Nea), { (e (55()).0), (75.,0). }S’“

(writes(x).s := z. tag,unlock s, {s}) scuniocks(Ay)

U {(unlock t,{t})}
ﬂ)

~ ~

Py U{(@uw(woz),0)},en U{(s(c;),. 0)}
U (@, (520500, 0)} s,
] { (reads(S2(5)),0) , (7ag,, 0) }S’“

(writes(x).s := x. tag,.unlock s, {s})

oaw, T U{t— N2},

s€unlocks(A1)
T:(t; Dg =
Py’ U{(@w(wos), D)} pew U {(EJ (¢), (D)}jeJ

U {(@, (52(5)), )} e,

] { (ready (S (s)),0) , (Tag,,0) }yﬁ

(writes(x).s := x. tag,unlock s, {s})

~ ~I "
ve,ny . | oo\, Sz,

s€unlocks(Ay)

We can see that

B — t:=N — I/ﬁg (9027T2/ U {t s NSOQ}?’Pé') T:(t; B; = l/ﬁgl, (8023 Sé’,Pé//)

From By = E, we have B, :>ﬂ>:>T:(t; Bj,. Using Corollary @ we know

that By u=N, 1 BY,. Comparing the constructions of B} (resp. Bj) with DY (resp.

DY), we know that (B7, B;) € R.
(c) Assume By = vy, r.(p1, T U{r— M},Q; U{(openr.P,L)}) T, Bi =
vig.(o,SU{r— M}, PU{(P,L)})ifr ¢ n;.
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We can get the following transition from Dy :
D, =
Ve, My, T.
Q1 U{(openr.P,L)}
U {(@w(wo1),0)}ew U {(bj{e)), (Z))}jeJ
onw,TiU{r— M}, U{(@v, (51(5)): D)} serr,ums
y { (read. ($1(5)).0) . (7ag...0) }
s€unlocks(A;)

(writes(x).s := x. tag,.unlock s, {s})

—>T(T) D} =

Ql ) {(P’ L)}
U{(@w(wo),0)}yew U{0s(ci), 0)} ;s
onw,ThU{r— M}, U (@0, (51(5)), D)} s, uu,
| { (read,(S1(s)).0) . (fag,.0) . }
s€unlocks(A1)

(writes(x).s := x. tag,.unlock s, {s})

We can see that D/ “Ewﬁvt b, read, Tag, write, forwe Wt e UyUUs,j € J,s €
unlocks(Ay). We can also see that fs(D}) = fs(D1) U {r}. From D; ~ D, there
should exist DY such that Do = D), ~ D/ which requires fs(D%) = fs(Ds) U {r}.
The only possibility for D} is that

Dy =
P2 U{(@w(woz), 0)}yen U {(0s(e;). 0},
v, iy, | oo S5, U {(aﬁﬂs)%@)}semui
{ (reads(S2(s)),0) , (tag,,0), }
(writes(x).s := x. tag,.unlock s, {s}) scuniocks(Ay)
) py =
PO (@ (02), 0} e U{Gile1),0)
o7t | o, 82, U {(ﬁﬁﬂs)%@)}seului
{ (read5<52(s)>, (Z)) , (tags, (Z)) , }
(writes(z).s := x. tag,unlock s, {s}) sCunlocks(As)

The transitions Dy = D), can only involve 7}, S}, Pj. Thus we can see that

E = vith. (93, 84, P4) 22 By := vy (ps, SY, PY)
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Since lock (D) = lock (D)) and fs(Dj) = fs(D2) U {r} and all the unlocked
public state cells in A; are locked in both D5 and D), we can see that lock (B]) =
lock (Bj) and fs(BS) = fs(E)U{r} = fs(Bj). Since B, = F and E = B}, we
have By = B). Comparing the construction of D] (resp. D) with By (resp. Bj),
we can see that (B1, B) € R.

(d) Assume B, = vity.(¢1, Ty U {r s M}, Q; U {(unlock rP, LU {r})}) =%

B :=vn1.(o,SU{r — M} ,PU{(P,L)})ifr ¢ 1 Ulock (Q1)U L. The analysis
is similar as above case.

~ a(M ~
(6) Assume Bl = an.(gal, Sl, Qlu{(a(x)Pl,Ll)}) Q) Bi = l/nl.(cpl, Sl, Q1U
{(Py {My;/z},Ly)}) with name(a, M) N1y = 0 and var(M) C dom(y;) and
,Pl == Ql U {(a(x).Pl, Ll)}

i. when a ¢ ¢, we construct an evaluation context C:

. Uy (1), (Th)-
C= Ty Eiv @ ) _ . _ ) @ -
<i_1 ) a(Mp). (H €.y, (acl))
i=1
where e; - - - e,, are pairwise distinct fresh channel names, {wy, -+ ,w,} = WU

{vs}sev,uv, @and p = {x1/w1, -, 2, /w,}. Applying C to D1, we can get the
following transitions:

ClD1] =
Q1 U{(a(@).P1, L1)} U {(bj{c;),0)} .,
U {(@w(wo1),0)}yew YL (@, (51(5)), D)} sev,uu,
] { (reads(51(),0) (77, 0,
(writes(x).s := x. tag,.unlock s, {s})

~ ~ }s€unlocks(A1)
ve,ny. Ul\Wv Sl,

QU {((l(.p)_]ﬂ , Ll)} U {(Ej<cj>’@)}j€J
, { (read, (S1(s)), 0) , (7ag.., 0).

(writes(x).s := x. tag,unlock s, {s})

Vg7ﬁ1- Ul\Waslv "
U e, 0
=1

} s€unlocks(Ay)




ﬁD’l:

Qi U{(Pr{Me1/x}, L)} U{(bc;). D)},

ve,ny. | o, S1,

U {(aw <w01>’ 0)}w€W U {(avs <Sl(s)>7 m)}sEUlng
, { (read, (S (s)).0) . (fag,. 0),

(writes(x).s := x. tag,unlock s, {s})}seunlocksml)

Then we apply C to D5, and from C[D;] ~ C[Ds]. There should exist D} such

that C[D3] == D} and D), ~ D. Since D

‘uﬁw ,Eug,Bj,readt,tagt,writet for w €

W,s € Uy UUy,j € J,t € unlocks(A;) and D} Yz, fori = 1,--- ,n, the only
possibility for D} is that

clD,] =
P2 U {(@w(wo2),0)},ew U L@, (S2(5)) 0)}sev,uv,
U {(bJ<cj>7@)}jeJ
’ { (read(Sa(s)), 0) , (Tag,, 0), }
p— — (w:ztes(x).s := . tags.unlock s, {s}) scuniocks(Ay)
AL
i=1
U { <a (1) G, ()@ Mp). (H €T, <:ci>> ,@) }
_—
P,2/ U {(Bj<cj>v (Z))}jej
{ (reads(Sa(s)),0) , (fag.,, 0), }
ve, i To\wWs s, (writes(x).s := x. tag,.unlock s, {s}) scuniooks(Ay)
U { < Ei, @) s (G,(Mg02> (H (ii.awi <w1§02>> ,@) }
- D'2 = . )
P U{(@w(woz),0)}yen U{(bic;),0)} ¢,
o U@ (52090 D oo,
Ve, Ny . UQ\W, Sz

7 U { (W5<SQ(S)>7®) 7(@s7®)a
(writes(x).s := x. tag,.unlock s, {s})

} s€unlocks(Ay)

In the transitions C[D2] = DY, there is no operation on public state cells in
unlocks( A1) because these cells are all locked. So we can deduce that

E = vith. (02, S, PY) = vt (02, 2, PY) LD Bt .— .

From DY =~ DY, we

1"

(@27 Sé”v 2

)
have that (B], B}) € R.
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ii. when a = ¢, for some k& € J, we construct an evaluation context C:

N oy (1), (T0) b (10).
C= ) €4, 0 ) _ - - _ 5 0 -
(Z]':‘E > u(Mp). (bk(u> | Hei.awi (sc))
i=1
where e; - - - e,, are pairwise distinct fresh channel names, {wy, -+ ,w,} = WU
{vs}eev,um, and p = {a1/wi, -+ 20 fwy,}.

(f) Assume

By = v (g1, S1, QU{(a(2).Pr, L1)}) <% BY == vy (1, S1, QuU{(Py {d/x}, L1)})

with a,d ¢ ny = 0 and P; = Q1 U {(a(z).P1, L1)}.
i. when a,d ¢ ¢, we construct an evaluation context C:
C=(--1{(0),(ald).e0)}-)

where e is a fresh channel name. Applying C to D;, we can get the following

transitions:
CID4] =
Q1 U{(a(x).Pr, L1)}
U{(@w(wor), 0)}yen U {(0s(e;). D)},
Vo U {(@, (S1(s )> 0)} sevuus

[ 7S ) oo
W =1 (read (8))s @> (tag,,0),
(IU’I'Zt€ ( ) §i=T. tagS unlock &) {S}) s€unlocks(Ar)

U{(e,0), (@d).c,0)}

:>D'1::

Q1 U{(P1{d/z}, L)}
U{(@u(wor), 0)} e U {054c),0)} e,
Z/E,ﬁl. Ul\W,Sl, U{(avs<sl(5)>7®)}seU1UUz

’ { (reads(S1(s)),0) , (fag,, 0), }
s€unlocks(Ay)

(writes(x).s := x. tag,unlock s, {s})

Then we apply C to D5, and from C[D;] ~ C[Ds]. There should exist D} such
that C[Do] == Dj and Dy ~ D}. Since D Uy o 7 oo oo e forw €
W,s € Uy UUsy,j € J,t € unlocks(A;) and D) Jle, the only possibility for D,
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ii.

iii.

iv.

is that
C[Ds2] =
P UA{@w(wo1), 0}, e U{(0(e;),0)} .,
U {(@u, (S2(s)), Q))}seUluUz

vy | onw 8 { (read s (S(s)), 0) , (Tag,, D), }
(writes(x).s := x. tag,unlock s, {s}) scuniocks(A1)

U{(e,0), (@(d).c. )}
= D} :=
Py UL @utwon), 0}uew U {Bsles), 0}
U{(@, (8100, D}y cv,ons,
, { (reads(S3(5)), 0) , (Fag.., ). }
s€unlocks(Ay)

1/5, ’?L'zl UQ\W, Sg,
(writes(x).s := x. tag,.unlock s, {s})

In the transitions C[Dy] = D), there is no operation on public state cells in
unlocks( A1) because these cells are all locked. So we can deduce that

E = vith. (02, S, P4) 2L By := vitl. (02, 55, PY)

From By = F, we have By o) Bj. From DY ~ DY, we have that (B, B}) €

R.

when a = ¢, for some k € J and d ¢ ¢, we construct an evaluation context C:

C= (-, - {(E, 0), (bk(u).ﬂ<d>.e.5k<u>, (Z)) } -)

where e is a fresh channel name. The analysis is similar as above.
when a ¢ ¢ and d = ¢, for some k € J, we construct an evaluation context C:

C= (-~ {(@0), (bp(u).alu).eby(u),0)}-)

where e is a fresh channel name. The analysis is similar as above.
when a = d = ¢, for some k € J, we construct an evaluation context C:

C=(--{E0), (b(u)u(u).eby(u),0)}-)

where e is a fresh channel name. The analysis is similar as above.

. when a = ¢, and d = ¢, for some k,m € J and kK # m, we construct an

evaluation context C:

C = (- {(@0), (bi(u).by (v). (). (€5 (u) | By (v)), 0) } -)

where e is a fresh channel name. The analysis is similar as above.
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(2) Assume By = viiy. (1,51, Q1U{(ald).Pr, L1)}) 2%
{(Pl, Ll)}) with a, d ¢ ﬁl and Pl = Q1 @] {(a<d>P1, Ll)}

i. when a,d & ¢, we construct an evaluation context C:

Bl = an (tpl,Sl, Q1U

C=(--{(E0),(a(x).if z = d thene,()}-)

where e is a fresh channel name. Applying C to D;, we can get the following
transitions:

C[Dl] =
Q1 U {(a(d).Pr, L1)}
U {(@w (woy), )}wEW U {(Bj<cj>7®)}jeJ
(

s UA{(@, (S1(s )> D)} sev,uvs
ve,ny. Ul\W;SIa s
U (read(S1(s)),0) , (tag,,0),
(writes(x )s = z. tag,.unlock s, {s}) sCuniocks (A1)
U{(e,0), (a(r).if z = d thene, ()}
= D} :=

Q1 U{(P1, L)}
U {(@w (way), m}weW U {(Bj<cj>7 w)}jeJ
Vg,ﬁl. Ul\W;Sh U{(a’us<51(s)>7®)}s€U1UU2

] { (read, (51(5)),0) . (Tag,.0), }
s€unlocks(A1)

(writes(x).s := x. tag,unlock s, {s})

Then we apply C to Ds. Since C[D1] =~ C[Ds], there should exist D} such that
From D) l}awms by ready Tag, ywrite: forw € W,s € U UUs,j € Jt €
unlocks(A;) and D} |z, the only possibility of D} is that:

C|Dy] =
P U{@u(wo2), 0)},ew U {(0i(cs), D)},
U {(@0, (S2(5)), ) }sev, Lo,
ve i | onws S5 { (reads(S2(s)).0) , (Fag.., 0) }
(writes(x).s := x. tag,.unlock s, {s}) sCuniocks(As)

U{(e0), (a(z).if = d then ¢, ()}
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ii.

iii.

iv.

/o

5 U{(@w(woz), 0)},en U {(bs(e;). 0},
~ . V(@0 (52(9)), 0)} sev, U,
Ve, ny. | ooa\w, Sz, {

(read(S2(s)).0) , (ag,, 0),

(writes(x).s := x. tag,.unlock s, {s})}seunlocksml)

In the transitions C[D2] = DY, there is no operation on public state cells in
unlocks(A;) because these cells are all locked. So we can deduce that

E = vith. (92, 5, P4) 2L By = v, (2, S5, PY)

From By, = FE, we have By ] Bj,. From DY ~ DY, we have that (B, B}) €
R.

when a = ¢, for some k € J and d ¢ ¢, we construct an evaluation context C:
C=(--{0), (bp(u)u(z).if z = d then e.by(u),0)}-)

where e is a fresh channel name. The analysis is similar as above.
when a ¢ ¢ and d = ¢, for some k € J, we construct an evaluation context C:

C=(--{E0), (br(u).a(z).if z = u then e.by(u),0) } -)

where e is a fresh channel name. The analysis is similar as above.
when a = d = ¢, for some k € J, we construct an evaluation context C:

C=(--{(€0), (by(v).u(z).if = u then e.by(u),0)}-)

where e is a fresh channel name. The analysis is similar as above.

. when a = ¢, and d = ¢,;, for some k,m € J and & # m, we construct an

evaluation context C:
C=(--{0), (br(u).by(v).u(z).if z = v then (by(u) | €.y (v)),0)}-)

where e is a fresh channel name. The analysis is similar as above.

(h) Assume By = vit}, d.(¢1, 51, Q1U{(ald).Pr, L1)}) 225 Br.— vt (o1, 1, Q1U
{(PLLI)}) with a,d ¢ ﬁ/l and Pl = Ql U {(a<d>P1,L1)}

L.

when a ¢ ¢, we construct an evaluation context C:
C=(--{E0),(a(z).if z € fn(Bi1, Bz) then 0 else e.b,(z),0) } -)

where e, b,,, are different fresh channel names. Applying C to D1, we can get the
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following transitions:
C[D] =
Q1 U {(a(d).Pr, L), (e, 0)}
U{ (a(z).if © € fn(By, B2) then 0 else e.b, (z),0)}
U{(@w(wor),0)}yen U{(bi(c;).0)} ¢,
U {(@. (S1(5)), D)} sev, v,
y { (read(S1(s)).0) , (Fag... 0) }
s€unlocks(Ar)

(writes(x).s := x. tag,unlock s, {s})

~ ~
ve,ny,d. | onw, S1,

= D] :=

Q1 U{(Pr, L1)} U {(@uw(wor), D)} ew
UA{(@v, (51(5)): 0)}sevr, v,
Ve, ﬁll,d. Ul\W»Sh U {(5j<cj>’@)}jej U {(5m<d>7®)}
! { (read(S1(s)), 0) , (Fag,, 0),

(writes(x).s := z. tag,.unlock s, {s})}semlocks(Al)

Then we apply C to Ds. Since C[D;] =~ C[Ds], there should exist D} such that
C|Ds] == D}y ~ Dj.
From Dj Vg, o by b Teads TG, write, forw € W,s € U UUsy,j € J,t €
unlocks(A;) and D} |z, the only possibility of D} is that:
C[Ds] =

Py U{(@w(wo2), 0)} e U {(Bi{es), D)},

U {(a’US <SQ(S)>7 Q))}SGU1UU2

VgaﬁIQ- U2\WaSéa U { (reads<52(s)>,(0) 7(@s7®)7

(writes(x).s := x. tag,.unlock s, {s})}seunlocksml)

U{(e0), (a(x).if = € fn(B1, B2) then 0 else e.b,,(x),0) }
= D} :=
Py U{ (@ (woa), 0}, en U {(Bs(e;), D)},
U{(@v,(S2(5)), D)} ev, v,
ot | anw S5 { (o (52()).0) 725, 0),

(writes(x).s := x. tag,.unlock s, {S})}seunlocks(Al)

U {(bm(d),0) }

In the transitions C[D2] = DY}, there is no operation on public state cells in
unlocks(A;) because these cells are all locked. So we can deduce that

B = vith. (92, S5, Ph) "2 By = vy (02, S, PY)
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d.a{d
From B, =— FE, we have By V:a<>> B). From Dy = DY}, we have that
(B}, BY) € R.
ii. when a = ¢, for some k € J and d ¢ ¢, we construct an evaluation context C:

C=(--{&0), (bp(u)u(x).if x € fn(By, B) then 0 else (e.by(u) | by (z)),0)}-)

where e, b,,, are different fresh channel names. The analysis is similar as above.

vx.a(z)

(i) Assume By = vny.(p1,S1, Q1U{(a(M1).P1,L1)}) — vig.(p1U{ M, /z},S1, PU

{(P1,L1)}) with a ¢ 71 and M is of the base sort and z is fresh.

i. when a ¢ ¢, selecting a fresh channel name a,,, we construct an evaluation con-

text C:
C= (" ) {(E’ (Z)) ) (a(z).e.6$ <Z>7 (Z))} ')

where e is a fresh channel name. Applying C to D;, we can get the following
transitions:

C[Dy] =
Q1 U{(a(M).Pr,L1)}
U {(@w(wor), )}weWU{(5j<cj>7®)}jeJ
u{(@., (S ()> w)}eeUluUz
1w, 51, {(read ), 0) , (tag,,0),
(

writes(x).s := x. tag,unlock s, {s})

Z/E, ﬁl .

} s€unlocks(Ay)

U{(e0), (a(2).c.ax(2),0)}
Q1 U{(P1, L1)}
U{(@w(wor), 0)}yew U {(Bi{es), 0} e,
U{(@, (S1()) )} sev,uus
TI\W s S1, S _
! { (read,(S1(5)).0) . (Tag.,. 0).

Z/E, ﬁl .

(writes(x).s := x. tag,unlock s, {s})}seunlocksml)

U{(@. (M), 0)}

Then we apply C to Ds. Since C[D;] ~ C[Ds], there should exist D such that
C[Dy] == D} ~ Dj.

From D} | forw € W,s € Uy UUsy,j € J,t €

Ao,y g gy b bm reads, tagt write
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unlocks(A1) and D} {fz, the only possibility of DY, is that:
ClDs] =
Pl2 U {(aw<w02>a (D)}wew U {(gj<cj>7 w)}jeJ
UL (@, (52(5)), D)} sev,uus
ngﬁé- U?\WaSév U { (W5<SQ(S)>7®) a(@y@%

(writes(x).s := x. tag,unlock s, {s})}SEunlocks(Al)

U{(©0), (a(2)-c.a.(z),0)}

Py U{(@w(woz), 0)}yew U{(Bi(cs),0)} .,
U (@0, (S2(5)), D)} serr,uus
ve,ng. | o2, 87, { (read(S2(s)),0) , (ag,, 0),

(writes(x).s := x. tag,.unlock s, {S})}SEURZOCkS(Al)

U {(@z (M), D)}

In the transitions C[Dy] = D), there is no operation on public state cells in
unlocks( A7) because these cells are all locked. So we can deduce that

E = vith. (2, S, Ph) "E5 By = v (00 U { M/}, SY, PY)

From B, = E, we have By gy B}. From DY =~ DY, we have that
(B1,B3) € R.

ii. when a = ¢, for some k € J, selecting a fresh channel name a,, we construct
an evaluation context C:

C=(-{@0), (bx(u).u(z).c.a:(z),0)}-)
where e is a fresh channel name. The analysis is similar as above.

In the presence of public state cells, labelled bisimilarity is both sound and com-
plete with respect to observational equivalence.

Theorem 42 (Coincidence). In the presence of public state cells, ~; = =.

Proof. Using Proposition[38|and Proposition

7. Conclusion

We present a stateful language which is a general extension of applied pi calculus
with state cells. We stick to the original definition of observational equivalence [3]]
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as much as possible to capture the intuition of indistinguishability from the attacker’s
point of view, while design the labelled bisimilarity to furthest abstract observational
equivalence. When all the state cells are private, we prove that observational equiva-
lence coincides with labelled bisimilarity, which implies Abadi-Fournet’s theorem in a
revised version of applied pi calculus. In the presence of public state cells, we devise
a labelled bisimilarity which is proved to coincide with observational equivalence. In
future, we plan to develop a compiler for bi-processes with state cells to automatically
verify the observational equivalence, extending the techniques of ProVerif.
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Appendix A. Proofs in Section [3.2]

Lemmal6] Let A be a closed extended process with only private state cells and C =

vn.(o-,S-,P-) be a closing evaluation context with only private state cells and z C
dom(A).

114 M B yith name(c, M) N7 = () and var(M) C dom(C[A]\z), then

c(M)
C[A\z —= C[Bl\s

2. If A = B with name(a) N7 = 0 and var(a) N Z = 0, then C[A]\z = C[B]\z
when « is not an input.

Proof.
1. Assume A = vn,.(04, Sa, Pa U {(c(2).P,L)}) M), g Vg (04, Sas Pa U
{(P{(Mo)o,/z},L)}) where n N7, = (. Then

ClAh\z = v, Nq.(004 U 0a\5,50, U Sy, Poa UP, U{(c(2).P, L)})

O, f10-(00a U Garz, S04 U Say Pog UP, U {(P {M(00, Uoaz)/2}, L)})

21,
= UN,Na.(004 U 0a\3,904U Sy, Po, UP, U{(P{(Mc)o,/z},L)}) = C[Bl\z
since var(M) C dom(C[A]\z) and (Mo)o, = M (00, U 0a\z)

2. When « is not an input, we take lock s and channel output b{c) as examples. The
other cases are quite similar.

(a) Assume A = vi,.(04, S,U{s — M}, P,U{(lock s.P,L)}) — B = v7i,.(04, S,
U{s— M}, P,U{(P,LU{s})}) where s € nig, s € LUlocks(P,) and nNn, = 0.
ClAh\z = vn,N4.(004 U 0a\5,50,U S, U{s— M}, ,Po, UP,U{(lock s.P, L)})
5 Ui, Mg (004 U 0a\z, S04 U Sq U {s — M}, Po, UP, U{(P,LU{s})}) =C[Bl\s

because s € i, and s ¢ locks(P,P,) U L.
(b) Assume A = vi,.(04,54, Py U {(5<c>.P7L)}) R—C>> B = vng.(04,Sa, Py U
{(P,L)}) where b,c ¢ n, Un and n N1, = 0.

Cl[A\z = v, Na-(00a Uda\z, 504 U Sa, Poa UP, U {(b(c).P,L)})

e, VN, Mg (004 U 0a\5, S04 U Sq, Poa UP, U{(P,L)}) = C[Bl\z
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Appendix B. Proofs in Section 4.2

Lemma Let A, B be two closed pure extended processes. If B ~' A %+ A’ with
fo(a) € dom(A) then there exists a closed pure extended process B’ such that either

B= A orB-% B ~' A,
Proof. We discuss the eight different cases for B ~! A.

1. Assume B = vn,m.(o,P) ~vn.(o,P) = Aor B =vn.(c,P) ~vn,m.(c,P) =
A with m ¢ fn(n,o,P). Since m is a redundant name, it will not affect any actions
from P. Hence B = A’.

2. Assume B = vi.(o,P U {vm.P}) ~ vin,m.(o,P U {P}) = A with m ¢
fn(n,o,P). Then we have B =5 A & A’

3. Assume B = vn,m.(o,P U {P}) ~ vn.(o,P U {vm.P}) = A with m ¢
fn(n,o,P). If A % A’ is about pulling out name m, then B = A’. For the other
cases of A % A’, we can easily see that A cannot perform any action from vm.P and
action « is from P, thus there exists B’ such that B = B’ ~1 A’.

4. Assume B = vn.(o, PU{P | Q}) ~ vn.(c,PU{P}U{Q}) = A. Then we have
BLAS A

5. Assume B = vn.(o, PU{P}U{Q}) ~vn.(o,PU{P | Q}) = A TfA 5 A'is
about splitting P | @, then B = A’. For the other cases of A =+ A’, we can easily see
that A cannot perform any action from P | () and action « is from P, thus there exists
B’ suchthat B % B’ ~! A/,

6. Whenthe B ~! A replaces some terms, we take conditional branch as an example,

the other cases are trivial. Assume B = vin.(c {M'/z} , P{M’'/z}U{if M {M'/z} =
N{M'/z} then P{M'/z} else Q{M'/z}}) ~ vn.(c{N'/z} ,P{N'/z} U

{if M{N'/z} = N{N'/z} then P{N'/z} else Q{N'/z}}) = Aand M' =4

N'. Since M {M'/z} =5 M{N'/z} and N {M'/z} =5 N{N’/z}, we can see

that M {M'/z} =5 N{M'/z} iff M {N’'/z} =5 N{N’/z}. That is to say B and

A will jump to the same branch. We take then branch as an example here. Then

A =vn(oc{N'/z} ,P{N'/z}UP{N'/z}). Let B' = vn.(c {M'/z} ,P{M'/z}U

P{M'/z}). Clearly we have B = B’ ~! A’.

Givenasetofcells S = {sy — My, -, s, — M,} and aset of locks L, we define
the projection S|, of S under Ltobetheset {t— N | {t — N} C Sandt € L}.

Lemma Let A be a closed extended process and fu(a) € dom(A). If A % B

then |A| == | B].
Proof. We only detail the proof for the transitions related to cell name here. The other

cases are trivial. The function | | only gathers together the name restrictions of the top
level.
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1. Assume A = vi.(0,S,P U {(s+— M,0)}) — B = vn.(0,S U {s+> M},P).
Since A is closed, we have that s ¢ locks(P). We can easily see that | A| = | B] from
the definition of encoding in Section 4}

2. Assume A = vn.(o, SU{s — M}, PU{(read s as z.P,L)}) — B = vn.(co, SU
{s— M}, PU{(P{M/x},L)}). Since this transition only affects cell s, we assume
the encoding for the unlocked cells in S is Q; and the encoding for P is Q2. We also
assume the encoding for names 72 is 77’. The encoding for {s — M} and read s as z. P
are different regarding s is locked or not.

(@) ifs € L,1etT = S|,U{s — M}, then |A| = v’ (o, Q1 U Qo U {| P {M/x}|,})
and | B| = vit'. (0, Q1 U Qa U {| P {M/x}|,}). Thus we have | A] = | B].

(b) if s ¢ L, thenwehave |A] = vn’.(o, Q1UQQU{@<M>, cs(2).(C5(z) | LPJS|L)})
and | B| = vit'. (a, Q UQsU {C:<M>, P {M/x}JS|L}>. Thus [A] 5 vit'.(0, QU
QU {e(M) | [P {M/x}lg, }) 5 LB).

3. Assume A = vn.(0,SU {s+— M} ,PU{(s:= N.P,L)}) — B = vn.(o,S U

{s = N}, PU{(P,L)}). Similar to the read case, we assume the encoding for 72, S, P
are ', Q1, Qo respectively.

@ if s € L, then |A] = vi'.(0,Q1 U Qs U {LPJSlLU{SHN}}) and |B| =
v (0,Q1U QU {LPJS‘LU{S,_)N}}). This gives us |A] = | B].

(b) if s ¢ L, then [A] = vit'. (0, Q1UQyU {E<M>7 cs(2).(E(N) | LPJS|L)})
where x is a fresh base sort variable and | B| = vn’. (a, QUQU {Q(N), P, })

T

Thus | A| T vii'. (a, Q1 UQsU {@<N> | LPJSlL}) . B

4. Assume A = vn. (0,5 U {s+— M}, PU{(lock s.P,L)}) — vn.(o, SU{s — M},
PU{(P,LU{s})}) and s ¢ L U locks(P). Similar to the read case, we assume
the encoding for unlocked cells in S is Q; and encoding for 72, P are 1/, Qo respec-

tively. Then | A] = vit'.(c, Oy U Qo U {E(M),cs(a:). [Pl {S%}}) and | B| =
vt (7,Q1 U Q2 U {LPlg, ugorsan) })- Since @ ¢ fu(P), [Plg, oy {M/2} =
LPJS‘LU{SHM}. Thus we have [A| — | B].

5. Assume A = vn. (0,5 U {s+— M},P U {(unlock s.P,L)}) — B = vn.(o, SU
{s—> M}, PU{(P,L\{s})}) and s € L. We assume the encoding for 7, S, P are
n', Q1, Qo respectively. Then |A] = vid'. (0, Q1UQU {@(M) | [Pls|, }) and

T

|B] = vii'. (a, Q UQsU {@(M), LPJSlL}>. Thus [A] =5 |B].
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Appendix C. Proofs of Theorem 21and Corollary 22]in Section

In this section, we discuss the relation between applied pi calculus and stateful
applied pi calculus.

To fix the flaw mentioned in Section|3.1} we revise the original applied pi calculus
[3\] slightly that the active substitutions are only defined on terms of base sort. Since
the communication rule in [3] relies on the active substitutions, we need to replace it
with the new rule ComMm @(M).P, | a(x).Q, = P, | Q, {M/z} accordingly.

To avoid confusion, we use A, B,., C,. to refer to the extended processes and use
C,- to refer to the evaluation context in applied pi calculus.

Appendix C.1. An Alternative Semantics for Applied Pi Calculus

To ease the proof, we use an alternative semantics in Figure [C.6 of the revised ap-
plied pi calculus mentioned above. This semantics has been proved in Appendix A in
[32] to yield exactly the same set of observational equivalence (resp. labelled bisimi-
larity) as the one in [3]. For convenience of reading, we copy the proof in [32]] here.

The operational semantics of the applied pi calculus relies heavily on structural
equivalence. This is because the analysis of complex data and “alias” mechanism in-
troduced in the calculus depends on structural equivalence rules such as SUBST and
REWRITE. Unfortunately such a structural equivalence makes the formal reasoning
very difficult. Thus, as a first step, we need to preprocess the original semantics in [3]]
and rewrite it to a more convenient form while preserving the observational equiva-
lence.

Here in Figure we replace the two-directional rule !P, = P, |!P, in struc-
tural equivalence in [3] with the one-directional ! P, 5 p. |'P. in the internal re-
duction, as well as replacing the THEN in internal reduction in [3]] with if M =
N then P, else Q, = P, if M =5, N.

We shall show that the notions of the observational equivalence and the labelled
bisimilarity generated by the two sets of rules are exactly the same (Theorem [50]
andTheorem . In other words, it is adequate to handle replications with !P, =
P, |!P, only.

The observational equivalence and labelled bisimilarity in applied pi calculus are
defined by:

Definition 43. Observational equivalence (=) is the largest symmetric relation R be-
tween closed extended processes with the same domain such that A, R B, implies:

1. if A, |4 then B, |
2. if A, = A, then B, = Bl. and A, R BL. for some B..;
3. C:[Ar] RC,.[By] for all closing evaluation contexts C,..

Definition 44. Two terms M and N are equal in the frame ¢, written (M = N)g,
iff = vn.o, {n} N name(M,N) = 0, and Mo = No, for some names 7. and
substitution o.
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A = A |0
A.| B, = B,|A
A | (Br|Cr) = (Ar|Br) | Cr
ve.{M/z} = 0 vn0 = 0
{M/z} = {N/z} whenM =5 N vuvv. A, = wvvuA,
{M/x} | A, = {M/z}| A {M/z} A, |vu.B, = vu.(A,|B,)

when u ¢ fnv(A,)

CoMM a(M).P, | a(x).Q, = P, | Q, {M/x}
THEN if M = N then P, else Q, = P, if M =, N

ELSE if M = N then P, else Q, = Q, if var(M,N) =0 and M #, N

Rep P, 5 P, |IP, N a(z).B, M Pz}
ourcu ale).p, 2% p, ourt a(M).p, Y= p | (M/x)

where z € V and x ¢ fv(a(M).Pr)

ac)

A —5 B, a#c A, % B, wdoes not occur in «
OPENCH ) SCOPE -
ve A, — B, vu.A, — vu.B,
A S A B =
PAR »— Al bnv(a) N fav(Br) =10

A.| B, % AL| B,

A.=C. 5 D, =B,

STRUCT
A5 B,

Figure C.6: Operational Semantics of Applied Pi
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Two closed frames ¢1 and ¢= are statically equivalent, written ¢1 =5 ¢o, if dom (1)
= dom(¢2), and for all terms M and N such that var(M,N) C dom(¢p1) we have
(M = N)¢1 iff (M = N)¢pao. Two closed extended processes A,. and B,. are statically
equivalent, written A, =4 B,, if their frames are.

Definition 45. Labeled bisimilarity ( =) is the largest symmetric relation R on closed
extended processes such that A, R B, implies:

1. A, ~; B,

2. if A, 5 Al and fu(a) C dom(A,) and bn(a) N fn(B,) = 0 then B, N Bl and
Al R B for some B..

In order to avoid confusion, in the following discussions we shall use =, L>(,,
=, 19, =, and =¥ , to refer to original structural equivalence, (strong and weak)
transitions, etc defined in [3]]; and use =, 5 =, {4, =~ and ~; for the corresponding
ones generated here. To prove that ~,(resp. = ,) coincides with ~(resp. ~;). We need
to explore the relationship between =, and . Their relations are mainly formalised
in the following Lemma 7] and Lemma 48]

We write A, =1 B, if A, can be transformed to B, by applying to a subterm
(which is not under a replication, an input, a conditional, or an output) of A, an axiom
of structural equivalence =,, except that !P, =, P, |!P. can only be used from left
to right; we write - for the reflexive and transitive closure of ~'. We say a sequence
AL =1 A2 =1 ... 1 Al s a linear proof sequence of AL = AL.

Since the use of evaluation context before the use of structural equivalence can be
swapped. Two applications of structural equivalence as well as evaluation contexts can
be condensed to one, we can always obtain a derivation for any transition in which the
use of structural equivalence occurs only once and at the last step. We shall call such a
derivation a normalised derivation.

For n > 1, an n-hole evaluation context C, is an extended process with n holes
which are not under a replication, an input, an output or a conditional. We write
C.[AL A2, ...  A"] for the extended process obtained by filling the holes with pro-
cesses.

Lemma 46. Assume A, = B, and A, = C,.[\P,] with C, an evaluation context. Then
there exist an evaluation context C.. and a plain process Q, such that B, = C.[!Q,]
and C.[P, |'P.] > CL[Q, |'Qy].

Proof. By induction on the length of the linear proof sequence for >. If the length is 0,
the result holds immediately. Now assume A, =! ALl =1 A2... =1 Af »1 A+l =
B,.. By the induction hypothesis there exist a plain process R, and an evaluation con-
text C/ such that

AL=C'IR,]  C[P, |!P,] = C'[R, |'R,] C.1)

We argue by case analysis on the axiom used in deriving A% =1 A‘F1. We give
the details only for two cases when ! is REWRITE and SUBST. The other cases are
similar.
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1. A = CV"[{M/z}] = C"[{N/z}] = A with M =, N. Since there is no
way that active substitution {M/x} can occur inside replications, it is easy to see
that there exists a two-hole evaluation context D such that A = D[!R,., {M/z}],
DI[IR,, ] = C!” and D[-,{M/x}] = C/. Using the REWRITE axiom, we know that
D[R, |'R,,{M/x}] =! D[R, |'R,,{N/z}]. Let C. = D[,{N/z}| and Q, = R,..
Clearly A’*! = C/[\Q,]. Hence C,[P, |'P;] = C/[R, |'R,] =' C.[Q. |!Q,] and the
result holds.

2. (a) AL = C"[E, | {M/z}] =' C"[E.{M/z} | {M/x}] = A’*!l. Since the
hole in any evaluation context has no chance to occur under any replication, !R, in
(C.1) should occur in either E, or C;””. The analysis for the latter case is similar as
the above case. Now we consider the former case. Here there exists an evaluation
context D such that E, = D[!R,]| and C/”'[D[-] | {M/z}] = C/!. The substitution
{M/x} will apply to D and R, while rewriting A to A“*!. Let D' = D{M/x}
and Q, = R, {M/x}. We can easily see that A’*! = C"”[D'[!Q,] | {M/z}] and
CU'[DIR, ['R;] | {M/x}] = C[D'[Qr 'Qr] | {M/x}]. Let C; = C[D'[] |
{M/z}]. Then A1 = C.['Q,] and C[P, |'P.] = C[R, |'R,] = CL[Q. |'Q.].

(b) AL =V [E. {M/z} | {M/z}] =' C"|E, | {M/x}] = A“*!. When |R, in
occurs in E, {M/z}, clearly there exist an evaluation context D and a plain
process @, such that E,, = D[!Q,] and Q, {M/x} = R,. The rest is similar to the
above case.

3. AL = C"[\P] =t C[P! |\P)] = Af*l. When !P! is !R, in (C.1), the result
holds trivially; otherwise !R,. in (C.1)) should occur in C}”” and the remaining analysis
is similar.

Lemma 47. Assume A, %, A’ where A,, Al are closed and o is not @(z) and
fo(a) C dom(A,.). Then there exist closed By, B.. such that A, = B, < B!. =, A..

Proof. Consider the normalized derivation of transition 4, —, Al

1. ais a(M). Then A, =, C,la(z).Q.] ﬂ)o CrlQr{M/z}] =, Al with C, an
evaluation context and C, [a(x).Q),] Mo Cr|Qr {M/x}] derived by the rules in [3]]
without using =,,.

We may assume C,[a(x).Q,] and C,.[Q, {M/x}] are both closed; for otherwise we
can let fu(Crla(z).Qr]) — dom(Crla(z).Qr]) = {x1,---,2,} and choose n fresh
names cj,--- , ¢, and let 0 = {¢1/x1,- - ,¢n/xn . From the hypothesis, we know
that Mo = M,z ¢ wvar(c), and dom(A,) = dom(C.[a(z).P.]) = dom(AL). Tt
is easy to see that A, = A,0 =, C,ola(x).Q,0] M(, Cro[(Qro){M/z}] =
Cro|(Qro){Mc/z}] =, Al.oc = Al

Since C,[a(z).Q+] M)O Cr[Qr {M/x}] can be derived without using =,,, C, [a(z).Q.]

D, Cr|Qr {M/x}] can also be derived by rules in Fig. without using =. Thus

A, =, Crla(z).Qr] 2D, C Q.- {M/x}] =, Al.. Now we proceed to construct
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the required B, and B, as stated in the lemma. The rest of the proof goes by induc-
tion on the number of applications of !P. =, P, |!P,. from right to left in deriving
A, =, Crla(z).Q,]. If the number is 0, the result is immediate. So suppose the num-
ber is nonzero and consider the last application of !P. =, P, |!P, from right to left
(we write =] for the application of an axiom of structural equivalence =,,):

A, =, CLIP, |'P,] =L C/['P.] = Crla(z).Q.]

where C!. is also an evaluation context. From Lemma A.1, we know there exists D’
such that C.[P, |!P,] = D'[R, |'R,] and D'['R,] = C,[a(x).Q,]. Then there exists
a two hole evaluation context D such that D[R, -] = C, since a(z).Q, cannot occur

inside the replication. Moreover D[R, |!R,, a(x).Q] 2D, D[R, |'R,, Q. {M/z}]

can be derived by the rules in Fig.[C.6] and

A, =, C'[P, '] = D[R, |'Rya(x).Q,] “2

D[R, |'R,, Q. {M/z}] =, C.[Q, {M/z}] =, A..
Replacing R, with R, |!R, does not introduce fresh variables. In other words D[R, |
'Ry, a(z).Qr] and D[R, |!R,,Q, {M/z}] are also closed. By induction hypothesis,
there exist closed B,., B.. such that A, > B, a(M) —— Bl =, Al

2. ais a{c). Then 4, =, C,[a (c) r] — a<c o Cr[Qr] =, Al with C, an evaluation

context. Clearly C,.[a{c).Q,] —> °
case.

/\

C

— C,[Qr]. The rest of the proof is similar to the above

ve.a(c)

3. ais ve.a(c). Then A, =, veCrla(c).Q,] —>O CT[QT] =, Al with C, an
evaluation context. Then we have vc.C,[a(c).Qr] — C;[Q,]. The rest of the
proof is similar.

V. (L(’I‘)

4. «ais ve.a(x). Then A, =, ve.C.la(x).Q,] —, C.[Q,] =, Al with C,. an
evaluation context. By the side-condition on extended process in Section 2.1, there is
exactly one {M/x} in C, for the restricted variable x. Thus there exists a two-hole
evaluation context D such that C, = D[{M/z},-]. Since the side-condition for rule
OUTT in Fig. [C.€]requires z be fresh, we choose a fresh variable y and let ¢ = {y/x}.
By a-conversion, and structural equivalence =, we can deduce that

va.Crla(z).Qr] = ve. D{M [z}, a(x).Qr] = vy.o(D){M/y},aly).o(Qr)]

2220, y.o(DY{M/y} , 0(@Qr) | {y/)]
= vy.D{M/y}.Q, | {y/a}) = vy.DUM/y} | {y/z} Q]
= vy.D{M/y} | {M/x},Q.] = Dlvy. {M/y} | {M/a},Q,]
= D{{M/x},Q,] = C.[Q.] =, A

5. ais 7. There are three cases:
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(@) A, =, C.[if M = M then P, else Q,] =, C.[P,] =, A, with C, an evalua-
tion context.

(b) A, =, C.[if M = N then P, else Q] =, C.[Q,] =, A, with M #; N,
M, N are ground terms and C, an evaluation context.

© A, =, C[a(M).P. | a(z).Q,] =, C[P- | Qr{M/x}] =, A. with C, an
evaluation context.

The rest of the proof is similar.
Lemma 48. Assume « is not a{x) and A,, A.. are closed.
1. If A, %5, Al then there is a closed A!' such that A, == A" =, A..

2. IfA 5 Al then either A, =, Al (only possible when « is 7) or A, X Al

Proof.

1. Assume A, =, A!. By Lemma there exist closed B, and B;. such that A, >
B, % B! =, A’. Replacing every left to right application of the rule ! P, =, P, |!P,
in A, = B, with |P, = P, |!P,, we obtain A, = B, = B! =, A.. Letting
A = B/ gives the conclusion.

2. Assume A, =+ A’ and apply transition induction.

(a) ais a(M). Then A, = C.la(z).P] RSN C.[P{M/xz}] = Al where C, is an
evaluation context. Clearly we have A, = C,[a(x).P] M)O C.[P{M/x}] = A..
Since = is included in =,, we have A, Mo Al

(b) The cases for o is 7 are similar. For replications, assume A, = C.[!P,] = C,.[P, |
IP,] = A/, then we have A, =, A..

vz.a(z)

(c) aisvx.a(z). We have A, = C,[a(M).P] C [P | {M/z}] = A.. Then
we know that A, = va.C.[a{x).P | {M/z}] mo C.[P|{M/x}] = Al
(d) aisa(c). We have A, = C,[a(c).P] e,

a(c)

A, —S, Al

C.[P] = A.. Then we know that

ve.a(c)

(e) aiswvea(c). We have A, = ve.Crla(c).P]

ve.a

that A, iﬂ, Al

C-[P] = A.. Then we know
Corollary 49. Assume « is not a(z) and A,., Al are closed.

1. If A, ==, Al then there is a closed A!' such that A, == A" =, A’.

2. If A, == A’ then either A, =, Al(only possible when o is T) or A, ==, A’
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Proof. Using Lemma 8] several times.

Theorem 50. =, coincides with ~.

Proof.

1. (=) We construct a set S of pairs of closed extended processes such that
S={(AB) | A ===, B}

and show S C~. Assume (A4,, B,) € S because of A, =, D1, =, D2, =, B, for
some closed extended processes D1 ,. and D ..

(a) Assume A, = A!. Using Corollary@ we have A, =, Al or A, =, A..
When A, =, A), we have Dy, =, A]. By the definition of ~,, there exists
Dy, such that Dy . ==, D5 . =, Aj. Using Corollaryagain gives a B/, such that
B, = B| =, D;,. Hence (A}, B;) € S. When A, =, A, let B, = B,. Then
B, = Bl and A, =, A, =,~,=, B, = B.. Hence (A], B..) € S.

(b) If A, |, then by Corollary @ we have A, |;. From D, , =, A,, we have
Dy 5. From Dy, =, D5, we have Dy . ||5. From D, =, B,, we have B, 7.
Using Corollary i9]again, we have B, .

(c) Since =, and =, are both closed by evaluation contexts, we have C.[4,] =,
Cr[D1y] =o Cr[D2,] =, Cp[By], namely (C.[A,],Cr[B;]) € S for any evaluation
context C,..

2. (<=) We construct a set R of pairs of closed extended processes such that
R = {(AT7B7') | AT' =0~ =0 Br}

and show that R C~,. Assume (A,, B,) € S because of A, =, D1, ~ D3, =, B,
for some closed extended processes D1 ;. and Do ..

(a) Assume A, ==, A’. Then we have D;, =, A’. Using Corollary@l, there
exists D1 ,. such that Dy ,, = D1 ,. =, A].. By the definition of ~, there exists Dy ,.
such that Dy, = D}, ~ D’ .. Using Corollary 9] it gives Dy, =, Dj . or
Dy, =, Dj,. Since B, =, D, we have B, =, D5, or B, =, Dj,. In the
former case, let B, = D5 . and in the latter case let B;. = B,.. We have (A’, B.) € R.

(b) If A, I3, then Dy, |} Then by Corollary @9} we have D1, |},. From Dy, ~
D5 ., we have D3, |,. Using Corollary @again, we have Dy, |l5. From Dy, =,
B,., we have B, |2.

(c) Since =, and = are both closed by evaluation contexts, we have C,.[A,] =,
Cr[D1,] = Cp[Day] =, Cp[By], namely (C.[A,],C.[B,]) € R for any evaluation
context C,..

Theorem 51. =~ , coincides with ~;.
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Proof.

1. (=) We construct the set S of pairs of closed extended processes such that
S = { (Arv Br) | Ar =0 ~l,0 =0 B, }

and show S Cr;. Assume (A,, B,) € S because of A, =, C, =, D, =, B, for
some closed extended processes C, and D,.. For the static equivalence part, although
=, has the rule REPL while = does not, the rewriting C[!P.] =, C[P, |!P,| does not
change the frames of processes, i.e. ¢(C[!P]) = ¢(C[P: |'Py]). Thus ¢(C;) =, vn.o
implies ¢(A,) = vn.o, and similarly ¢(D,.) =, vm.c’ implies ¢(B,.) = vm.o’.
Hence A, ~ B, holds by the definition of ~.

Now assume A, — A’ with fu(a)) C dom(A,.) and bn(a) N fn(B,) = (. By Lemma
we have A, %, Al or A, =, AL

When A, %, A, we have C, %, A’. By the definition of ~ 0, there exists D). such

that D, =2, D! ~;, A.. By Corollary@ there exists B! such that B, == B/ =,

D!.. Hence (A], B.) €S.
When A, =, Al, from the proof of Lemma we can know that this could hap-

pen only when « is 7. In this case, let B, = B,. Then B, = B, and A] =,
A, =omy,0=, B, = B].. Hence (A4,,B].) € S.

2. («<=) We construct the set R of pairs of closed extended processes such that

R={(4,B,) | 3{z} € dom(Ar) : A, [{Z/9} =o~1=0 By [ {Z/7}
for any pairwise-distinct § s.t. {y} Ndom(A,) =0and |y|=1|%]}

and show that R C~; ,.. Note that when A, ~; B, {Z} is chosen to be empty. Assume
(A,, B;) € R. Then there exist closed extended processes C,., D,. and variables Z such
that A, | {Z/y} =, C\ =; D, =, B, | {Z/y} for any pairwise-distinct ¥.

(a) For the static equivalence part, assume (M = N)¢(A,) with var(M,N) C
dom(A,). As argued in 1, ¢(C,) = ¢(A, | {Z/y}) = ¢(A,) | {Z/y} and ¢(D,.) =
o(Br | {Z/y}) = o(B,) | {Z/y}. Since {g} N var(M,N) = 0, we have (M
N)¢(Cy). From ¢(C,.) ~ ¢(D,), we obtain (M = N)¢(D,). Now we show
(M = N)¢(B;). To this end, assume ¢(D,) = vn.c and Mo =y No. Then
o(By) | {Z/y} = vn.o = vn.o* and Mo* =, No*(=y is preserved by applica-
tion of o). Let 0’ = 0*|smes,). Since {y} N fu(B,) = 0 and {Z} C dom(B,),
we have ¢(B,) = vy.(¢(B;) | {Z/y}) = vy.vn.c* = vn.o’. Furthermore, since
Mo' = Mo*, No* = No' and Mco* =5 No*, we have Mo’ =5 No’'. Thus
(M = N)¢(B,) holds, hence A, ~, B;.

(b) Assume A, =, A’. We need to show that there exists B, such that B, ==, B,
and (A, B!) € R. Consider the normalized derivation of transition of A, =, A’.
We distinguish two cases depending on whether « is @(z) or not.

i. « is not a{x). We can safely assume {y} N bv(«r) = 0 since y are arbitrary.
From A, %, A’, by PAR in [3], we know that C,. =, A, | {Z/7} S, A

-
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{Z/y} = CV. Using Corollary there exists C". such that C,, == C’. =, C”.
By hypothesis C,. ~; D,, there exists D’ such that D, == D! and C’. ~; D...
Using Corollary we have D, ==, D! orD, =, D..

We first check the case D, ==, D’.. From C'. =, C”, we have (Z = 3)$(C"),
hence also (Z = §)¢(D..). In other words, there exists B,. such that D). =,
Bl | {Z/y} with {y} N fu(B]) = 0 (otherwise we can substitute them with the
corresponding variables in z). Adding restrictions vy to B,. | {Z/y} EO D, ==,
D! =, B. | {Z/y}, we have B, ==, B.. From A’. | {Z/y} =, C. ~; D. =,
Bl | {Z/y}, we know that (A., B.) € R.

For the case when D, =, D.., from the proof of Lemma we can know that
D, =, D). could happen only when « is 7. Let B, = B,. Then we have
B, =, Bl. and A, | {Z/y} =, C. =~ D, =, D, =, Bl | {Z/y}. Thus
(A, Bl) € R

ii. ais @(z). In this case 4, =, Cla(z).P]

T‘

) Clp] =, AL with & ¢

bu(C). Choose a fresh y/, then we have C, =, vy .Cla(y').P, | {z/y'}] |
/1y =5, CP, | {/y'}] | {Z/3} =0 C[P] | {Z,2/0,y'} =, A, |

{Z,2/9,y } smce x is a free variable. From Lemma 48] there exists a closed C!.
such that C,. ” <y> Cl =, AL | {Z,2/y,y'}. By C, ~; D,, there exists D,

such that D, Vy:a<>y : D) ~, Cl.

Assume ¢(A,) =, vm.c. Then ¢( ) =o vm.o | {Z, x/ﬂ,y’} =, vm.(o U
{zo,z0/y,y'}). Hence (Z,z = y,y")p(C}. E| Since ¢(C}) ~ ¢(D..), we obtain
(Z,z = y,y")p(D..). Thus there ex1sts B’ such that D! =, B! | {Z, x/ﬂ y'}
with fo(B.) N {7,y'} = 0. Moreover B, =, vj.(B, | {Z/7}) = ny V2
Vi.D! =, Bl | {z/y'}. Hence B, = vy .C'laly).Q,] 2= ¢1qQ,] =
B/ | {z/y'} for some evaluation context C’. Since static equivalence is closed
under reduction (Lemma 1 in [3]), C'[Q,] ~ B, | {z/y’}. Moreover, since Q.

is a plain process which does not contain any active substitution, that is to say C’
can rewrite 3’ with z. Hence we have C’'[a(x).Q,] =, C'[a(y’).Q,] which im-
plies vy’ .C'[a(z).Q.] =, vy .C'[aly’).Q,]. Hence B, =, vy .C'[a(x).Q,] 2,

vy C'Q,] = vy .(B. | {z/y'}) =, B.. Since A, | {Z,2/9,y'} =, C.. =
D!/ =, Bl |{z,2/y,y'}, and y and y' are arbitrary, we have that (A}, B..) € R.

Appendix C.2. Proofs of Theorem[21|and Corollary[22]

In the previous Section [5] we define function 7 to transform an extended process

in applied pi to a pure extended process, namely a extended process with no cell name,
in stateful applied pi. In this section, we shall prove that this transformation function
T keeps both observational equivalence and labelled bisimilarity, i.e. Theorem 21]in

5(2 = )$(CL) abbreviates (21 = y1)$(Cr), -+ (20 = yn)$(CL)
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Section |§I For the sake of readability, we recall the definition for 7 here:

T(0) = (0,0) T (vx.Ar) = vi.(o,P)
i T(A,) = vt (o U {M/z},P)
T{M/z}) = ({M/z}.,0)  TwnA)=vnT(A)
T(A}« | A%) = Vﬁlvﬁ%((gl U 02)*7 (Pl UPQ)(Ul U 02)*)
if T(AL) =vn;.(o;,P;) fori=1,2
T(A,) = (0,{A,}) in all other cases of A,

Lemma 52. If A, = B, then T(A,) ~ T(B,).

Proof. Considering the normalised derivation of A,, = B,.. The proof goes by induc-
tion on the number of derivation. Assume A, = C[D}] =! C[D?] = B,. By induction
hypothesis, we have T (A,) ~ T(C[D}]). We can easily check the structural equiv-
alence D} =! D2 defined in Figure satisfies 7(D}) ~ T(D?). Thus we have
T(C[D}]) =~ T(C[D?)). Finally we have T (A,.) ~ T(B,).

Lemma 53. Let C, be an evaluation context in which bound names and bound vari-
ables are pairwise-distinct and different from the free ones in C,.. Let T be a tuple of
pairwise-distinct variables such that the hole is in the scope of an occurrence of vz in
Cr. Then T(C,) = vn.(oc\5-, Pc-) for some n, o, P..

For any extended process A, such that C,.[A,] is an extended process, if T (4,) =
vm.(0q, Pa) for some of names m with {m} N (n U fn(C,.)) = 0 and some P,, then

T(Cr[A]) = vy m.((0c U 0a)iz: (Pe UPa) (0 Uda))

As a corollary, when A, is closed, we have T (C,) = vn.(o.-, P.-) for some n,o., P,
and.
T(CT [AT]) = Vﬁ? m‘(UCUG U O'a\57 Pcaa U Pa)-

Proof. The proof goes by induction on the structure of C,.

1. In the base case C, = -, we have n = (), 01 = () and P; = 0. The conclusion holds
trivially.

2. Assume C, = vl.C., by induction hypothesis, we have

(a) T(C;) = I/ﬁl.(dl\g—, Pl-) for some ’ﬁl, g1, P

(b) for any A, with T(4,) = vm.(04,P,), we have T(C.[A,]) = vy, m.((o1 U
0a)\z> (P1UPa)(01 Uo,)") where 7 is the variables such that the hole in C;. is in the
scope of vx.

Then we have T (vI.C|.) =

vl,ny.(o1\5-, P1-) and T (v1.C,[A,]) = v, iy, m.((o1 U
0oz (P1UP)(01U0q)").

3. Assume C, = vz.C., By induction hypothesis, we have

82



(@) T(C;) = vn.(o1\z-, P1-) for some n, o1, P1;
(b) for any A, with T(A,) = vm.(04, Ps), we have T(C.[A,]) = vn,m.((o1 U
Oa)ts

a \ma
(P1UP,)(01 Uo,)*) and T is the variables such that the hole in C.. is in the scope of
ve.

Then we have 7 (vz.C]) = vn.(o1\5.-, P1-) and T (vz.C.[A;]) = vn,m.((o1 U
0alz,. (P1UPa) (o1 Uoa)").

4. Assume C, = C,. | By, then T(C,) = T(C, | B,). By induction hypothesis, we
have

(@) T(C;) = vni.(o1\z-, P1-) for some ny, 01, P1;
(b) for any A, with T(A4,) = vm.(04,Pa), we have T(C,.[A,]) = vny, m.((o1 U
Oa)ts

a \zv
(P1UP,)(01 Uo,)*) where 7 is the variables such that the hole in C.. is in the scope
of vz.

Let T(BT) = Uny. (0’2,P2) Then T( r | Br) = I/ﬁl,ﬁg.((Ul\g @] 0'2)*-7 (Pl @]
PQ)(01\5 U 0'2>*—) And T Cl[ ] | B ) = Vﬁl,ﬁg,ﬁl.(((al U O'G)<E U 0'2)*, ((Pl U
Po)(o1Uoe)* UP2)((01 U Ua)\5 U o2)*). Since the variable restricted by vZ cannot
occur in B, and the domains of 01, 02, 0, are pairwise disjoint and these substitutions
are all cycle-free, we can see that the order of iterating the substitutions o1, o3, o, does
not matter and we can derive that (017 U02)" = (01 U02){; (01U 0a){; Uo2)" =
((o1Uog)* Uog)ti, and ((o1Uo0,)*Uog)* = ((01U0o2)*Uo,)* = (01 Uoa U Ua)*.

7)2)(0'1 @] 02)*-). And T(C;[AT] ‘ Br) = Vﬁl,ﬁg,ﬁ’b.(((dl U Ua)* U Ug)i ’((

Pa)(o1Uos)* UP2)((01 Uaa)<5UUg)*) = vng, 2, m.(((o1 Uog)* UUa)%, ((PrU

Pa)(al Uoo UO’a)* UPQ(U] Uoo UO’a)*) = Vﬁl,ﬁg,ﬁl.(((al UO'Q)* UO’a)ii, ((Pl U
( )

732) g1 U 0'2)* U'Pa)((()'l U 0'2)* U Oq *)

When A, is closed, the active substititons in C,. will not be applied to A,., the proof is
similar to the above general case.

Lemma 54. If A, % A’ with fu(A,) N bv(a) = 0, then T(A,) == B ~ T (A.) for
some B.

Proof. Consider the normalized derivation of transition of A, = A’. We only take
the case when av = @(c) as an example here and the other cases are similar. Assume

A, = Cla(c).P;] e, C[P,] = A and T(C) = vn.(o\z,P-). By Lemmaand
Lemma 53] we have that

T(Ay) ~ vit.(o\z, {@(c). Prot UP) 2% v (07, {Pro} UP)
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Let 7(P.) = vm.(0, Q) for some m, Q. From C[P,] = A, using Lemma [52| and
Lemma we have T (A) ~ T(C[P]) = vn,m.(0, Qo U P). For a plain pro-
cess Py, the function 7 only pulls the name binders to the top level and split the par-
allel composition, thus we can see that 7(A,) ~ vn.(o\z, {a(c).P.o} U P) e,
vn.(o\z, {Pro} UP) = vn,m.(0\z, Qo UP) = T(C[P,]) =~ T(A;.). Thatis to say
there exist A and A’ such that 7(A4,) ~ A L T (A’). By Corollary , there
exists B such that 7 (4,) X pap T (AL). This concludes the proof.

Corollary 55. If A, == A’ with fv(A) N bv(a) = 0, then T(A,) == B ~ T(A!)
for some B.

Proof. Using Corollary [I5]and Lemma [54]several times.

Lemma 56. If T(A,) = vn(o,{P;},) then A, = vn.(o | [[; P).

Proof. We proceed induction on the definition of 7. The interesting cases are A,. | B,
and vz. A, while the other cases are trivial. For parallel composition A4, | B,., by induc-
tion hypothesis, we know A, = vn.(o1 | [[; P;) and B, = vm.(o2 | [[; Q;) where
T(A;) = vn.(o1,{P:};) and T(B;) = vm.(02,{Q;};). Let o = (01 Uo2)". From
the definition of 7, we have T (A, | B,) = vn, m.(o, P1o UPy0). Note that applying
active substitutions until reaching idempotemce keeps structural equivalence. From
structural equivalence, we can deduce that A, | B, = vn.(o1 | [[; Pi) | vm.(o2 |
[1;Q;) = viwvm.(oy | [[; P | o2 | II; Q;) = vnwm.(o | []; Pio | [];@j0).
The result holds for parallel composition. For the case 7 (vz.A,) = vn.(o,{P;},)
where T (A,) = vn.(oc U {M/z},{P;},), by induction hypothesis we have A, =
vn.(o | {M/z} | T], P;). Since P; are applied,  will not occur in ¢ or P;. Hence
we have vz . A, = vaewvn.(o | {M/z} | [, ) = vn.(o | [[; P;) and T (vz.A,) =
vii.(o, {P.},).

Lemma 57. If T(A,) ~vn(o,{P,;},) then A, = vn.(o | [], P:).

Proof. The proof goes by induction on the number of rewriting steps of ~. When the
number is zero, it is Lemma Assume T (A,) ~ vm(o’,{P/},) ~' vi(o,{P;},).
By induction hypothesis A, = vm.(o" | []; P/). According to Definition [12} we can
easily see that vm.(o’ | [[, /) = vn.(o | [[; Pi). Hence A, = vn.(o | [[; P).

Lemma 58. If A, is closed and T (A,) = A with fu(a) C dom(T (A,)). Then there
exists a closed A" such that A, == A’ and T(A.) ~ A.

Proof. We take the case for the expansion of replication as the example here. The other
cases are similar.
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Assume T(A,) = vi.(0,{Q;}, U{!P.}) = vn.(0,{Q;}, U{!P., P.}) = A. By
Lemma we have A, = vn.(o ['P, | [, Q:)- Hence A, = vn.(o |'P, | [, Qi) —
vn.(o | P, 'P, | T]; Qi) = Al. Assume T (P,) = vm.(0), Q) for some m, Q. Since
T only pulls out name binders and split parallel compositions for P,., we can see that
T(A;) = via,m.(0,{Q;}; U {!P.} U Q) ~ A. Since A, is closed, we know that
T(A,), A and A are also closed.

Corollary 59. If A, is closed and T (A,) == A with fv(a) C dom(T (A,.)). Then
there exists a closed A’ such that A, == A’ and T(AL) ~ A.

Proof. By repeated applications of Lemma [58]and Corollary

Lemma 60. Static equivalence =4 on pure extended processes is closed under ~.

Proof. Since ~; is symmetric, it is sufficient to prove ~;~ C ~,. The proof goes
by induction on the length of derivation sequence for ~. When the length is 0, the
result holds trivially. For the inductive step, w.l.o.g., we may assume A ~, A’ ~
B ~! C. By the induction hypothesis, we have A ~, B. Now we show A ~, C.
We can easily check A =2, C holds for the cases when the rewriting B ~! (' is on
restricted names or parallel composition. For the term rewriting case, assume B =
vn.(c{M/z},P{M/z}) =~ vn.(c {N/z} ,P{N/z}) = C and M =; N. Then
for each © € dom(A) we have o {M/z} () =5 0 {N/z} (x). Let A = vm.(o’,P’).
Since A ~; B, for any Ny, Ny with name(Ny, No) N {n,m} = 0, Nyo' =5 Nao’
iff Nyo {M/z} =5 Nao {M/z}. Since M =y, N, Nyo {M/z} =x N1o{N/z} and
NQU {M/Z} =5 NQO’ {N/Z} Thus N10’ =5 NQO/ iff Nld {N/Z} =5 NQO’{N/Z}
Therefore A ~, C.
The transformation function =4 preserves static equivalence.

Lemma 61. Let A, and B, be two closed extended processes. Then A, =~, B, iff
T(Ar) =5 T(By).

Proof. Let T(A,) = vni.(01,P1) and T(B,) = vna.(02,P2). According to the
definition of 7, we can see that ¢(A,.) = vny.01. Whenever ¢(A,.) = vm.o, we have
that vm,.01 = vm.o. Using Lemma we have v11.01 ~ vm.o*.

1. (<) Let M, N be two arbitrary terms with var(M, N) C dom(A,) and Mo =y,
No for some ¢(A,) = vm.o. Since =y, is closed under the application of substitu-
tions, we have Mo* =5 No*. From vng.oy &~ vnj.o; >~ vm.c*. By Lemma
we have vng.09 &5 vm.o*. Thatis to say Moy =5 Noa. From ¢(B,.) = vig.oq, we
know A, ~ B,.

2. (=) Let M, N be two arbitrary terms. Assume Mo, =y No;. We need to show
Moy =5 Nos. Since vnq.01 = ¢(A,.). By the hypothesis A, ~ B,., there exist m, o
such that ¢(B,) = vm.o and Mo =5 No. Since = is closed under substitution,
it holds that Mo* =5, No*. From vm.c* ~ vf,.05. By Lemma [60] we obtain
vm.o* ~4 vng.oe. Hence Moy =5 Nos. Thus T(A,.) =, T(B,).
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The following proposition states that transformation 7 keeps labelled bisimilarity.

Proposition 62. A, ~; B, if and only if T(A,) ~; T(B,).

Proof.

1. («<=) We construct a set R on closed extended processes thus
R= {(AT'v BT) | T(A7) == T(B7) }

We show R C=y;. Suppose T (4;) ~ C =~; D ~ T(B,). In combination with Lemma
and Lemma @] we obtain the static equivalence part A, ~, B, immediately. We
are left to show the agreement between transitions. Suppose A, ~» A’ with fv(a) C
dom(A,). Clearly A,, Al . C,D are all closed. From Lemma [54] and Corollary
there exists C” such that C == O’ ~ T (A’), where C" is closed because C is closed
and fv(a) C dom(C) = dom(A,). From D = C, there exists D’ such that D ==
D’ =; C’. By Corollary [I5|and Corollary [59| we can deduce that there exists a closed

B! such that B, == B/ and T (B.) ~ D'. Hence (A, B.) € R.
2. (=) This direction is proved by constructing a set S on closed processes thus
S={(A4,B)|A~T(A:), Ay = B, T(B;) ~ B}.

We show S C ~. First, A ~; B follows from Lemma [6I] and Lemma [60} Suppose
A% A By Corollarywe have T(A,) == A; ~ A’. By Lemm we have
A, % AL and T(AL) ~ A; ~ A'. Since A, ~; B,, there is some B. such that
B, == B! ~; A'. By Corollaryand Corollarywe have B == B’ ~ T(B.).
Hence (A’, B') € S.

Now we start to prove that transformation 7 keeps observational equivalence. Re-
call that on closed pure extended processes, the observational equivalence ~=° is defined
exactly the same as in Definition |1| except that the evaluation context is pure, that is,
the context does not contain any cell name.

Lemma 63. Assume two closed pure extended processes A, B. If A ~° B then
A\z ¢ B\z for any variables Z C dom(A).

Proof. We construct a set R as follows
R = { (A\g, B\g) ‘ A ~° B, Zg dO’ITL(A)}

and we will prove that R C=. For the part related to |}, and =, we can easily
see that removing or adding any active substitutions does not affect |}, or =>. For
any evaluation context C, we can safely assume that fo(C) N Z = (). Otherwise we
can choose fresh variables = and let ¢ = {Z/Z} and have A\z = o(A)\z, B\z =
0(B)\z,0(A) =¢ o(B). Thus we have C[A\z] = C[A|\z C[B\z] = C[B]\z and
C[A] =° C[B]. Finally (C[A\z],C[B\z]) € R.
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Lemma 64. If A ~ B with A, B are closed pure extended processes. Then C[A]\z ~
C[B]\z for any closing pure evaluation context C and z C dom(A, B).

Proof. The proof goes by induction on the length of proof sequence for ~. When
the length is O, the result holds trivially. For the inductive step, w.l.o.g., we assume
A ~ D ~!' B. As stated before, we can safely assume that D is closed. By the in-
duction hypothesis, we have C[A]\z ~ C[D]\z. Now we will show C[D]\z ~ C[B]\z.
If the rewriting D ~' B is about restricted names or parallel composition, the con-
clusion clearly holds. Assume the rewriting is D = vm.(oc {M/x} ,P{M/x}) ~
vm.(c {N/z} ,P{N/z}) = B with M =5 N. Let C = vn.(o’,P’). We can
safely assume that x is fresh (otherwise we can use a-conversion). Then C[D]\z =
vn.vm.(o'c {M/x}Uo\z {M/x} , P{M/x}UP'c {M/x}) ~ vn.vm.(o'c {N/x}U
oz {N/z},P{N/x} UP'oc{N/z}) = C[B]\z. By transition, we get C[A]\z =~
C[Bl\z-

Proposition 65. A, ~ B, implies T (A,) ~° T (B,).

Proof.
S={(A,B)|A~=T(A;), A, =B, T(B,)~ B}

1. First we show that A |, implies B |},. By Corollary [I5] and Corollary [59] we
can see that A, |},. From A, ~ B,, we have B, |},. Then from Corollary @] and
Corollary [I5] we have that B |},,.

2. Assume A = A’ then we will show that there exists B’ such that B =—> B’ and
(A’,B’) € 8. By Corollary[15]and Corollary [59] we have A, = A/, with T (A]) ~
A’. From A, = B,, there exists B.. such that B, = B, ~ A!.. By Corollary [55|
and Corollary [15] we know that there exists B such that B = B’ ~ T (B,.). Hence
(A',B’) € S.

3. For any C we need to show that (C[A],C[B]) € S. Assume C = vl.(o, {P;},). Let
¢, = vi(o | IL; P | [-]). Then we can easily see that 7(C,[A,]) = C[T (A,)] and
T(Cr[B,]) = C[T(B,)]. Since A ~ T(A,) and B ~ T(B,), by Lemma 64} we have
C[A] ~ C[T(A,)] = T(C:[A]) and C[B] =~ C[T(B,)] = T(C.[B,]). Since = is
closed by evaluation context, namely C,.[A,] ~ C,.[B,], we know that (C[A],C[B]) €
S.

Proposition 66. For two closed extended processes A, and B, in applied pi calculus
3, T(A,) ~¢ T(B,) implies A, ~ B,.

Proof. We construct the following set
R={(Ar,B,) | T(A;) =~~~ T(B,)}.
B

and we will show that R C~. Assume 7 (4,) ~ A ~°
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1. First we prove that A, |}, implies B, {,. By Corollary 53] and Corollary [I3} we
know that A |},. Since A ~¢ B, we have B |,,. By Corollary [15]and Corollary 59 we
have that B, {,.

2. Assume A, = A/, we need to show there exists B, such that B, =— B, and
(Al,Bl) € R. By Corollary [55| and Corollary we know A = A’ such that
T(A)) ~ A’. Since A ~¢ B, we have B =— B’ =¢ A’. By Corollary [15| and
Corollary[59] there exists B, such that B, = B. and T (B,.) ~ B'. Thus (A}, B.) €
R.

3. For any evaluation context C,., in case the bound names are not pairwise distinct or
different from the free ones, we can use a-conversion to C,.[A,] = Cl.[0(4,)],C.[By] =
C.lo(B;)]. Then we will have a new sequence 7 (0(A4;,)) = o(T (A,)) ~ o(A) =°
o(B) ~ o(T(B,)) = T (o(B,)). Hence we assume that the bound names of C,. are not
pairwise distinct or different from the free ones. Assume 7 (A,) = vm;.(o1,P1) and
T(B;) = vma.(o2, P2). By Lemma wehave T(C,) = vly, lo.(0, P), T(C/[A,]) =
vy, la, my. (0o U O1\z» Po1UP;) and T(CT[BTD =vly,la, mo.(0o2 U 02\%» Poy U
Ps). Let C = vy, ls.(0,P). Hence T(C.[A;]) = C[T(A,)\\z and T(C,[B;]) =
C[T(By)\z- Since C[T (A;)] =¢ C[T (B,)], by Lemma 63| we have C[T (A,)]\z ~°
C[T (B,)]\z- Hence (C.[A,],C.[B,]) € R.

Theorem 21} For two closed extended processes A, and B, in applied pi calculus [3]],
1. A, and B, are labelled bisimilar iff 7 (A,) ~; T(B,).
2. A, and B, are observationally equivalent iff 7 (A,) ~¢ T (B,);

Proof. This is a direct corollary of Proposition[62] Proposition [65]and Proposition [66]
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