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Agent-based modelling of
high-speed railway
interdependent critical
infrastructures facing physical
and cyber threats

Pattrapon Kongsap and Sakdirat Kaewunruen*

School of Engineering, University of Birmingham, Birmingham, United Kingdom

Globally, high-speed rail systems serve nearly 2 billion passenger-km daily. By
virtue, they are a critical infrastructure like telecommunication and power
networks. Accordingly, they become a catalyst for societal and economic
growth stemming from the mobility business. The highspeed rail operations
are very complex and interdependent, owing to the escalated demands for long-
distance interconnected transportation. In recent years, there have been
unreasonable delays for passengers as a new norm due to unfortunate train
cancellations and relaxation of mobility performance requirements. Therefore,
accurate measurements, monitoring and prediction of disruptive impacts and
service performance metrices are indispensable. Within the scope of high-speed
rail services, this paper examines how agent-based and multi-agent-based
models are utilized to address such the challenges. Our findings reveal that
the current use of agents ormulti-agentmodels has some limitations for practical
applications. Previous studies showed that mathematical methods to assess the
resilience of critical infrastructures, railway scheduling, and vehicle dispatching
can yield more satisfactory outcomes, although the approaches can be relatively
time-consuming. In contrast, agent-based and multi-agent-based models can
shorten processing time and uncover disruptive eventsmore promptly. The paper
thus showcases several emerging concepts, including i) the utilization of big data
for crisis management, ii) interconnectivity analysis of high-speed rail
infrastructures, and iii) enhancement of transport resilience. In addition, our
findings identify the most influential agents and their possible applications to
enhance systems resilience of highspeed rail networks when dealing with
unforeseen physical and cyber threats.

KEYWORDS

high-speed railway, agent-based model, multi-agent based model, uncertainty, and
disruption, systems resilience

1 Introduction

Railway networks are generally considered as a critical transport infrastructure and an
essential catalyst for a nation’s economy since their services can efficiently mobilise both
people (via passenger trains) and goods or resources (via freight trains) (Baldini et al., 2010).
Many countries have further developed and constructed high-speed rail systems (HSR),
because of its high traffic capacity and sustainability, with economic growth potentials and
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improved safety as positive by-products (Nunno, 2018). In fact,
public rail transportation networks have been expanding rapidly in
many big cities and developing countries. The network expansion is
commonly to resolve constantly increasing passenger demand and
reducing capacity constraints, which are the challenges that modern
urban transportation services must deal with (Shiwakoti et al., 2018).
Simultaneously, the developed public transport and high-speed
railway systems need to be attractive and create added value for
passengers and potential users, which underpins a pillar of
sustainability (Kaewunruen et al., 2019; Kaewunruen et al., 2023).

Many passengers worldwide make use of rail services, which are
approximately 2.1 billion passengers per kilometer or equivalent to
11.5 billion tons per kilometer (UIC, 2017). Rail transportation,
especially within ‘urban areas’ or ‘cities’ so-called “capillary
metropolitan systems”, has proven to be a backbone for residents
to mobilise around the cities. This is evidenced by the fact that over a
million passengers travel on a railway system daily, such as in Tokyo,
London, and New York (Starita et al., 2022). Accordingly, expansion
of railway lines and networks is particularly important in developing
nations to increase capacity and reduce traffic congestion. This mega
trend can be observed in various economic corridors. For instance,
Bangkok, Thailand’s capital, plans to expand the length of its mass-
rapid transit (MRT) line from 159 km to more than 400 km
(Kunadhamraks, 2015). Additionally, the State Railway of
Thailand (SRT) plans to upgrade its existing railway tracks for
high-speed trains connecting three airports, namely, Don-Muang,
Suvarnabhumi, and U-Tapao. This highspeed airport-links line is
220 km long with 9 stations from Don-Muang to U-Tapao
(Sresakoolchai and Kaewunruen, 2020). It has been estimated
that 140,000 passengers will use this line daily (Weerawat et al.,
2020; James, 2023).

Over the past decades, many passengers have traveled by either
commuter rails or HSRs. However, due to the complexity and
interconnectivity of infrastructure systems, the rapid expansion of
railway networks can also increase vulnerability of customers to
disruptions (e.g., strikes of train drivers on the network). Although a
major disruption does not occur often, it has a greater influence on
the interconnected transportation system (e.g., passengers cannot
travel across rail routes). Analogously, the interruption on the high-
speed rail system may result from either internal or external factors.
It may cause cancellation of operations and services, broken
infrastructures, and direct or indirect injuries and deaths due to
accidents or derailments (Mattsson and Jenelius, 2015; Szymula and
Bešinović, 2020). Disruptions to the rail system can seriously affect
the economy and security of a particular country and/or even a
larger region, like the European Union. A serious rail infrastructure
failure in one European country may affect several other countries
(Baldini et al., 2010). For example, train disruptions in Lille can
affect HS1 trains (in London) travelling to either Paris (France) or
Brussels (Belgium). In addition, natural disasters, terrorism,
temporary station closures, man-made disruptions (e.g., strikes,
unplanned repairs), and railway accidents render any disturbance
in the train networks caused by the offline schedule meaningless
(Dalapati et al., 2016). Such the uncertainty in the railway track
systems is frequently found to associate with broken rails, signaling
systems, network management, weather and infrastructure, and
external fires (Office of Rail and Road, 2021). When focusing on
a specific high-volume transportation system, such as the high-speed

rail networks, disruptions may be brought on by unnecessarily
lengthening travel times and adding unplanned penalties and
carbon footprint (Rungskunroch et al., 2021a; Rungskunroch
et al., 2021b). These service cancellations can also result in higher
operating costs and dramatically reduced equitable access to
destinations and activities.

The rolling stocks and crew management have always been
critical factors in disruption recovery management. Sometimes the
customer feedback was integrated with the staff report to illustrate
the impacts of disruption (Stelzer et al., 2016). Controlling any
disruption is feasible to a certain extent by using advanced sensing
and monitoring, preventative maintenance, and risk-based
adaptation, for instance. However, in many cases, the disruption
can be very challenging, and the protection against it will require
extra worst-case scenario analyses in a virtual simulation system
(e.g., digital replica, mathematical models, etc.). To do so, the most
significant efforts include the robust data collection, calibration of
essential parameters, requirements and rules, development of
passenger behavior models, and examination of evacuation plans
at railway or metro stations. In addition to the necessary parameters
and requirements, many researchers (e.g., by Jiang et al., 2012; Aziz
et al., 2018) had also included flow rate and density, boarding time,
station capacity, arrival, and interarrival distribution in their worst-
case disruption analyses.

In practice, agent-based models have been used to investigate
and simulate agent behaviors, which can be applicable to various
sectors. For example, in the healthcare sector, to observe the spread
of a virus, the marketing team developed an agent-based simulation
to investigate the customers’ behavior patterns toward the product
distribution. In contrast, only until recently, an agent-based model
has been applied in the critical infrastructure sector. For instance,
Aziz et al. (2018) explored the social interaction effects of the New
York City boroughs with different agent interactions. Another study
by Thompson et al. (2017) verified the efficacy of a representative
model and simulated putative behavioral mechanisms connected
with cycling and vehicle interactions. The agent-based study
considered the interplay between expected behavioral
infrastructure and procedures that promote safety among bikers.
In addition, an agent-based model was developed to quantify the
influence of human performance on infrastructure operations (Nan
and Sansavini, 2016). Jacobsen et al. (2015) further illustrated a
benefit of agent-based models (ABMs) for investigating population-
level bicycle security and infrastructure challenges. It showed an
ability to simulate disaggregated populations that give birth to
macro-level phenomena. This study emphasized the impact of
the agent-based model on the scenario-based analyses of the
critical infrastructure firms.

The advantages of using agent-based modeling (ABM) over the
other modeling techniques can be expressed in three aspects: 1)
ABM can catch the emergent incident; 2) ABM presents a natural
system description; and 3) ABM is comparatively flexible. ABM can
also identify an emergent incident agent (Bonabeau, 2002). Within
the context of high-speed railways (HSRs), however, it is essential to
emphasize the importance of the primary infrastructures and assets
(as agents). Unquestionably vital is a deeper understanding of the
operation of the transportation network during disruptions, which
can be defined by the interaction amongmulti agents. Disruptions in
HSRs comprise a variety of events that can have a significant impact
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on the system’s operations, resulting in increased operational costs
and potential repercussions for passengers and the community.
These disruptions may result from a variety of causes, including
equipment failures, power interruptions, natural disasters, and even
human error. Consequently, the seamless operation of the rail
system may be compromised, resulting in passenger
inconvenience, decreased customer satisfaction, and potential
economic losses for both the rail operator and the broader
community. Thereby, the main objective of this study is to
conduct the state-of-the-art review of knowledge on the practical
application of ABM to highspeed rail research questions, with
special attention to 1) practical applications using real-world
data, 2) knowledge and research gaps, and 3) future research
avenues. In this critical literature review, we systemically analyse
the agent-based modelling and simulation techniques used (found in
57 pertinent rail transport studies) and address key knowledge and
research gaps. It is surprisingly found that there is only a research
article that explicitly adopted agent-based modeling to simulate
high-speed rails (Shen et al., 2015).

Our technical assessment also reveals that very little is known
about i) railway integration aspects, ii) systemic railway operations,
iii) optimal modeling frameworks of such ABMs, and iv) complex
interaction among multi agents assumed in railway operations.
Therefore, this paper unprecedentedly highlights new
fundamental information and knowledge gaps to better
understand the high-speed rail agent-based simulations with
potential applications in practice. This paper will outline the
methodology to search, determine, and select fifty-seven pertinent
publications in open literature sources. Then, it provides a summary
of key statistics derived from the chosen publications and delves into
the various research questions tackled in this study. Lastly, it
encompasses concluding remarks and outlines future research
directions.

2 Research methodology

This state-of-the-art review primarily focuses on the agent-
based railway transportation model and critically analyses related
open literature based on direct search engines. Web of Science,
Science Direct, and Google Scholar are the key globally largest
databases selected to conduct a comprehensive overview with
systematic searching for research articles. The systemic procedure
of literature search is shown in Figure 1. The literature search is done
by the following.

In the initial step, a combination of keywords, including “agent-
based model (title),” “agent-based model (title) and rail* (title),”
“agent-based model (title) and transportation (title),” “agent-based
model (abstract) and rail* (abstract),” and “agent-based model
(abstract) and transportation (abstract)” have been used in the
search engines in the Web of Science within the core collection
with the details shown in Figure 2. Additionally, the authors have
carefully reviewed the agent-based model of each research paper.
Approximately 65 papers have initially been found on the
transportation literature search in our analysis. Following a
thorough search through across all 65 papers, a remaining of
57 papers have been selected for further critical analysis. There
are no other papers that qualify according to the search results. It is
also found that the publication trend slightly increased in the past
decade, as shown in Figure 3. It is clear that the applications of
ABMs to the railway industry sector are emerging and trending.

3 Bibliometric analysis results

3.1 Review result (review statistical)

Table 1 summarizes the essential information of the open
literatures. It is found in Table 1 that the 57 papers were
published across a variety of journals and publication platforms,
such as Proceedings of The Transport Research Board (TRB)
Annual Conference, Physica A, International Conference on
Intelligent Transportation Systems (ITSC), Mathematical
Problems in Engineering, Transporter A: Transport Science,
Transportation Research Part C, Transportation Research
Procedia, and Transportation Research Record (TRR). Four
papers were primarily published on Transportation Procedia. It
can be seen from Table 1, that 29 papers out of 57 applied ABM to a
public transportation system, including light rail, subway, railway,
station, platform, rail-freight, and HSR. Twenty-eight papers out of
57 were related to other modes of transport. Table 1 demonstrates
the diversity of research focuses and aims where previous research
activities with respect to ABMs have been placed on. The majority of
previous studies have not been applied to the railway industry
in practice.

Based on Figure 3, it becomes evident that the numbers of
publications encompassing 2002 and 2023 have a total of 160. Based
on the preliminary findings, it can be remarked that the research on
agent-based model applications to rail or high-speed rail
commenced in 2002 and has been steadily increasing over the
years, particularly since 2013. Recent studies have highlighted the
fact that there has been a surge in the interest of scholars in this field
over the last period. The majority of sources, amounting to almost

FIGURE 1
Literature search procedure to assess criticality and intensity of
agent-based modelling in highspeed railway research.
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80 percent, have been published since 2014. With the
implementation of various high-speed rail systems and the wider
use of ABM, it is anticipated that these research trends will
experience a remarkable increase in the coming years.

Table 2 displays a concise overview of the main focuses in this
study, which comprehensively covers a wide range of key areas with

respect to some of previous literatures. There are several research
areas that need to be considered, such as queue information, driver
behavior, user behavior, planner decision, passenger behavior,
service quality improvement, evacuation, service and
maintenance, and socioeconomic factors. It is clear that the
emphasis of previous studies was predominantly placed on end

FIGURE 2
Refined results from the Web of Science (Last update in March 2023). This shows the number of publications associated with the keywords.

FIGURE 3
Publication trend in agent-based modelling for railway research (Last update in March 2023). This shows the emerging trend of ABM applications to
railway industry sector.
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TABLE 1 Classification of transport modes among previous agent-based modelling studies found in open literatures.

No Study Platform or
station

Rail-
freight

Subway/Metro/
tram

Urban-rail
transit

Rail HSR Others

1 Martens et al. (2008) /

2 Lee and Wong (2016) /

3 Kasture and Nishimura (2016) /

4 Li et al. (2018) /

5 Zhang et al. (2021) /

6 Anand et al. (2016) / /

7 Barbet et al. (2022) /

8 Chen et al. (2022) /

9 Narayan et al. (2017) /

10 McDonnell and Zellner (2011) /

11 Jin et al. (2008) /

12 Koryagin (2015) /

13 Monteiro et al. (2014) /

14 Khanh et al. (2017) /

15 Ma et al. (2016) /

16 Renna et al. (2021) /

17 Su et al. (2019) /

18 Matteis et al. (2016) /

19 Abourraja et al. (2017) /

20 Reis (2014) /

21 Reyes and Cipriano (2013) /

22 Li et al. (2021) /

23 Cong et al. (2022) /

24 Hassanpour and Rassafi (2021) /

25 Leng and Corman (2020) /

26 He et al. (2020) /

27 Zhou et al. (2020) /

28 Yin et al. (2019) /

29 Makinde et al. (2019) /

30 Ilahi et al. (2019) /

31 Ma et al. (2017) /

32 Scheltes and de Almeida Correia
(2017)

/

33 Coxon et al. (2015) /

34 Verma and Pattanaik (2014) /

35 Holmgren et al. (2012) /

36 Holmgren et al. (2014) /

37 Muravev et al. (2021) /

(Continued on following page)

Frontiers in Built Environment frontiersin.org05

Kongsap and Kaewunruen 10.3389/fbuil.2024.1249584

https://www.frontiersin.org/journals/built-environment
https://www.frontiersin.org
https://doi.org/10.3389/fbuil.2024.1249584


users, passengers and drivers. Table 2 serves as an all-inclusive point
of reference, effectively drawing attention to the various aspects that
have been addressed throughout the study.

Table 3 presents a comprehensive summary of evaluation types
related to the ABM simulations. The types of evaluations are directly
related to the agent-basedmodel. In order to encompass a broad range of

critical aspects in reality, the simulations need to consider policymakers
and decision-makers, the effects on rail systems, integration of agent-
based modeling and discrete event simulation (ABMS with DES), and
the priorities into efficiency and productivity. Based on the critical
review, it is clear that both policy and decision makers are the
influential factors for the agent-based models.

TABLE 1 (Continued) Classification of transport modes among previous agent-based modelling studies found in open literatures.

No Study Platform or
station

Rail-
freight

Subway/Metro/
tram

Urban-rail
transit

Rail HSR Others

38 Othman et al. (2015) /

39 Ambra and MacHaris (2020) /

40 Zou et al. (2021) /

41 Li and Jianwei (2007) /

42 Morri et al. (2021) /

43 Alexandrov et al. (2019) /

44 Zhang (2021) /

45 Gambardella et al. (2002) /

46 Chen. (2022) /

47 Fujii et al. (2017) /

48 Zhang and Yi (2013) /

49 Pan et al. (2021) /

50 Xi et al. (2011) /

51 Tang et al. (2022) /

52 Shirzadi Babakan et al. (2015) /

53 Matsiuk et al. (2021) /

54 Zhu et al. (2016) /

55 Shen et al. (2015) /

56 Talekar et al. (2020) /

57 Calabro et al. (2020) /

TABLE 2 Classification of study focus areas with difference services derived from previous references listed in Table 1.

ABM scope and focus Publication number (based on the list of references in Table 1)

Queue information 2

Driver behavior 1, 3, 4, 5, 6, 8, 14, 18

User behavior 7, 9, 10, 11, 12, 13, 15, 17, 19, 20, 21, 22, 25, 26, 27, 29, 30, 32, 34, 35, 36, 37, 41, 42, 47, 48, 51, 54

Planner Decision 16

Passenger behavior 23, 24, 28, 31, 33, 44, 46, 50, 52,53, 56, 57

Service quality improvement 38, 45

Evacuation 40, 49

Service and maintenance 43

Socioeconomic 55
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TABLE 3 Classification of model evaluation types derived from previous references listed in Table 1.

ABM assessment target, or purpose Publication number (based on the list of references in Table 1)

Policies maker 1, 3, 9, 12, 13, 18, 19, 21, 24, 26, 28, 29, 30, 32, 36, 40, 43, 46, 47, 48, 49, 52, 54, 55, 56

Decision maker 2, 4, 5, 6, 7, 8, 10, 11, 14, 15, 16, 17, 20, 22, 25, 27, 31, 33, 34, 35, 37, 38, 41, 42, 44, 50, 57

Identified affected on rail 23

ABMS with DES 45

Efficiency improvement 51

Productivity and efficiency improvement 53

FIGURE 4
Overview clusters of the network maps, demonstrating the contour of density of ABM research targets and aims.
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The most recurring keyword maps are illustrated in Figure 4. To
identify the most-influential keyword occurrence (i.e., a set of
10 critical factors), VOSviewer plot has been established and has
identified potential 40 keywords that meet the threshold. As shown
in Figure 4, those keywords have been divided into three clusters.
Cluster analysis in VOSviewer has been conducted based on the
minimum distancing between keywords (i.e., the most relevant
keyword that falls into one cluster). Consequently, the five closet
keywords across those three clusters can be determined as follows: 1)
model, agent, case study, decision, and distribution; 2) railway,
algorithm, route, transportation system, and simulation result; 3)
service, performance, transportation, factor, and cost. A conclusion
can be drawn that the first cluster represents user satisfaction, the
second cluster represents transportation mode, and the last cluster
represents agent decision making.

The structure of linkages has been further investigated by
applying the VOS clustering technique, which is related to the
technique of modularity-based clustering (Eck and Waltman,
2018). This algorithm has generated seven clusters.
Representation of a member in a cluster is identified by colored
point, i.e., all points with the same color are members of a cluster.
Figures 5, 6, are illustrated to uncover new insights into the
intellectual structure of the dominant research field of the ‘agent-
based model’ in Year 2022. Based on the findings presented in
Figure 6, it is evident that there are certain keywords frequently
appearing in the cluster analyses. There are several essential
keywords that are worth mentioning here, including model,
agent, service, railway, factor, and decision. Based on this
information, a search for a novel agent-based model for high-

speed railways can be embarked on. The representative keywords
provide an excellent insight for better understanding into the
intellectual delineation in the research field. Customer
satisfaction, transportation mode, and agent decision making are
the fundamental representative of each cluster. Interestingly, our
analyses reveal that ABMs is the core of the whole network agent-
based model and transportation keyword representative for cluster 1
(dynamics). Degree centrality is frequently used as a measure to
identify the representative keyword. As such, further centrality
measures have also been taken for each representative keyword
to have more informed insights.

For the degree centrality analyses, keywords use in three clusters
are follow: Label addition, application, approach, article, change,
city, day, decision, development, effectiveness, efficiency,
environment, evaluation, experiment, impact, implementation,
increase, individual, location, mechanism, methodology,
modeling, multi agent, number, passenger, person, platform,
policy, problem, railway station, research, road, simulation, result,
solution, stakeholder, station, subway, subway station, term,
train, type, work.

The bibliography and the overlay density illustrated in Figure 6
show the agent-based model and transportation keywords with the
network map generation tool in VOSviewer recent keyword clusters
connected to the agent-based model are social force, machine
learning, calibration, evacuation, impact, ecology, and policy.
Based on the key open literatures tabulated in Table 1, most of
the literatures are based on the policymaker and decision-making
process for both driver agent and passenger agents. Thus, based on
Figure 3, the publication trend on this research topic related to

FIGURE 5
Bibliography keywords, illustrating the interconnectivity of key research aims found in the previous ABM studies.
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agent-based model within the transportation firm especially in rail
transport is very limited where the number of publications per year
is less than 20 publications. Therefore, after scrutinizing core
publications, it is found that most of the past studies focused on
the evacuation process by using the users’ behaviors to
create the ABM.

3.2 High-speed rails and related factors for
ABMs in terms of passenger rail transport

The development of high-speed rail systems has become
increasingly important as a means of modernizing and improving
passenger rail transport globally. Various studies have been
conducted to investigate a variety of different aspects and
sociotechnical purposes of high-speed rail systems. One of the
main aims of this state-of-the-art review related to high-speed
rail systems is to understand the economic impact of these
systems on local and regional economies. High-speed rail systems
have the potential to create jobs and stimulate economic growth in
areas where they are implemented and operated. Previous studies

mainly investigated ways in which high-speed rail systems can
improve connectivity between regions and promote development
of tourism, industry, and commerce.

Another important aspect of high-speed rail systems is its superior
environmental sustainability compared to other modes of
transportation. Recent studies have looked at the ways in which
high-speed rail systems can reduce carbon emissions and help
mitigate the negative environmental impacts of transportation
(Sresakoolchai and Kaewunruen, 2023a; Sresakoolchai and
Kaewunruen, 2023b). In particular, high-speed rail systems have the
potential to significantly reduce emissions associated with air travel, a
major contributor to climate change (Liu et al., 2021). Ensuring safety
and security on high-speed rail systems is another aim of studies related
to passenger rail transport. Several studies have examined the technical
and procedural measures that can be taken to improve safety, such as
improved signaling systems and staff training. Additionally, some
studies have also looked at ways to address security concerns,
including screening procedures and the potential use of biometric
identification technology, or even the spread of coronavirus (Liu
et al., 2020). Furthermore, user experience and passenger satisfaction
with high-speed rail travels are also important aspects of research in this

FIGURE 6
Overlay density to define the criticality and intensity of agents adopted for ABM studies.
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field. Past studies examined factors that influence passenger satisfaction,
such as cleanliness, comfort, and accessibility. Understanding user
experience is a precursor to developing systems that are efficient,
affordable, and attractive to riders. Integration of high-speed rail
systems with other modes of transportation is another area of study,
looking at how high-speed rail can be used in conjunction with other
transportation modes to provide a seamless travel experience. This
includes exploring how high-speed rail can connect with public transit
systems, through connecting flights and other ride-sharing options.

In addition, accessibility and equity in high-speed rail travel is also
an important area of study, which examines how high-speed rail can be
made accessible and affordable to all members of society. This includes
issues related to pricing, route planning, and accommodation for people
with disabilities. Advancements in high-speed rail engineering and
design is another aspect of research in this field. Previous studies
assessed various ways to improve the efficiency, speed, and reliability
of high-speed rail systems through technical innovations such as
magnetic levitation and new propulsion systems. Comparative
studies of high-speed rail systems in different countries or regions
are also important to evaluate the potential benefits and challenges of
implementing these systems. This includes examining the different
approaches taken by different countries in terms of funding,
subsidization, planning, and implementation of high-speed rail
systems. Also, political and regulatory considerations are
instrumental to the development and implementation of high-speed
rail systems. Past studies investigated different policies and regulations
governing high-speed rail systems, and the ways in which they impact
the feasibility and success of these systems. Accordingly, various aims
and aspects of high-speed rail systems demonstrate the multifaceted
nature of passenger rail transport research. Apparently thatmulti agents
will be required to capture and model the interaction among various
critical factors (from infrastructures, assets, operations, passenger
behaviors, actors’ and decision makers’ requirements/KPIs, and
disruption potentials). Future studies in this research theme will be
critical to understanding how high-speed rail can best be utilized to
improve public transportation for people around the world.

3.3 Variable use in the ABMs

According to the employed data and currently developed ABMs,
previous studies had implemented different variables on
disaggregated and aggregated levels. Some studies considered
virtual distribution functions for variables instead of directly
measuring them through recorded data or self-reported methods.
Based on the assessments in Figures 5, 6, the following categories of
variables can be adopted and embedded in the ABMs for the HSR
research: i) passengers, i) train agents, iii) station platform, iv)
railroad, v) travel distance and frequency, in the case of
evacuation process vi) lead, panic, and ordinary agent type.

3.4 Development policy and
decision scenarios

52 percent of the previous studies had been conducted to
consider a few coupling factors for different scenarios, whilst the
other studies had simulated only the passenger behavior affected by

rail situations. Our literature analyses show that most of the
scenarios used in ABMs had been designed to investigate the
effects of different variants (or agents) to assess the operational
effects or consequences with respect to: a) customers or passengers’
satisfaction, b) rail’s agent decision, c) services reliability, d) decision
making process during emergency evacuation.

3.5 Various types of data collection and
sensor to collect data

The transportation industry has always been a significant
contributor to the economy for every country. To maintain the
reliable functioning of the transportation systems, it is essential
to understand behaviours, goals/purposes, and activities of
passengers. Therefore, our analyses reveal that various data
analytic approaches and techniques have been employed to
derive useful insights and information about passenger
behaviours. These insights were targeted to policymakers and
authorities to make necessary changes to improve the railway
system’s efficiency and effectiveness.

There are numerous different approaches employed to model
the travel behaviours of passengers and to measure behavioural
changes at an individual level. These approaches include machine
learning, statistical analysis, and agent-based modelling. Many
researchers had specifically analysed various factors affecting
passenger behaviours, such as demographics, socioeconomic
status, trip characteristics, and external factors like weather
and traffic.

To collect essential data about passenger behaviours and
activities, various sensors and sensing technologies were used in
the previous studies. These sensors include Automatic Fare
Collection (AFC) systems, Global Positioning Systems (GPS),
and CCTV cameras. The data collected from these sensors can
be analysed to identify passenger patterns, trends, and
behaviours.

In the railway systems, Automatic Fare Collection (AFC) and
Closed-Circuit Television (CCTV) are two commonly used systems
to collect data on passenger behaviours and activities. AFC is a
system that records passenger entry and exit at a railway station, and
the ticketing information is stored in a central database. This data
can identify regular passengers who purchase monthly travel passes
instead of infrequent travelers who purchase one-time tickets. By
deep diving into this data, railway authorities or operators can
identify patterns in passenger behaviours and predict
future demands.

CCTV is another important tool used to collect data on
passenger behaviours. The cameras installed at the railway
stations can capture footage of passengers moving through the
station. This information can be used to analyse passenger flow,
measure passenger speed, and identify areas where congestion may
occur. By decoding CCTV footage, railway authorities and operators
can identify potential safety hazards and take appropriate measures
to prevent accidents (Alawad and Kaewunruen, 2023).

Overall, the insights derived from the analysis of passenger
behaviours and the activity data can help railway authorities,
operators and service providers to make informed decisions and
optimise the transportation system’s performance.
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3.6 Regional of study

About 40% of the previous researches were emphasised on
European nations in terms of the geo-graphical dispersion of case
studies. With 20% of all previous studies, the United States is a single
country with the largest percentage in the world. When it comes to
the use of agent-based model and simulation studies in the context
of railway and transport, China (15%), France (15%), Portugal
(10%), Israel (5%), Taiwan (5%), Russia (5%), Vietnam (5%),
Italy (5%), Singapore (5%), Germany (5%), and Chile (5%) come
in close second. These results suggest that the majority of the
research related to transport infrastructure modellings had been
carried out predominantly in Western nations. However, it seems
that many Asian nations place relatively less emphasis on the use of
ABMs in railway and transport studies.

3.7 Uncertainty context on the simulations
and behaviors

The term “uncertainty” refers to the scenario or situation that is
not known, specifically on the likelihood or the consequence of the
occurrence of each state of nature (Bae and Wineman, 2016).
Combining dynamic, stochastic, and unobserved elements in the
simulation processes creates unknown attributes or uncertainty. For
uncertainty analysis, three factors can be explained: i) the dynamic is
a background of a changing over space and time; ii) the stochastic
must involve fundamental randomness; iii) the unobserved attribute
must be invisible from the data. A railway network system is a good
example of a system that possesses uncertainties in the real world.
Whenever a train arrives at a rail station, the quantity of passengers
disembarking is not ascertainable, the amount of passengers waiting
downstream could not have been observed or precisely predicted,
and the consequences along the corridor can be random, e.g.,
occurrence of railway curve squeal noises (McCulloch et al., 2022).

The unexpected or unplanned maintenance is another
illustration of the unknown that is not clearly shown in the data.
To deal with this situation, the transit agency must find and correct
any unexpected service disruption quickly, which can be very costly.
Previous studies showed that, in many cases, it is unfeasible that
passengers could choose one of alternative routes promptly to reach
their destination (Kieu et al., 2020). Some researchers also conducted
studies to assess how train passengers react to disruptions. For
instance, previous research using Melbourne metro rail lines
highlighted the importance of passenger information system as a
key criterion for passengers during unplanned disruptions.
Passengers require prompt information about the length and
reason for delays and alternative travel options to plan their
journeys (Currie and Muir, 2017). These aspects were found to
be one of critical agents in the ABMs for disruption predictions.

3.8 Strategy to capture data and
passenger behaviors

Sensors or detectors that gauge features of passenger or vehicle
flows are often used in human monitoring systems, which then
communicate the pertinent information to a command center,

wherein the details are used to implement risk control and
management approaches. As an example, previous study
demonstrated that understanding traffic flows on a road network
can be beneficial to improve traffic signals that are reactive to flow,
while the number of users on public transportation vehicles can be
used for various tasks that require real-time scheduling/rescheduling
(Gallo et al., 2019). Similar technologies could be applied to the
ABMs for predictions within the railway sector.

To tailor the real-time monitoring strategy for a high-speed
railway or HSR (e.g., the airport rail link or ARL system), the
information from the turnstiles may be utilised to set up an
observation system or observatory for the whole HSR system.
This system can collect data on passenger travel patterns between
two or more different stops. When putting real-time strategies into
action such as either increasing or decreasing frequency of train
operations, choosing the makeup of the train (number of passenger
carriages), and arranging extra trips, such the big data from the
observatory can be of tremendous use to the HSR operators. The
number of passengers who board a train is a direct representation
of the amount of people that are passing through the station
turnstiles. Big data is gathered by an automated counting
system from the turnstiles across all HSR stations at regular
intervals. At each station where entry is monitored by
turnstiles, which can count the passengers entering and
departing the station without identifying their direction (in the
majority of existing stations), the total number of passengers can
be determined and predicted. These data sets could form the basis
for ABMs for operational predictions in HSRs.

3.9 Physical and cyber threats

Railway critical infrastructures are vulnerable to physical and
cyber threats that pose significant consequences. Cyber threats
targeting railway infrastructures are a growing concern. Nation-
states and denial-of-service hacks pose a danger and could cause
severe consequences (Henderson, 2023). Operational technology
systems are often targeted by cyber attackers, which can cause harm
to critical infrastructures and people as well as rail operations (Wang
and Liu, 2022). To counter these threats, the rail industry is actively
enhancing security measures. The combination of IT and OT creates
new security challenges that are difficult to overcome (Randy, 2022).
Recognizing the importance of cybersecurity, the industry is
focusing on the protection of its infrastructures. Keeping
industrial control systems and critical infrastructures functioning
normally is important (Yu et al., 2023). Many researchers are
currently working on assessing risks and uncertainties linked to
cyber-physical threats to transportation infrastructures. Several
frameworks have been developed to evaluate the integrated
effects of cyber and physical hazards on the operational integrity
of the railway systems (Konstantinos et al., 2020).

To ensure the uninterrupted and secured operation of rail
networks, it is essential to protect critical railway infrastructures
against physical and cyber threats. Adopting a holistic and
interconnected strategy is essential for effectively addressing these
complex challenges. Our studies suggest that ABM methodology
should incorporate various cybersecurity measures, systematic risk
assessment protocols, and constant vigilance to proactively predict
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and adapt to the landscape of emerging threats as it
dynamically evolves.

4 Discussion

A closer examination of previous study results in Section 3
indicates that the current state-of-the-art research trend can be
divided into different clusters. By clustering previous studies, we can
sort them conceptually into meaningful groups. Railway or high-
speed rail studies employing ABM can be conceptually categorized
into groups based on pivotal, technical aspects of previous studies
and ABM approaches, e.g., aims of the study or type of railway
transport (urban, HSR, subway, etc.), conceptual framework of the
model, and decisions making process of agents. A conceptual
clustering technique would be a starting point for further
research into agent-based modelling of railways or high-speed
rails (HSR). Future studies in this area can gain new insights into
how to establish the next-generation ABM framework for real-time
decision-making mechanisms driven by big data. Three aspects
(variables) with the following definitions have been considered in
conceptual clustering:

• The type of railway transport systems (e.g., urban, high-speed
rail, subway, etc.).

• The conceptual framework of the developed ABMs: theory-
driven versus heuristic.

• The decision-making mechanism of agents; utility
maximization or other approaches (e.g., psychological,
threshold, etc.).

An agent-based modelling (ABM) approach can significantly
enhance health and wellbeing at both individual and collective levels.
In an ABM, agents are represented by self-contained or self-
consistent algorithms implemented in computer programs that
interact with their environment and one another. These
algorithms can also be customised to describe rule-based
behaviours and modes of interaction between social entities that
are being observed (Bonabeau, 2002).

ABMs have proven to be advantageous in simulating the
consequences of individual activities and patterns of collective
groups related to environmental actions (e.g., extreme weathers
or environmental burdens). Such simulations can lead to risk
mitigation measures or strategies that can positively affect
individual and collective human behaviours. However, very few
studies have been devoted to obtain a deeper understanding into
complex mobility systems exposed to environmental stresses in the
specific urban context (Yang et al., 2018; Fu et al., 2023). In fact, the
systems resilience of complex, interconnected transport systems has
not been thoroughly investigated. To address this grand challenge, it
is crucial to develop an innovative and operational approach to
understanding human behaviours that integrate individual
characteristics within a mobility context. Through adaptive
multi-ABMs, substantive considerations of individual behaviours
can be fully integrated into coupling environment, development,
and sociotechnical management. By utilizing Agent-Based Models
(ABMs) as a fundamental framework, we will have the ability to
simulate and examine the actions of individual agents within a

specific environment, thereby capturing the complex dynamics that
influence real-world systems.

5 Concluding remarks and future
research direction

This study has conducted a systemic review with respect to the
applications of agent-based modelling and simulation paradigm to
transportation industry, with special attention to high-speed rail
systems. This systemic review highlights that the research field is
matured, with a wealth of well understood analytical methods and
algorithms, especially for public transport systems. However, a
closer examination of open literatures reveals several knowledge
gaps and shortcomings. According to the state-of-the-art review, the
following remarks on major remaining challenges and knowledge
gaps could be identified.

• The application of the ABMs has recently become a dominant
tool for considering complex systems such as the logistics and
supply chain, interdependent critical infrastructures, and
energy grids. Note that it has been used in social sciences
for the past decades.

• The nature of agent-based modelling adopts a bottom-up
approach, which means that the whole model is established
by considering the entire agent population. The agents can be
classified by their locations, behaviors, and interaction
between agents. The advantage of ABM is the ability to
impose an uncertainty component as an agent in the
model. For instance, climate change agents can be a better
mainstream model approach.

• The research challenge for ABMs is to deal with many types of
agents simultaneously in a single model. For example, vehicle
agents can be used in an ABM to interact with the high-speed
rail system. Those agents can be bicycles and the cyclists
(Bonabeau, 2002; Jacobsen et al., 2015; Nan and Sansavini,
2016; Thompson et al., 2017), the railway infrastructure
components, the railway station platforms (Szymula and
Bešinović, 2020), the railway speed (Mattsson and Jenelius,
2015), and multiple railway routes (Dalapati et al., 2016; Nan
and Sansavini, 2016). In addition, the agent-based model can
be combined with additional agents such as operation
efficiency (Stelzer et al., 2016; Aziz et al., 2018).

• Despite the very limited ABM application to high-speed rail
(HSR) domain, the capability of agent-based models provides
a distinct point of view towards further exploration and HSR
application.

• In order to establish an innovative AMB for HSR system, it is
necessary to combine all of the agents in a single model or
connect them using the multi-agent system technique.
Additionally, it should be pointed out that the utilization of
multi agent-based models for high-speed railway systems has
not yet been established. The main focus in this context is to
develop amulti agent-based model that will enable the analysis
of passenger behaviors in high-speed railway networks under
various scenarios. The railway network’s overall performance
can be significantly improved by identifying critical agents that
may have a significant impact.
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• The use of an agent-based model allows for the modeling of
individual passenger behaviors and their interactions with others
in the network. This type of modeling can help to identify key
factors that influence passenger behaviors and how they respond
to different scenarios. By avoiding the need to interrupt the entire
system, this approach can provide a more comprehensive and
detailed understanding of passenger behaviors.

• To enrich the agent-based model, real-world data collected
from high-speed railway networks and service providers
(AFC, CCTV, GPS data) are required. By combining these
data sets with the model, the researchers can predict a more
accurate and realistic representation of passenger behaviors
and interactions in high-speed railway networks.

This state-of-the-art review offers new insights into agent-based
modelling techniques, agent parameters, and uncertainty
quantification to improve the safety, resilience and efficiency of
high-speed railway networks.
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