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Abstract. In this narrative review, we investigate the potential opportunities and 
benefits, as well as the challenges and concerns of integrating the Internet of Things 

in healthcare. The opportunities include enhanced patient monitoring and 

management, improved efficiency and resource utilization, personalized and 
precision medicine, empowering patients and promoting self-management, and 

data-driven decision-making, while the challenges include security and privacy risks, 

interoperability and integration, regulatory and compliance issues, ethical 
considerations and impact on healthcare professionals and patients. These 

challenges must be carefully weighed against the benefits before deployment of the 

IoMT-enabled services.   

Keywords. Internet of Medical Things, Healthcare, Interoperability, Integration, 

Security, Regulation, Ethical Considerations 

1. Introduction 

The emergence of the Internet of Medical Things (IoMT) has revolutionized the 

healthcare industry by introducing interconnected medical devices, systems, and 

technologies that enable advanced healthcare interventions. IoMT combines the power 

of Internet of Things (IoT) devices with the unique requirements and challenges of the 

healthcare domain, providing new possibilities for improved patient care, enhanced 

diagnostics, and more efficient healthcare delivery [1].  

While integrating the IoMT in healthcare provides potential opportunities and 

benefits, there are challenges and concerns about utilizing interconnected devices, 

systems, and platforms in healthcare. These concerns should be investigated in detail and 
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weighted against the benefits, to ensure that the adoption and implementation of the 

IoMT technologies are effective and efficient, before starting their implementation and 

adoption. Understanding and addressing the challenges of IoMT in healthcare are 

prerequisites for successful and responsible implementation. Once these are 

acknowledged and proactively mitigated, the secure, efficient, and ethical use of IoMT 

technologies, and hence improved healthcare delivery and patient outcomes can be 

expected.   

2. Method 

We conducted a narrative review to present a baseline understanding and provide the big 

picture of the used IoT in the healthcare domain and its benefits and challenges based on 

research papers, case studies, industry reports, and other relevant publications.  

We included studies in the English language only, published between 1st January 

2018 and 1st April 2023 in Compendex via Engineering Village and in PubMed. We also 

searched the reference lists of included articles, with no limitations to document type, 

study completion status and publication status. Peer-reviewed research articles and non-

research reports from national or international organisations, dissertations/theses, 

books/book chapters, conference abstracts and research in progress were included.   

The keywords defined through specified concepts covered two domains:   

� The Internet of Things, IoT, IoMT.  

� Intervention in health care and delivery of healthcare services.  

The articles were evaluated for their relevance to the opportunities, benefits, challenges, 

and concerns of IoMT, as well as quality and significance. The extracted data was then 

summarised narratively.   

3. Results 

We summarize the benefits and challenges of IoMT as depicted in the literature, 

highlighting how integrating IoMT technologies has transformed healthcare intervention 

delivery and experience.  

3.1. Opportunities and benefits  

IoMT-enabled healthcare interventions empower healthcare providers to achieve better 

patient outcomes, optimize resource utilization, increase operational efficiency, and 

empower patients to actively participate in their own care [2].  IoMT provides the 

opportunity for real-time monitoring, remote patient management, personalized 

treatments, and data-driven decision-making, among others. Key highlighted benefits of 

IoMT in the healthcare [2-9] mentioned in publications are:  

� Enhanced Patient Monitoring and Management: IoMT makes continuous 

monitoring of patient's health parameters and adherence to treatment plans 

possible. These real-time data collection and analysis have been of practical 

assistance to healthcare providers in the early identification of potential 

issues and prompt intervention if deemed necessary. It also facilitates 

remote patient management by providing a better insight into behaviour 
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and lifestyles outside traditional healthcare settings, reducing hospital visits, 

and enabling proactive interventions, particularly for individuals with 

chronic conditions requiring long-term care. This will result in personalized 

care plans, and in turn, improved patient outcomes.  

� Improved Efficiency and Resource Utilization: IoMT optimizes healthcare 

resource utilization, through reduced wait times, enhanced operational 

efficiency, and better allocation of resources, leading to cost savings. These 

can be achieved through automating routine tasks and improving 

communication and coordination among healthcare professionals.  

� Personalized and Precision Medicine: IoMT has facilitated the collection 

of large-scale patient data, which can be used to extract patterns and trends 

and provide personalized treatment plans, thus healthcare providers can 

deliver tailored interventions, individualized treatment plans, and precision 

medicine approaches, leading to improved patient outcomes.  

� Empowering Patients and Promoting Self-Management: IoMT empowers 

patients to actively participate in their healthcare plan. Through wearable 

devices, mobile applications, and patient portals, individuals can access 

their health data, track progress, receive educational resources, and 

communicate with healthcare providers, engage in self-management. Thus, 

a collaborative approach to care is facilitated and promoted.  

� Data-Driven Decision-Making: The huge amount of data generated while 

using IoMT devices offers a valuable understanding of population health, 

disease management, and treatment effectiveness. Healthcare providers can 

have improved and more informed decision-making processes, using big 

data analysis and artificial intelligence methods to identify optimized 

healthcare delivery models.  

3.2. Challenges and concerns  

We investigated the key challenges and concerns of IoMT presented in the existing 

publications. These challenges encompass various aspects, including security and 

privacy risks, interoperability issues, regulatory compliance, ethical considerations, and 

the impact on healthcare professionals and patients. Understanding and addressing these 

challenges are essential to the safe, efficient, and responsible deployment of IoT in 

healthcare environments.  

Examining the challenges and concerns, associated with IoMT, provides us with a 

chance to develop strategies and solutions to mitigate risks, protect patient privacy, 

ensure data integrity, and promote the responsible use of these technologies.   

Key highlighted challenges and concerns of IoMT in the Healthcare [1, 5, 10-15]:  

� Security and Privacy Risks: The interconnected nature of IoMT devices 

makes them potential targets for cyberattacks and unauthorized access. 

Approaches to reducing the vulnerability of the systems and devices, 

safeguarding the security and privacy of patient data, and protecting against 

data breaches are among the main and most discussed concerns in IoMT 

deployment.  

� Interoperability and Integration: IoMT requires the interconnectedness of 

different devices, technologies, and platforms, resulting in interoperability 

challenges during implementation and usage. 
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� Regulatory and Compliance Issues: Compliance with regulatory 

frameworks, such as data protection regulations (e.g., GDPR), medical 

device regulations, and cybersecurity standards, is another challenging area 

in IoMT. Adhering to these regulations, ensuring proper data governance, 

and maintaining compliance across diverse systems and jurisdictions are 

some of the crucial considerations in this area.  

� Ethical Considerations: The use of IoMT raises ethical concerns regarding 

data ownership, patient consent, and the responsible use of patient-

generated data. There are some ethical implications regarding data 

collection, sharing and use in research, and the potential risk of imposing 

biases or discrimination through these processes. 

� Impact on Healthcare Professionals and Patients: The integration of IoMT 

has some impact on healthcare professionals' roles, responsibilities, and 

workflows. Adoption of IoMT may require changes in training, skill sets, 

and workflows for healthcare professionals. Additionally, patient 

acceptance, trust, and concerns about data privacy and autonomy are 

among other issues that may affect the successful implementation and 

acceptance of IoMT technologies.   

4. Discussion and Conclusions 

The IoMT has transformed patient care by using interconnected devices and advanced 

technologies. However, as IoMT gains wide acceptance and leverage in different areas 

of healthcare, there will be challenges and considerations that must be addressed to 

ensure its widespread adoption and success. These challenges must be carefully 

addressed and weighed against the opportunities and benefits before deployment of the 

IoMT-enabled services. 

In summary, by addressing challenges, considering ethical implications, and 

embracing future directions, the IoMT domain can unlock its full potential to 

revolutionize healthcare delivery, improve patient outcomes, and foster connected and 

personalized care.   
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