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ABSTRACT

Industrial Control Systems (ICS) are central to the operation of
critical national infrastructure (CNI) such as oil and gas, water
treatment, power generation and transport systems. Effective risk
management to mitigate large-scale disruption to societies and
economies depends on both timely information about vulnerabili-
ties and the consistency of this information. The longer the vulnera-
bilities remain “in the wild” or a lack of consistency in vulnerability
reporting, the greater the impact on CNI operators’ ability to sys-
tematically understand and mitigate the risks. In this paper, we
focus on vulnerabilities identified and reported in Siemens ICS de-
vices, which hold the largest share of the market. We undertake
an in-depth analysis of 207 CVEs, identifying the time over which
vulnerabilities were ‘in the wild’ before being discovered and ad-
visories issued, and examine issues with the correctness of CVE
information. We find that, on average, a vulnerability is ‘in the wild’
for 5.3 years, and that many CVEs do not correctly reflect and state
the affected devices as Common Platform Enumerations (CPEs).
Based on our findings, we propose a set of guidelines to improve
the reporting and consistency of ICS CVE information.
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« Computer systems organization — Embedded and cyber-
physical systems; Maintainability and maintenance; « Secu-
rity and privacy — Embedded systems security.
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1 INTRODUCTION

A vulnerability within an ICS device can have a catastrophic effect
if discovered and subsequently exploited by an attacker, particu-
larly if that device is used within critical national infrastructure
(CNI). Within the European Union and United Kingdom, the Net-
work and Information Systems (NIS) Directive placed responsibility
of security upon asset owners [22]. This shift of not only protect-
ing the traditional corporate IT environment but also operational
technology (OT)! systems presents a number of challenges. OT
systems typically remain unchanged for a number of decades af-
ter deployment, compared to typical IT refresh cycles of at most
5 years. Safety and management of process is pivotal within OT,
whereas IT systems concern themselves with business continuity,
a well-understood field with standardised security practices. In OT,
this standardisation is fairly recent, with OT Security in scope of
IEC 62443. Additionally, supply chain security has an important
role, where asset owners require accurate and actionable informa-
tion to manage risk to their environments, implement effective
upgrade programs and continuously improve their security. Any
vulnerability reported which could apply to an asset owner’s infras-
tructure must therefore contain actionable information at the right
time. If there is any inconsistency or inaccuracy in that information,
vulnerabilities may remain unaddressed in that infrastructure with
potentially serious consequences if exploited.

Whilst attention to ICS security has increased since the discov-
ery of Stuxnet, more vulnerabilities, in particular those existing in
legacy devices, are being discovered [9]. In order to understand the
risk that exists to an asset owner’s infrastructure, ICS vulnerability

!Operational Technology comprises of systems involved in plant and process
automation.
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Vendor CVE Count
Siemens 424
Schneider Electric 167
Advantech 140

Moxa 91

Rockwell Automation (inc. Allen-Bradley) | 76

Table 1: Top 5 Vendors by ICS CVE count.

reports, including CVEs (Common Vulnerabilities and Exposures),
are primary sources of information, driving decisions on how to
react. These, however, lack vital details around how long the vul-
nerability was “in the wild” before being disclosed by the vendor
(our first research question), and, thus the window of exposure
for the asset owner. By having this information, the asset owner
has a clearer understanding of these risks. They can then identify
whether unexpected behaviour exhibited in their infrastructure oc-
curred during this window and understand the potential impact to
their environment. Without understanding their potential exposure,
or being able to confidently state that they are not affected, the risk
of exploitation is not appreciated and asset owners may overlook
the risk. This is precisely the case for Triton (CVE-2018-7522/8872),
where safety systems were unexpectedly failing-safe, prompting
the asset owner to investigate, leading to the discovery of malware
targeting the system [11]. Additionally, inconsistencies in the CVE
description could have a further impact. Therefore, timeliness and
accuracy is vital, informing asset owners how to plan, mitigate and
understand their security posterity. If this information is flawed in
any way, it is not possible to act and protect their infrastructure?.

Due to the amount of manual work required to perform this
analysis, we chose to review vulnerabilities from a single vendor for
this study — Siemens. This was for a number of reasons — Siemens
is one of the largest ICS vendors in the market [3], with prominence
in the production of industrial control and automation systems and
the ICS CVE prevalence available for analysis. Of all ICS vendors
with reported vulnerabilities, Siemens has the highest number of
assigned CVEs, providing a large dataset from one manufacturer.
Rockwell, another dominant vendor, does not have the volume
of CVEs compared to Siemens, which would otherwise impact
the effectiveness of our analysis. It is important to note, however,
that whilst Siemens has highest CVE prevalence for ICS-related
vulnerabilities (the Top 5 are shown in Table 1), this should not be
interpreted that they are considered more vulnerable than another.
This is partly due to dominance in the market, and their increased
focus on improving the security of their products, and, subsequently
reporting vulnerabilities. After the discovery of Stuxnet in 2010,
Siemens have put a far greater effort into their ProductCERT team
and vulnerability disclosure process [19], which we expect should
provide a more efficient vulnerability disclosure process meaning
CVEs are assigned sooner after a vulnerability is disclosed.

Our dataset is established from CVEs listed in US-CERT ICS
Advisories, which tracks ICS-related vulnerabilities, carries out an
assessment and publishes accessible information in a centralised
repository. These reports extend back to 2011, when ICS-CERT
started to publish advisories. Whilst analysing the dataset of CVEs,

2We validated all these concerns and our motivation for this work in a conversation
with an ICS Cyber Security Professional working in a large organisation dealing with
relevant information as part of security operations.

we found many issues with the data quality. The largest issue is that
of inconsistencies both within CVEs, and across different CVEs.
In particular the listed Common Platform Enumerations (CPEs)
often do not match the CVE description, and a single device may
have multiple different CPEs with variations on how device names
are represented. Because this variance could cause issues whilst
searching for CVEs for a particular device, we decided to perform
an in-depth analysis into these inconsistencies. This leads to two
research questions that we aim to answer:

(1) How long are Siemens vulnerabilities “in the wild” before
being discovered and assigned to a CVE?

(2) How accurate is CVE information to an asset owner and how
much does the information within CVEs vary?

Based on these questions, we investigate how asset owners (and
vendors) can be better informed for risk and security management
in OT environments. This is achieved by carrying out the first sig-
nificant study on these critical issues, focusing in the first instance
on Siemens ICS vulnerabilities, and identifying how any issues
identified can be mitigated or resolved. Our contributions are:

o The first significant study of Siemens ICS vulnerabilities,

e Analysis of the time a vulnerability existed ‘in the wild’
before CVE publication,

o A detailed review of CVE accuracy and how this can affect
risk management in assets and infrastructure,

e Development of guidance to reduce vulnerability exposure
windows and improving the accuracy of ICS vulnerability
reports.

This paper is structured as follows: We give an overview of ICS
systems, vulnerability management and related work in Section 2.
In Section 3 we give an overview of our methodology for performing
the analysis, followed by an overview of the data in Section 4. We
then discuss the lifespan of vulnerabilities in Section 5. Section 6
presents an analysis of the various issues we found within the CVE
dataset, followed by a discussion of potential solutions in Section 7.

2 BACKGROUND AND RELATED WORK

2.1 Background

2.1.1 Industrial Control Systems (ICS). ICS defines the devices, soft-
ware and services that provide control and information to physical
processes in factories, power plants, water treatment facilities and
other parts of critical national infrastructure (CNI). They include
a wide range of devices such as programmable logic controllers
(PLCs), human-machine interfaces (HMIs), remote telemetry units
(RTUs) and countless other support devices including those for
networking and security appliances. Major manufacturers of such
systems include Siemens, Allen-Bradley, ABB, General Electric and
Honeywell.

Unlike typical IT systems, ICS devices are traditionally designed
for safety and reliability. A device, once installed, should continue
operating for a number of years, sometimes decades, and be robust
against external factors such as electromagnetic interference. Secu-
rity, on the other hand, has only become a major consideration for
vendors and asset owners since well-publicised attacks like Stuxnet.
These devices are intended to be isolated from the internet and
wider corporate networks, however, increasingly this separation



is being blurred. A casual search on Shodan reveals hundreds of
ICS devices visible to the public internet. Additionally, the advent
of Industry 4.0 has introduced internet-of-things (IoT) and cloud
components into industrial systems, providing new methods of
entry to attackers [6, 15].

It is well-known that industrial devices are often slow to receive
patches as raised by Wang et al., measuring patching behaviour
of over 100,000 industrial devices publicly visible on the internet
(through Shodan), and finding that around 50% patch newly dis-
closed vulnerabilities within 60 days [23]. This is partly due to a
reluctance to take processes offline whilst updating, requirement for
safety assurance and the potential for errors to appear in currently
working systems. This lack of patching means that it is important
that asset owners and operators know which devices within their
systems are affected by vulnerabilities, so mitigations other than
patching, such as firewalls and intrusion prevention systems, can be
utilised. As an example, operating an n—3 policy, with a device kept
at most 3 firmware version behind the latest, in Siemens S7-1500
products can equal a year in published firmware updates, with n—2
being over 6 months, driven by safety requirements and exhaustive
testing by the asset owner before deploying the update.

2.1.2 Vulnerability Management. A Common Vulnerability Enu-
meration ID (CVE-ID) is a unique reference to a vulnerability, issued
by a CVE Naming Authority (CNA). The maintainer of the CVE data-
base and primary CNA is the MITRE Corporation. Many vendors
operate as CNAs for their own products (e.g. Siemens), or act as a
third party for the issuing of CVEs relating to the products of other
vendors (e.g. CERT@VDE). A CVE consists of a ID number, such
as ‘CVE-2020-1234’, where ‘2020’ is the year the ID was allocated
and ‘1234’ a unique number (per year) for the vulnerability. A CNA
may reserve multiple CVE IDs in advance, and not all CVE IDs will
be used. Due to delays in publication and early reservation of IDs,
a CVE published early during the year may have a year component
before the actual year of publication. A CVE also usually features a
plain-text title, description (which lists affected products and gives
a high level description of vulnerability), a list of references (such
as links to vendor alerts) and a creation date. Further, through the
NIST National Vulnerability Database (NVD), CVEs can be matched
to a list Common Platform Enumeration (CPE) IDs, which represent
affected products in a “structured” format.

The CPE is a way of describing hardware, applications and op-
erating systems (including firmware) in a machine-readable way,
where the NVD CVE record states the list of CPEs, start and end
versions of the vulnerability. CPEs are stored in a dictionary main-
tained by NVD, who attach these to a CVE if a product is affected.

As an example, the CPE Vector cpe:2.3:0:siemens:

simatic_s7-1500_firmware:x:%:%:%:%:%:%:% canbebrokendown

as follows — CPE Version 2.3 (issued in 2011), the ‘Part’ is an op-
erating system (:0:), the Vendor is Siemens, the Product is the
SIMATIC S7-1500 firmware and any Version, Update, Language,
Edition, Language, Software Edition, Target Software, Target Hard-
ware is affected.

Vulnerabilties are also assigned a Common Vulnerability Scoring
System (CVSS) score, from 0 to 10. The CVSS score can be sum-
marised as “Low” (0.1-2.9), “Medium” (4.0-6.9), “High” (7.0-8.9) and
“Critical” (9.0-10.0). The purpose of the score is to both assign the

vulnerability a severity, as well as provide a measure for prioritising
responses to vulnerabilities. These scores are calculated by NVD.
As part of the CVSS vector, the impact on confidentiality, integrity
and availability is also provided, rated as "None”, "Low” or "High”.

2.1.3  EU Network and Information Systems (NIS) Directive. The
NIS Directive aims to improve the cyber security of infrastructure
systems [22]. This placed a responsibility on the asset owner to
appreciate their security posture and drive an improved security
culture when operating essential services. In the United Kingdom,
the NIS Directive implementation is guided by the Cyber Assess-
ment Framework (CAF) [13], which has indicators of good practice,
by which an asset owner is measured on whether they have not
achieved, partially achieved, or fully achieved the objective. Objec-
tive A3 focuses on effective asset management, where A3.a requires
up-to-date assets in order to be fully compliant, and B1.a encour-
aging a continuously improving security and risk management
regime.

2.2 Related Work

Security incidents and vulnerability reports have been previously
assessed at a high level, specifically in the area of the types of
vulnerability that exist in ICS, with no longitudinal surveys of ICS
CVEs to date. The last ICS-CERT report in 2016 [10] does not review
how long ICS owners could have been exposed to vulnerabilities.
Hemsley and Fisher provide a timeline of high-impact ICS incidents,
but do not assess the ‘life’ of the vulnerability which allowed these
significant events to take place [9]. Thomas and Chothia assess the
types of vulnerabilities persisting in ICS and their detection, but
do not include temporal analysis or assess the correctness of CVE
information as they use ICS-CERT as a ‘single source of truth’ [20].
In IT solutions, where source code is available, analyses against
Google Chrome, Drupal, PHP-MyAdmin and Moodle have been
used as case studies [14, 21], where in Chrome [14], the distribution
of time between release and vulnerability identification is assessed
where most vulnerabilities were ‘in the wild’ for between 10 and 40
months. This is very different in Walden et al’s survey [21], where
the distribution time was approximately 4000 days (131 months),
with a median of 831 days (27 months). This was possible because
the applications under assessment were open-source, and thus,
given a vulnerability, the commit that introduced that vulnerability
could be identified. In ICS, however, this is generally not the case,
as these products exist as proprietary, closed-source systems. In
2016, Kaspersky Lab’s analysis of ICS vulnerabilities [1], found that
85% of vulnerabilities were patched or resolved, but 5% were only
partly resolved, and 6% were not patched as the affected component
was either no longer sold, or supported. In a new threat landscape,
published in 2020 [12], some analysis into how long a vulnerability
existed was conducted, but kept at a high level, showing how a
vulnerability propagated through common, shared, components.
An assessment by Dragos of the correctness of CVSS scores in
ICS vulnerabilities found that in 2018, 32% contained errors [4],
improving to 19% in 2019 [5]. This demonstrates how asset owners
may not fully appreciate the criticality of an incident, however,
no comment is made on the accuracy of affected devices in their
analysis. Incurring delays in the assessment of CVEs also delays
the ability of an asset owner to understand the severity of the
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Figure 1: ICS vulnerability data import workflow.

vulnerability. A study by Ruohonen in 2019 shows that the average
time to assess and assign a CVSS score to a CVE is 134.7 days [16].
Whilst ICS-CERT and vendors may include this score, this will not
be included in the CVE until assessment by NVD.

3 DATASET AND METHODOLOGY

Data Sources and Building the Dataset: ICS vulnerabilities are pub-
lished by a number of authoritative sources, for example in vendor
advisories, CVEs and ICS-CERT alerts/advisories. Given the varying
detail, formats and accessibility of vendor advisories, using vendor
advisories alone is not suitable for such analysis.

Our ICS vulnerability dataset® is curated from 1,143 ICS advi-
sories, 2,327 CVE entries and 44,030 CPE listings using a similar
process proposed in [20] to unify ICS vulnerability information.
This dataset supports our analysis of ICS vulnerability reports,
where previous work has reviewed the accuracy of vulnerability
reports, in particular for the stated CVSS scores and vectors [4, 5].
It is built using data from a number of sources, primarily ICS-CERT
Advisories, MITRE, the National Vulnerability Database (NVD) and
vendor websites. We use ICS-CERT as our main source of infor-
mation, where we follow references to CVEs and CPEs to extract
further information, using the vendor website to extract key dates,
and harmonise CPEs to their respective product portfolio range.
Figure 1 shows how this data is collected, imported and curated. For
each source, a brief overview and import workflow is as follows:

ICS-CERT Advisories: These are published by the US Cyberse-
curity and Infrastructure Security Agency (CISA), responsible for
providing authoritiative vulnerability information to ICS asset own-
ers and the wider community. To the best of our knowledge, this is
the most comprehensive and complete source of ICS vulnerability
information, where we can focus on ICS-specific vulnerabilities,
which other services (e.g. CVEDetails) do not highlight. ICS-CERT
advisories are published in HTML format, which we convert into
markdown to ease parsing and aid the extraction of CVE numbers.

MITRE CVEs: The MITRE corporation is responsible for the CVE
scheme, where CVE numbers are allocated to CNA and represent a
single point of numbering. MITRE CVEs are available as individual
JSON files for parsing, where some CVE numbers may never be
assigned. From MITRE, we extract the CNA assigner, the organisa-
tion that requested the CVE number and contributed the details to
the CVE record.

NVD CVEs: The NVD, provided by NIST, appraises and analyses
vulnerability reports (where MITRE is not considered authoritative

3The raw, unprocessed, CVE dataset is available at https://github.com/uob-ritics/
cpsiotsec2020-dataset.

for vulnerability information), defining a CVSS score and CPE list.
NIST CVEs are provided in regularly-updated year-based JSON
files, containing all assigned CVEs, which we split to simplify the
lookup process rather than parsing an entire year’s CVEs to get a
single CVE. When a CVE ID has been identified in an ICS advisory,
the corresponding MITRE and NVD CVE files are retrieved and the
Common Product Enumeration (CPE) list, CNA, and vulnerability
information are imported.

Vendor Websites: As our study also considers how long vulner-
abilities have existed since the initial release, we use published
release notes and dates stated for the affected versions from the
vendor website. This, however, can be a limiting factor, where some
vendors require a support contract to access this information or
archive such information after a period of time. This information is
manually entered into the dataset as it requires careful validation
of the presented information. For the purposes of this paper, we
used the Siemens Industry Mall and Support websites to obtain
product release and firmware update dates, which were manually
entered. These sources were also used to unify similar CPEs to
a product range where a CPE may have stated a specific model
within a product range, and the product range itself was also af-
fected. This enables us to consider the most affected product ranges.

Of the 2,327 CVEs in our ICS vulnerability dataset, 424 had
“Siemens” as the associated vendor. We removed any CVEs which
only feature application CPEs. This is because we want to focus on
ICS devices, with CPEs representing hardware and firmware more
likely to cover these CVEs. This was achieved by removing CVEs in
which the CPE list only contains “a” as the part field, and retaining
CPEs with the operating system (“0”) or hardware (“h”) type. This
resulted in a final device dataset of 207 CVEs for analysis.

3.1 Temporal Analysis

In order to state how long a vulnerability has existed, we require
reliable information from authoritative sources, so as to not skew
our results.

For our temporal analysis, whilst a majority of data used for
our analysis could be collected, parsed and stored through auto-
mated means, there was some manual effort required to supple-
ment the dataset, in particular, adding release dates of affected
software and data validation. ICS-CERT and the CVE records often
include references to the vendor advisory and state appropriate
mitigation/patches, but do not state when that was made generally
available. Therefore, manual review of the vendor website was un-
dertaken to establish when the affected versions and updates were
published. Due to the significant level of variation on the websites
(e.g. date formats and location of information), manual effort is
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more effective and reliable than automatic extraction, especially
for date formatting. Automated efforts also lack expert contextual
knowledge when identifying the initial release, e.g. when new gen-
erations of a product are introduced, but have a common name.

For each of the CVEs marked for analysis, we reviewed which
versions were affected in the CVE description. If the CVE stated
that all versions of that product were affected, we searched for
the sales release date, as that vulnerability would have existed
when the product went to market. If a start version was stated,
we attempted to find (typically through product notes) when that
particular firmware was issued. For a very small number of CVEs,
we were not able to establish the date of release for the stated
start version. In these cases, we looked for the earliest version
issued within the range of affected versions (i.e. if a CVE stated that
versions 3.0 through to 3.5 were affected and we could not establish
when 3.0 was issued, but a date for 3.1 was available), we use the
date of that version to indicate that the vulnerability existed since
at least that date.

We made the decision to ignore CVEs related to BACnet products,
largely covering building control systems, as these are not presented
on the main Siemens Industry website, and do not have sufficient
temporal data available. We also removed CVEs affecting IP cameras
originally produced by Siemens (Vanderbilt acquired this portfolio
in 2015), and CVEs where the descriptions and/or CPEs were too
vague to identify specific products. This accounted for 36 CVEs
within our dataset.

From this manual review process, we were able to collect data
for 165 CVEs (the “temporal” dataset). For some CVEs, we were
unable to verify dates for all CPEs, however as long as there is at
least one date available we include the CVE in our analysis.

Issues: When attempting to backfill key dates using the vendor
website, we noted significant variances in how support documen-
tation was written. As an example, in one product line of PLCs,
Siemens had more than one document containing the full list of
firmware releases, where one contained a fuller firmware history
than the other. Notably, this can also vary by which localised ver-
sion of the website is used. For another popular range of PLCs by
Siemens, significantly less information was available, with fewer
versions of firmware displayed, and no release dates held in a single
document, rather fragmented over a number of download pages.

As stated earlier, it was not possible to obtain definitive dates for
when affected versions of firmware was issued for 36 CVEs. The
products identified in these CVEs were typically older, outdated
or no longer supported, with release notes unobtainable from au-
thoritative sources. For some products, Siemens did not state the
product lifecycle (sales release, delivery release, discontinuation), or
the product was no longer part of Siemens’ portfolio, now owned
by a subsidiary, where support contracts were required. Where
this occurred, we attempted to find evidence of the first available
firmware version, which would indicate that the product existed at
firmware publication. In other cases, we do not state a ‘start’ date.

We also noted the formatting of release dates varied both within
articles and across similar documents for the same product (e.g.
DD/MM/YYYY, MM/DD/YYYY and dd. mm.yyyy) where multiple
articles had to be consulted to ensure the date range was valid for
the format we use (DD/MM/YYYY).

3.2 Inconsistency Analysis

In validating the correctness of CVE information, we assessed the
full set of 207 Siemens CVEs representing hardware and firmware
vulnerabilities, using the CVE description and CPE list to validate
whether the CVE description matched the list of CPEs and vice-
versa. We refer to this as our ‘inconsistency’ dataset.

As part of this assessment, we extracted the list of products
named in the CVE description, the individual CPEs for that CVE
and verified whether there were any missing products in the list of
CPEs, any products missing in the CVE description (where there
was a CPE entry) and also that the firmware versions stated were
contained in the CPE (or were at least valid). Manual work to unify
CPE details was undertaken to harmonise formatting, and identify
the specific models and versions affected. As part of this exercise,
we carried out taint analysis to determine the scope of the CPE
vectors, and the variations that occurred between CVEs affecting
the same product.

We also observed that between the NVD and MITRE CVE feeds,
the CNA assigner varied between the two, where NVD would at-
tribute all CVEs as having been assigned by the MITRE Corporation.
As aresult, we use the MITRE feed to clarify who assigned the CVE
number, where some statistics are given in Section 4.

To determine how accurate the CVE descriptions were, we car-
ried out a manual analysis of every CVE in the dataset. Each CVE
was listed alongside every CPE associated with it. The number of
devices listed in the description was counted and compared to the
number of unique CPEs. Where more than one CPE existed for
the same device (e.g. with firmware versions), they were grouped
together and counted as 1 device, as we only care about devices
missing from the CPE list. Additionally, if a firmware version was
stated in the CPE, we verified if it was in the CVE description.

4 OVERVIEW OF DATA

In this section, we provide an overview of the data held in our
dataset which we will use to analyse how long Siemens vulner-
abilities existed before CVEs were issued, and how accurate the
vulnerability reports were from the perspective of the CPE vector.
This provides additional evidence to previous work [4, 5] that the
accuracy of ICS CVEs is not necessarily always correct.

As shown in Table 2, there are a total of 424 CVEs relating to
Siemens industrial products. The majority, 288 out of 424 (67.9%),
have been assigned since 2016.

4.1 Issuing CNAs

Table 2 shows the number of CVEs issued describing Siemens indus-
trial products per year, divided into into the number issued by each
CNA. We observe that Siemens only started issuing CVEs them-
selves in 2016, issuing CVEs for their own products (i.e. became a
CNA) with the MITRE Corporation largely responsible before then.
As Siemens is its own naming authority, a vulnerability needs to
be reported to Siemens, as MITRE will only issue a CVE number if
the vendor does not have an assigned CNA.

As we observe from Table 2, although Siemens is the predomi-
nant CNA for vulnerabilities within their portfolio, there are CVEs
raised by other CNAs, such as Intel, HPE, and RedHat, where vulner-
abilities in shared components and libraries have been found and



2010 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 (Jan - Apr) | Total

cert@cert.org 0 19 1 0 0 0 1 3 0 0 24
cve@mitre.org 1 1 16 33 34 30 1 1 9 0 126
ics-cert@hgq.dhs.gov 0 15 16 0 0 0 4 0 1 0 36
productcert@siemens.com | 0 0 0 0 0 7 36 50 121 16 230
secalert@redhat.com 0 0 0 0 0 0 0 0 2 0 2
secure@intel.com 0 0 0 0 0 0 0 3 0 0 3
security-alert@hpe.com 0 0 0 0 0 0 0 0 2 0 2
talos-cna@cisco.com 0 0 0 0 0 0 0 0 1 0 1
Total 1 35 33 33 34 37 42 57 136 16 424

Table 2: Number of CVEs per year relating to Siemens industrial product by issuing CNAs

Siemens products were identified as vulnerable. The one exception
to this, however, is the MITRE Corporation, which issued 9 CVEs
linked to Siemens products in 2019. Upon review of these 9 CVEs,
they were issued after a number of vulnerabilities were found in
Wind River’s VxWorks real-time operating system, affecting F5,
Sonicwall, Netapp and Siemens. In 2019, Intel also issued 3 CVEs
(affecting Intel AMT), which included Siemens industrial PCs.

Finally, we have the case where Cisco Talos issued a CVE in
2019, CVE-2018-3991, identifying a vulnerability in WinCC Open
Architecture, which, whilst Siemens-branded, is operated by a third-
party, where Siemens does not have to be the named CNA and
MITRE can therefore issue the CVE.

4.2 Number of Vulnerabilities

As seen in Table 2, the number of CVEs issues for Siemens products
was consistently between 33 to 35 from 2012 to 2016, and has since
steadily increased year on year, with a particular noticeable jump
from 57 to 136 in 2019. As of April 2020, there were only 16 CVEs
issued for the year. This low number could be due to the time it
takes to report, triage and publish vulnerability reports, as well as
the COVID-19 pandemic, which has impacted productivity across a
number of sectors, including research facilities, resulting in fewer
reported vulnerabilities.

4.3 Number of Devices per Vulnerability

For the full set of Siemens CVEs and all CPEs, including those only
affecting applications, there is a mean of 8.27 CPEs (SD 16.09) listed
per vulnerability, with a maximum of 148. If we focus on the 207
CVEs in our final dataset, with only hardware and firmware CPEs,
we have a mean of 11.97 CPEs (SD 20.87), with a maximum of 148.
Of those CVEs, only 14 apply to a single CPE. The largest vulnera-
bilities, CVE-2017-2671 and CVE-2017-2681, both cover 148 CPEs
over a wide range of devices, as they both relate to vulnerabilities in
PROFINET, a protocol common to many Siemens industrial devices.
It important to note that just because a CVE has a large number
of CPEs, it does not necessarily mean that a wide range of devices
are affected, as many vulnerabilities affect multiple versions of the
same base product, which can each be assigned a CPE, though, in
general, the greater the count of CPEs, the more product ranges
are affected by a vulnerability.

4.4 CVE Severity

Of all 424 Siemens CVEs in our master dataset, the mean CVSS
score is 7.07. In our reduced dataset of hardware and firmware only
CVEs, the mean CVSS score is only slightly higher at 7.25. Both of
these indicate a “High” impact on average. As shown in 3(a), the full

dataset contains 57 “Critical” vulnerabilities (a CVSS score >9.0), or
13.4%, whilst in the reduced dataset there are 22, or 10.5%.

Table 3(b) shows the impact of the CVE on confidentiality, in-
tegrity and availability. In ICS systems, availability is generally
the most important impact to consider (behind safety), followed
by integrity and then confidentiality. As seen in the table 3(b), in
both datasets availability has the greatest volume of “High” impact
CVEs, followed by confidentiality and then integrity. This is some-
what expected, as availability (denial-of-service) and confidentiality
(information leakage) vulnerabilities are generally easier to identify.

CVSS Severity | All Siemens | Siemens Hardware and Firmware
Critical 57 22
High 194 110
Medium 17 72
Low 156 3
Total 424 207
(a) CVSS Severity
All Siemens Siemens Hardware
and Firmware

Impact | I A C I A C
High 154 235 171 66 125 73
Low 80 44 109 40 18 45
None 190 145 144 101 64 89
Total 424 207

(b) CVE Impact on Integrity (I) , Availability (A) and Confidentiality (C)

Table 3: CVE severity and impact

HOW LONG DO VULNERABILITIES EXIST
BEFORE A CVE IS GENERATED?

Understanding the time in which an asset owner may have been
exposed to a vulnerability enables effective risk management and
response. In this section, we analyse the time of a vulnerability
entering the product ecosystem to the CVE being published.

5.1 Results

As discussed in Section 3.1, we were able to identify temporal data
for 165 of our 207 device-related CVEs.

Table 4 presents the overall results of our analysis. We find that,
on average, vulnerabilities existed “in the wild” for 1897 days (5.2
years), with the maximum time between release and CVE publica-
tion being 5352 days (14.7 years) and the minimum, 115 days. In
the worst case, a vulnerability was in the wild for up to 8152 days
(CVE-2019-10936 and CVE-2019-10923). This timeframe, however,
must account for any responsible disclosure, triage, investigation



and coordination, with the time to discover a vulnerability poten-
tially being lower. When a vulnerability is reported, there is no
guarantee the latest version was reported, where the vendor may
carry out a detailed review of all newer revisions at the same time.
Our analysis, however, uses what is stated in the CVE - if a more
recent version was identified as vulnerable, it only confirms how
long a specific vulnerability persisted before a CVE was published.
Figure 2 shows the full timelines for 139 of the 165 CVEs group by
the stated Common Weakness Enumeration (CWE).

Part of the reason for these long lifetimes is that on disclosing
a vulnerability, the vendor will check all previous versions of the
firmware for the vulnerability. We find that in the majority of cases,
vulnerabilities exist in all versions of the firmware before the cur-
rent (or a recent) version. For many devices which are generational,
whilst later generation devices are only capable of running newer
firmware versions, past generations, whilst no longer available to
purchase though running older firmware versions may still be in
operation in large volumes, which are also vulnerable. As we have
shown, vulnerability disclosure has increased in recent years, with
more vulnerabilities spanning generations being discovered. More-
over, the longer a vulnerability persists, the installed consumer-base
increases, with a higher number of potentially exposed devices re-
quiring swift patching when a CVE is issued. We do not test whether
the patches resolved the vulnerability, a factor which could affect
the lifetime of vulnerabilities, where we must trust what is stated
in the vendor advisories as the resolution.

5.2 Relationship between Vulnerability
Lifetime and Type

As part of our analysis, we wanted to see if there is any relationship
between the type of vulnerability, (the CWE assigned to the CVE),
and the lifetime of the vulnerability. For this purpose, we use the
CWE as defined in the ICS-CERT advisories as these are usually
more precise to the actual vulnerability, as they are produced with
greater input from vendors. The results of this mapping are pre-
sented in figure 2. Within the dataset, there are a total of 61 CWEs.
We focus only on CWEs that have at least 2 associated CVEs, leav-
ing 29 CWEs across 139 CVEs, with an overall mean lifespan of
1921 days (5.26 years).

The most common CWE is CWE-20 (improper input validation),
which is not unexpected due to improper input validation being a
root cause of many other vulnerabilities, such as injection attacks
and buffer overflows. These CVEs, on average, take 2111 days (5.8
years) to be discovered, slightly above average.

We observe that there is a large difference between the shortest
lifetime vulnerability (CWE-710, 205 days) to the longest lifetime
vulnerability (CWE-319, 4294 days). The two CVEs relating to CWE-
319, CVE-2018-13808 and CVE-2019-10926, both affect different
product ranges and were discovered in different years.

From Figure 2, similar types of vulnerabilities vary greatly in
vulnerability lifetime. CWE-80, for example, covering basic cross-
site-scripting (XSS) vulnerabilities, has an average lifetime of 1125
days, whilst CWE-79, also covering XSS vulnerabilities has an av-
erage time of 2611 days.

Of particular interest are examples of vulnerabilities that we
would expect to be easier to discover are some of the slowest to
be discovered. For example, CWE-264, CWE-284 and CVE-306 all

Mean | Std Dev | Min Value | Max Value
Worst Case | 2421 1717.9 115 8152
Best Case 1398 1095.2 5 5352
Average 1897 1178.6 115 5352

Table 4: Mean time taken (in days) between a product go-
ing to market/firmware being released and the CVE being
issued, in the best case, where we take the closest date to the
CVE release, the worst case, where we take the most distant
date per CVE, and the average case, which is the mean of all
dates found for a CVE.

relate to access control vulnerabilities, but these take more than
2000 days on average to be discovered. CWE-200, CWE-522 and
CWE-319 all relate to exposed sensitive data, with average lifetimes
of 1982, 2037 and 4294 days respectively, or at least 5.4 years.

5.3 Relationship between Vulnerability
Lifetime and Severity

We wanted to measure if there is any relationship between how long
a vulnerability existed and its severity according to the assigned
CVSS score. For the 165 vulnerabilities for which we were able to
identify dates, the average CVSS score was 7.23, with four being
assigned the highest score of 10. To measure the correlation, we
calculated the Pearson correlation coefficient, where +1 indicates
strong correlation, between the average vulnerability lifetime and
CVSS score. The Pearson correlation was only -0.024, indicating
little to no correlation between vulnerability age and severity.

Further, we found that there was little relation between the age of
the vulnerability and the assigned impact on integrity, availability
or confidentiality.

6 INCONSISTENCIES IN VULNERABILITIES

Knowing how long an asset owner has been potentially exposed
to a vulnerability is valuable for incident response and managing
assets. Given the range of automated tooling for security-relevant
information to be presented to an asset owner, e.g. OpenCTI*, which
allow an asset owner to monitor CVE and open source intelligence
reports for assets they own, the quality of the data being produced
is equally important. If this information is incorrect at the source,
its propagative effect can lead to an uninformed asset owner.

6.1 Difference between CVE Description and
Listed CPEs

During data-cleansing and validating the quality of data, we cross-
referenced the CPEs assigned to a CVE with the CVE description,
and any product security advisories published by the vendor. Given
the shift to automated alerting of potential vulnerabilities by ‘watch-
ing’ a supplied list of assets, there is a risk that the CPE list could
not contain all affected devices, resulting in no alerts to an asset
owner. Alternatively, if the CPE list is too open, i.e. a product range
and no specific model number/identifier is defined, an asset owner
will receive too many alerts which may then be ignored, leading to
critical vulnerabilities being overlooked.

From our analysis of 207 CVEs affecting Siemens products, 34
(15.5%) CVEs understated the affected products, where the devices
stated in the CVE description (the human readable text) were not

*http://opencti.io/
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Average Lifetime
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Figure 2: Timegraph of ICS CVEs, where a CWE (root cause) had at least 2 CVEs and the range in which the vulnerability could
have been ‘in the wild’. + denotes the worst case, X the ‘best case’ and ¢ when the CVE was published. The colour of the line
indicates CVSS severity, where yellow is ‘Low’, amber ‘Medium’ and Red ‘High/Critical’.

fully contained in the list of CPEs. Unless the ICS owner searched all
CVE descriptions for matching assets, they would not be informed
of a vulnerability, as the CPE list would be incomplete. In the worst
case, CVE-2019-6568, a vulnerability affecting the device webserver,
lists 64 devices in the description, however only lists 46 CPEs - 18
fewer devices. Another example of note is CVE-2019-18336, a se-
vere uncontrolled resource consumption vulnerability affecting the
SIMATIC S7-300 CPU family, including the related ET200 CPUs and
SIPLUS variants, plus SINUMERIK 840D SL devices and SIMATIC
TDC CPU555 devices. In this vulnerability, a specially crafted packet
will cause the device to enter a failure state, requiring a restart. The
CPE list, however, only covers multiple specific S7-300 variants and
the SINUMERIK 840D SL device, meaning that the popular ET200
range and SIMATIC TDC CPU555 are not covered. 30 CVEs (14.5%)
featured greater precision in the CPE list than listed in the CVE
description. Generally, this is due to individual variants of a device
being listed in the CPE (such as 1211c, 1212c, 1215c), whereas the
description only includes a product family (S7-1200).

Overall, of the 207 CVEs listed, only 143 (69%) featured a CPE list
that matched the CVE description. For CVEs affecting ‘all versions’,
the CPE would apply a wildcard to the version component (stating

all versions were affected), but, as time passes, this vulnerability may
have been patched in a newer version of the software, with the end
version not being subsequently updated. For an asset owner who
may have just procured new assets, this would highlight invalid
CVEs requiring action, where the CVEs in question have been
mitigated or resolved in the time between CVE issue and purchase.
Similarly, we also observed inconsistencies where configurations
of a product were vulnerable and were stated as such in the CVE de-
scription, but the CPE vector would only consider the base product.
As a result, unnecessary alerts would be raised, where the systems
in an asset owner’s environment may not be vulnerable, as they
do not have the specified option which results in the vulnerability.
Additionally, we observed that in February 2020, Siemens carried
out a significant update of its advisories, when its SIPLUS/SIPLUS
NET range had been identified to be vulnerable to issues also affect-
ing its SIMATIC S7 range of products. The Siemens ProductCERT
advisories had been updated, but the CVE and ICS advisory were
not updated, creating a disparity between information sources.



6.2 Inconsistency in Device Descriptions

If the quality of vulnerability information at source is poor, there is a
propagative effect that reduces the effectiveness of that information
to the asset owner. Whilst understating the vulnerable devices is
an issue, mitigated in part though manual review of ICS Advisories,
asset owners need the right information at the right time to enable
prompt action.

Beyond Siemens, we observed a lack of consistency in the ways
the same product and vendor were represented as a CPE vector. In
some cases, the acronym of the vendor was used, e.g. ‘GE’ in place
of ‘General Electric’. In another one case, as well as the vendor
“Honeywell”, we noticed that 2 CVEs refer to “Honeweyll” (CVE-
2019-18226 and CVE-2019-18228). In both of these CVEs, the same
erroneous CPE can be found (cpe:2.3:0:honeweyll:
h4w2per2_firmware:-:...), and both CVEs were issued on the
same date (31-10-2019). It is likely that this is due to human error,
with two related vulnerabilities published simultaneously with
an identicial list of CPEs. In the former case, an asset owner can
monitor for alternative representations, whereas the latter would
never be detected, and lies solely on quality control when a CVE
is prepared for release. For the two vendors, Schneider Electric
and Phoenix Contact, there were 4 different representations each
(including typographic errors). This demonstrates that these issues
exist across vendors.

The scale of variation in vendor representation was minimal
compared to product representation. As an example, the Siemens
ET200S PLC had two different representations, et200s and et_200s.
If following the Siemens Industry Mall designation, 4 CVEs would
have been missed, as they were represented as et_200s, whereas 31
followed the correct designation. In the case of the S7-1200 range,
s$7-1200_cpu, simatic_s7-1200_cpuand simatic_s7_cpu_1200
have been used, in addition to the individual product names (e.g.
1212C). We also observed that, for example, in CVE-2019-19278,
the CPE included MLFB, a term to describe the Siemens product
‘ordering’ code. In the corresponding Siemens Security Advisory
and CVE description, it states this as the product code prefix for
products affected. In the same CVE, the description was explicit
that a specific option had to be fitted to the affected system in order
to be vulnerable. The CPE, however, does not include this, therefore
suggesting all products were affected, when, in reality, only a subset
was.

Where Siemens was not the CNA for a CVE, e.g. CVE-2019-12259,
the CVE description and list of CPEs does not match what Siemens
ProductCERT states is vulnerable. In the CVE, only the SIPROTEC 5
is stated, when the Siemens Security Advisories identify additional
products affected (RUGGEDCOM and two series of power meters).
In the case of this CVE, NVD last carried out a review in September
2019, where it is awaiting reassessment, where Siemens included
the affected RUGGEDCOM products when the CVE was published,
and the power meters were added in June 2020.

When variations of how products are represented, there is a risk
that an operator may miss critical vulnerabilities due to a mismatch
in the expected CPE. We noted in some CVEs, the core model
number/product identifier was used, identifying the exact device
affected, where we explore its utility further in Section 7.

CVE ID Unique| CVE CVE CPE List SSA
CPE | Updates | Description | Updated? | Revised?
Count Changed?
CVE-2019-13927 16 0 X X X
CVE-2019-13940 23 3 v X v
CVE-2019-6571 24 1 X X Vv
CVE-2019-6584 24 1 X X v
CVE-2017-12741 38 15 v X v
CVE-2019-10923 46 4 v X v
CVE-2019-6568 46 11 v X v
CVE-2019-13946 51 2 v X v
CVE-2019-10936 54 4 v X v
CVE-2017-2680 74 14 v* X v
CVE-2017-2681 74 9 Ve X v
64 8 11 10

# - The description was modified, removing all affected devices, and
replaced with a generic statement with excluded devices.
o - The CVE description was modified to be generic, similar to CVE-
2017-2681.

Table 5: CVEs which affected more than 15 unique Siemens

products, showing the number of times the NVD CVE record
was updated since publication, if the CVE description or CPE
list were updated, and whether the Siemens Security Advi-
sory (SSA) had been revised since the CVE was published.

6.3 Reasons for Inconsistencies

As our study focuses on CVEs affecting Siemens’ industrial automa-
tion portfolio, we must consider potential reasons for the variations
in CPE vectors.

In addition to carrying out formal assessments of CVEs, NVD
operates the ‘CPE dictionary’>. This contains CPEs, both from ex-
isting CVEs as well as contributed CPEs from the open community.
Here, references for a given CPE can be supplied, such as source
information of how that CPE was constructed (e.g. from a product
page). In the case of the Siemens CPEs we sampled in the Dictionary,
all references are to Siemens ProductCERT advisories.

When a CVE is published, the NIST NVD assessment takes place
- only the CVSS and CWE information from the naming authority
may be used®, and no CNA was named as being a contributor to CPE
information. Instead, NVD staff will populate the affected products
(CPEs) for a CVE. Whilst NVD is formed of experts, this is the source
of variation in CPE vectors, leading to some of the observations we
give in this section, where similar products were represented very
differently and increasing the opportunity of an asset owner being
misinformed. This, however, makes this an industry-wide issue for
all CVEs, where the vendors may be in a better position to propose
CPEs, as this vital context ensures that all information is accurate,
consistent and well-represented.

Table 5 illustrates a few example cases where the CVE descrip-
tion or Siemens advisory was updated, but the CPE list was not
subsequently updated. In each of these cases, the CVE description
had been updated, flagging that the CVE required re-assessment by
NVD, but even in the case of the oldest CVE in the table, CVE-2017-
2680, the only assessment was in May 2017, where the CVE has had
9 significant changes to its description since then, but the corre-
sponding CPE list has not been updated. This means that when new
products are introduced in scope, the asset owner, watching the
CPE list, would never be informed, as the CPE list was not updated.

Shttps://nvd.nist.gov/products/cpe
®The process undertaken is given at https://nvd.nist.gov/vuln/cvmap.
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6.4 Effect of Inconsistencies

In order to show the potential impact of these consistencies, we
take a number of devices that we own, and perform a search on
different terms to identify the variations in the way assets we own
were represented. We name a few products we own and the product
component of the CPE vector that was assigned:

e Siemens LOGO! PLC: 6ed1052-1md08-0ba@,
logo\!8_bm_firmware, logo\8_bm_fs-05

e Siemens SIMATIC S7-1212C/S7-1211C: simatic_s7-1200,
simatic_s7-1200_cpu_1212c, s7-1200_cpu_1212c,
simatic_s7_1200_cpu, 6es7211-1ae40-0xb0o

e Siemens SIMATIC S7-1518-4PLC: simatic_s7-1500_cpu_1512c,

simatic_s7-1500_cpu, simatic_s7-1500

e Siemens SIMATIC ET200s: simatic_et_200s,simatic_et200s

From these examples from assets we own, the level of variation
impacts our ability to verify whether we have correctly defined
all the possible CPEs to match against, in addition to having suffi-
cient detail to determine if our assets are vulnerable. One particular
example of interest is how the Siemens LOGO! range has been
represented, Siemens’ small-scale automation portfolio. Where the
product code was given, we could easily determine if we did have
the specific PLC, whereas the two CPEs containing logo\!8_bm
were too vague, as BM is ‘base module’, where a number of gener-
ations of the LOGO! range have been developed and sold, some
vulnerable and others not due to firmware and design changes,
however retaining the same product name, e.g. LOGO 12/14 RCE.

As identified earlier in this section, some CPEs assigned to a
CVE overstated the scope of affected systems. With CVE-2019-6578,
if the product range was stated, all asset owners would be alerted
to the vulnerability, when a specific configuration option had to
be selected in order to be vulnerable. If an asset owner were to
monitor for their product, they could receive a false-positive alert,
where their system is not vulnerable. It, however, has the benefit
of allowing them to apply discretion to determine whether they
were affected. At the same time, it would lead to a higher volume of
alerts which could lead to critical vulnerabilities affecting that asset
owner being overlooked due to the amount of ‘noise’ produced,
where targeted alerts are not being given. In the case of vendors
incorrectly being defined, an asset owner would never be informed
of applicable CVEs as the vendor in the CPE would not match what
the asset owner would be looking for.

Further to the results shown in Table 5, during the time of this
paper being drafted and the dataset being validated, we observed
changes to the CVE description. Previously, the CVE description
contained the list of affected devices and versions, enabling an
asset owner to carry out textual search for vulnerabilities. As an
example, CVE-2017-2680 and CVE-2017-2681 were updated in July
2020 with a much shorter CVE description given, presenting a high
level overview of the vulnerability. At the same time, CVE-2019-
10943 provided contradictory information to asset owners in the
CVE description, specifically whether the SIMATIC S7-1518-4 was
affected. In the CVE description, it first states only the MFP vari-
ant is excluded, but immediately after it states both the PN/DP
and MFP variants are excluded (i.e. all S7-1518-4 products as they
are one of PN/DP, MFP or both). This lack of clarity can convince
an asset owner that they do not need to take any action, as the

latter statement would be considered the most recent statement.
On the Siemens Advisory, however, the PN/DP variant exclusion
was removed in March 2020, where this confusion could have se-
rious consequences. The vulnerabilities in this advisory allow the
integrity protection to be circumvented, which could impact safe
operations.

7 IMPROVING ICS VULNERABILITY
INFORMATION

From our analysis of ICS CVEs, taking Siemens as a case study,
we have established that there is some considerable time between
devices and firmware being released to a vulnerability being dis-
covered, reported and published. It is important to note that the
time difference will include the reporting, triage and assessment
time. Moreover, we find that the consistency of CVE descriptions
and statements of affected products is not where it needs to be in
order to support asset owners of critical national infrastructure in
managing risks in an informed manner.

In this section, we outline the potential guidelines which can be
implemented at various levels, including vendors, NVD and NIS
Competent Authorities. These will not only improve the security
of ICS systems through improved testing regimes, but also the
quality of data available to ICS owners to make appropriate security
decisions at the right time with the right information.

7.1 Reducing Vulnerability Lifespan

7.1.1  Better Defined Testing Strategies and Certifications. It is well
understood that industrial control devices undergo rigorous test-
ing to ensure the devices will operate continuously and safely, for
an extended period of time. Devices require thorough testing and
certification before they can be sold. This is not the case, however,
for the security of the products. We argue that vendors should em-
ploy similar levels of rigour when it comes to the cyber-security
of their devices. This can be achieved through the development of
industry-accepted testing strategies for devices, including penetra-
tion testing of devices before release, as well as the development
of certifications that verify devices have been tested to a sufficient
degree before release. As we show in Section 5.2, there are multiple
vulnerabilities types, such as cleartext private information and im-
proper access control, that have extended lifetimes however should
be easier to discover with more thorough testing. Of course it is
inevitable that some vulnerabilities will still exist past the vendor
testing stages, however vendors can encourage and support third
party researchers to identify vulnerabilities to assist in catching
vulnerabilities not caught by vendor testing (see Section 7.1.2).
One example of certification already in use is the Achilles Sys-
tem Certification (ASC) program, by General Electric (GE). Achilles
illustrates the compliance of vendor control system products with
cyber-security requirements specified by the IEC 62443-3-3 stan-
dard. Achilles assigned a level from 1 to 4, with 1 representing
resilience against casual or coincidental violations of security, and
Level 4 providing resilience against intentional violations using
sophisticated means with extended resources [8]. According to GE,
Siemens currently has 408 devices that are Level 2 certified (which
covers protection against intentional violation using simple means
with low resources, generic skills, and low motivation), however



uptake is lower amongst other vendors [7]. At the time of writing,
no vendor has a product certified above Level 2.

7.1.2  Better Motivations and Resources for Vulnerability Disclosure.
Whilst there has been an increased focused on OT security issues
over the past few years, very few vendors offer financial motivation
for reporting security issues. The bug bounty concept has increased
in popularity during recent years, and so offering financial rewards
for reporting vulnerabilities could motivate greater numbers of
people to focus on OT devices and software, in particular with the
potential value of exploits on the black market. Further, acquir-
ing ICS devices can be costly, requiring a large initial investment
from researchers. A bug bounty can help researchers recover this
cost. Vendors may also provide free or heavily discounted devices
and software to recognised researchers, facilitating further device
analysis. Companies such as Apple have already started programs,
providing modified devices to researchers for specific use in finding
vulnerabilities, provided the researcher has a proven track record
in disclosing vulnerabilities in Apple or similar products [2].

7.2 Enabling Access to Firmware Histories

Unlike traditional IT, where software updates are issued on a reg-
ular basis, OT systems have a slower frequency of updates being
issued, partly due to the testing and validation that is required
for certification and compliance. In the ICS sector, it is a common
practice that once a system has been deployed, it will often not be
updated [17, 18, 23]. As previously highlighted, operating within
n versions of the latest version of software may be effective in the
corporate environment, where such revision cycles may be within
months of the most recent version. In OT, however, as we observed
with some firmware versions, running even within 3 versions of the
latest firmware could be equal to over a year (e.g. S7-1500). Without
reference dates, an asset owner cannot adequately implement good
configuration management practices.

One of the main challenges in establishing when affected firmware
was published, in particular when a vulnerability was introduced at
some version and later resolved, was that this information was not
readily available, or sparsely distributed, an issue also identified in
[4]. For an asset owner, the lack of visibility of firmware history
leads to a false view and confusion that the firmware that is running
in the live environment is recent. This is particularly critical for
those devices which are deemed ‘legacy’ as this enables the asset
owner to consider appropriate mitigations that are required if that
device is essential in a process.

Access to this history should be possible to recover and publish
in a consistent format such that an ICS owner can search for their
asset and the firmware history in a ‘change log’ format. Through
this format, key changes can also be highlighted, such as critical
patches to vulnerabilities, or functional changes which allow the
reader to determine whether to patch now, or defer until the update
has been tested. When a CVE has been issued, it also enables the
asset owner to look back and identify the window of potential
exposure to that vulnerability.

7.3 Improving CPE Quality

As we have discussed in Section 6, the NVD curates the CPE vec-
tors for each CVE, where vendors only can contribute the CVSS

Mean days | >1 Week | Within 6 | Within 1
(Std. Dev.) Months Year
All Ven- | 268 (481.54) | 1451 950 1131
dors
Siemens | 241 (408.63) | 282 187 214

Table 6: Average update time (in days) for CVEs, and num-
bers of CVEs updates after 1 week, within 6 months and
within 1 year

score and vector, and the CWE number for a given CVE. This
leads to a lack of domain knowledge, for example how products
are known within a vendor’s portfolio. Using the Siemens S7-1200
example given earlier in this paper, the S7-1200 range shares com-
mon firmware, and is closely related to the SIPLUS S7-1200 range,
where SIPLUS products generally receive additional certification
for deployments. As such, simatic_s7-1200 would be an appro-
priate component in the CPE, as this includes the type of product
(SIMATIC is Siemens’ industrial automation portfolio), and the
range of products. It also ensures that as new $7-1200 products are
introduced, they would be automatically brought into scope given
the shared core firmware.

There are two potential solutions to this. The first is that where
the vendor is a CNA, they compile a list of CPE vectors based on
some agreed internal standard, where the format is well-understood
by asset owners. An alternative option is that, when a new product
is issued, a base CPE is created by the vendor and supplied to the
CPE dictionary with authoritative references. This ensures that if
a vulnerability is found to affect that range, the vendor’s accepted
representation is used by the NVD assessors.

This does not resolve the issue when additional products are
found to be vulnerable, or the issue has been resolved. Currently,
the CPE is set and left, where, as an example with a significant
update by Siemens in February 2020 to include the SIPLUS ranges
in scope of a number of vulnerabilities, the NVD CPE list was never
updated, even though the CVE description reflected the change.
Moreover, when a vulnerability was patched, the ‘end version’ was
never set on the CVE. For an asset owner querying if their asset
is vulnerable, they will continue to be informed that all versions
are affected. By updating CPE vectors, the CVE is a living record,
and an asset owner can be confident they are not vulnerable, as
they run a newer firmware than what has been stated as the ‘end
version’. Currently, CPEs within a CVE will state the start and end
versions, which can be populated once a vulnerability is resolved.

From our observations when reviewing Siemens CVEs, 2 CVEs
were updated in July 2020 (CVE-2017-2680 and CVE-2017-2681),
where the description was amended, removing the list of affected
products. This makes the quality of the CPE listings even more
critical, as there is now only one location in which the affected
products may be referenced. Whilst this enables a ‘single-source
of truth’ approach, it removes the human-readable element for an
asset owner.

One question that these solutions raise is around their imple-
mentation. Whilst efforts should be undertaken to update previous
CVEs, this is a significant effort. Instead, by committing to a window
of time, e.g. 2-3 years where major updates have taken place (e.g.
new products identified to be updated), this allows the process to be
embedded, validated and used, with trust in the CPE vector estab-
lished. For new CVEs, this should not be a significant undertaking,



as vendors will carry out analyses of affected products, and are in
a strong position to recommend appropriate CPEs for customers,
aligned to the way their portfolios are represented and customers
understand the products.

7.4 Rapid Updates of CVEs as Vendor Updates
are Published

Table 6 shows the average number of days taken to update a CVE,
and the number of CVEs updated within 6 months and 1 year, based
on the last update date. This shows that more than 300 CVEs (for
all ICS CVEs) and over 70 for Siemens were updated over a year
after publication. As new vulnerable devices are identified based
on the updates to vendor advisories observed, we would expect
this number to be higher. These update dates, however, do not
provide much information about the nature of the update, where
NVD provides a change log when a CVE has been updated, either in
the MITRE authoritative record, or the NVD assessment changes.

In our review of Siemens’ CVEs, we observed updates to the
Siemens Security Advisories, some which were updated on the
same day as the CVE being published (e.g. CVE-2019-12259). Where
Siemens had issued an update, which is cited on the NVD page as a
reference, the corresponding description and CPE list had not been
updated. This understated the number of vulnerable devices, where
the CVSS score assigned was 9.8, making it a critical vulnerability.

It is, therefore, imperative that CVEs are updated as new infor-
mation comes to light from vendors, as sparsely-distributed content
impacts the accessibility of vulnerability information, where the
CVE should aggregate all available information and be as accurate
and current as possible. This is partly resolved with our proposal
of enabling vendors to recommend applicable CPEs, where, as new
products are identified, or they confirm products are not vulnerable
as originally thought, enabling accurate, current information to
be contributed to the CVE. In 2018, Dragos emphasised reviewing
related products before a CVE was published to ensure a thorough
assessment was conducted and the attack surface well-understood
[4], which could have prevented a number of the inaccuracies we
identified in our dataset.

8 CONCLUSION

Providing timely and accurate insights to inform asset owner risk
management strategies is vital. In this paper, we discover that, in
stark contrast to traditional IT vulnerabilities, the timespan of a vul-
nerability being “in the wild” greatly varies - on average 5.3 years
- delays which can have serious safety implications. Additionally,
what the CVE says is affected is not always the case, with signifi-
cant variations, with 15.5% of Siemens CVEs understating affected
devices in the list of CPEs. Both these issues critically impact the
accuracy and validity of information to asset owners aiming to un-
derstand and mitigate risks to their infrastructures, with potentially
serious consequences. By improving ICS vulnerability information,
asset owners and the supply chain will be better informed when
defining their risk management strategies. This, in turn, calls for
better support for third-party vulnerability research, further certifi-
cations on testing, more control for supply chains to contribute to
CVE information reducing this exposure window and, in general,
improving the quality of information captured by CVEs.

We are in the process of reporting our findings regarding the
inconsistencies within vulnerabilities to both NIST and Siemens.
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